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Cisco Securing Networks with Cisco Firepower Sample Questions (Q422-
Q427):
NEW QUESTION # 422 
A network engineer wants to add a third-party threat feed into the Cisco FMC for enhanced threat detection Which action should
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be taken to accomplish this goal?

A. Enable Threat Intelligence Director using REST APIs
B. Enable Rapid Threat Containment using REST APIs
C. Enable Rapid Threat Containment using STIX and TAXII
D. Enable Threat Intelligence Director using STIX and TAXII

Answer: D

Explanation:
Reference:
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-
v623/cisco_threat_intelligence_director__tid_.html

NEW QUESTION # 423 
An engineer must configure the encrypted visibility engine for a Cisco Secure Firewall Threat Defense device in Cisco Secure
Firewall Management Center. The engineer already configured an access control policy, Cisco vulnerability database updates, and
the Cisco Success Network.
Which two actions must be taken to complete the Secure Firewall Threat Defense device configuration? (Choose two.)

A. Enable Snort 3.
B. Configure an identity policy.
C. Enable encrypted traffic inspection.
D. Install a Threat license.
E. Configure an SSL/TLS policy.

Answer: C,E

Explanation:
To complete the configuration of the encrypted visibility engine on a Cisco Secure Firewall Threat Defense device via FMC, the
engineer must:
- Configure an SSL/TLS policy: This is required to define how encrypted traffic is handled (e.g., detection, decryption).
- Enable encrypted traffic inspection: This activates the engine that analyzes encrypted traffic to detect threats without full decryption.

NEW QUESTION # 424 
A network engineer is extending a user segment through an FTD device for traffic inspection without creating another IP subnet How
is this accomplished on an FTD device in routed mode?

A. by leveraging the ARP to direct traffic through the firewall
B. by using a BVI and create a BVI IP address in the same subnet as the user segment
C. by bypassing protocol inspection by leveraging pre-filter rules
D. by assigning an inline set interface

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-
v64/transparent_or_routed_firewall_mode_for_firepower_threat_defense.html

NEW QUESTION # 425 
How does Cisco Secure Cloud Analytics handle information about network traffic?

A. It performs a behavioral analysis on events and network flow data.
B. It performs a heuristic analysis on events and network flow data.
C. It forwards the information to other devices without storing it.
D. It stores the information in a database without any analysis.

Answer: A



Explanation:
Cisco Secure Cloud Analytics (formerly Stealthwatch Cloud) uses behavioral analysis to monitor events and network flow data. It
builds a baseline of normal network behavior and then detects anomalies, such as data exfiltration or lateral movement, indicating
potential threats.

NEW QUESTION # 426 
An engineer is creating an URL object on Cisco FMC How must it be configured so that the object will match for HTTPS traffic in
an access control policy?

A. Define the path to the individual webpage that uses HTTPS.
B. Use the FQDN including the subdomain for the website
C. Use the subject common name from the website certificate
D. Specify the protocol to match (HTTP or HTTPS).

Answer: B

NEW QUESTION # 427
......
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