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B #27
Andrew, a system administrator, is performing a UEFI boot process. The current phase of the UEFI boot process consists of the

mnitialization code that the system executes after powering on the EFT system. This phase also manages platform reset events and sets
up the systemso that it can find, validate, install, and run the PEIL.
‘Which of the following UEFT boot phases is the process currently in?

e A Security phase
¢ B. Driver execution environment phase
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¢ (. Pre-EFI inttialization phase
¢ D. Boot device selection phase

EfE: A

BN -

In the UEFI/PI boot architecture, the phase that runsimmediately after power-on or resetis theSEC (Security) phase. Digital
forensics references include UEFT phases because firmware-level activity can affect the trustworthiness of the platform (e.g.,
bootkits, persistence, and measured boot artifacts). The SEC phase is responsible for executing the earliest initialization instructions,
handlingplatform reset events, and establishing a minimal, controlled execution environment. Critically, SEC prepares the system so it
canlocate, verify, and hand off controlto the next stage-PEI (Pre-EFI Initialization)-by setting up temporary memory and
foundational CPU/chipset state required for PEI modules to execute.

The wording in the question precisely matches SEC responsibilities: "initialization code executed after powering on," "manages
platformreset events," and "sets up the systemso it can find, validate, install, and run the PEL" By contrast,PEIfocuses on
discovering and initializing permanent memory and producing the Hand-Off Blocks for DXE;DXEloads drivers and boot services;
andBDSselects and launches the boot option.

Therefore, the phase described is theSecurity phase (SEC), which corresponds to optionD.

HM #28

Kane, an mvestigation specialist, was appointed to investigate an incident in an organization's network. In this process, Kane
executed a command and identified that a network interface is running in the promiscuous mode and is allowing all incoming packets
without any restriction.

In the above scenario, which of the following commands did Kane use to check whether the network nterface is set to the
promiscuous mode?

A. netstat -i

B. nmap -sT localhost

C. ipconfig <interface name>
D. ifconfig <interface name>

EfE: D

L -

Promiscuous mode is a network interface configuration in which the NIC passesall observed framesto the operating system, not only
frames addressed to that host's MAC address. In nvestigations, this matters because promiscuous mode is commonly enabled
bypacket sniffers, certain intrusion tools, or misconfigured monitoring software, and it can indicate covert traffic capture on a host.
On UNIX/Linux systemns, the traditional command used to view interface flags and status isifconfig < interface name>. When an
interface is set to promiscuous mode, ifconfigdisplays aPROMISCflag in the interface's status Iine, allowing an investigator to confirm
whether the NIC is accepting all frames. This directly matches Kane's goal of checking if the interface is running in promiscuous
mode.

The other commands do not provide this specific interface flag.nmap -sT localhostscans for open TCP ports, not interface
modes.ipconfigis a Windows command (and does not take an interface name in that form to show PROMISC status), and it
primarily reports IP configuration.netstat -ishows network interface statistics (packets, errors, drops) but typically does not explicitly
indicate promiscuous mode. Therefore, the correct command isifconfig <interface name> (C).

I #29
Which of the following types of phishing attacks allows an attacker to exploit instant messaging platforms by employing IM as a tool
to spread spam?

A. Pharming

B. Spear phishing
C. Spimming

D. Whaling

IEf: C
R -

Spimmingis defined in digital forensics and cybercrime references asspam over instant messaging (IM). It is a social-engineering
variant where attackers use instant messaging platforms (and sometimes chat apps) to deliver unsolicited bulk messages containing



malicious links, fraudulent offers, credential-harvesting hures, or malware downloads. Because IM messages are often delivered in
real time and can appear to come from known contacts (via compromised accounts), spimming can achieve higher click-through
rates than traditional email spam. For investigators, spimming incidents commonly leave artifacts such as chat logs, message
timestamps, sender identifiers, embedded URLs, and sometimes downloaded payload traces on the endpoint.

These artifacts help establish attacker infrastructure (domains, IPs), victim interaction (click events, file creation), and timeline
correlation with network logs.

The other options do not match the "IM as a tool to spread spam” description. Whalingtargets high-profile individuals via highly
tailored phishing, typically email-based. Pharmingredirects users to fraudulent websites (often via DNS or host-file manipulation)
without relying on bulk IM spam Spear phishingis targeted phishing toward specific individuals or groups, not necessarity IM spam.
Therefore, the phishing/spam attack that exploits instant messaging platforms isSpimming (C).

HMA #30

Wesley, a professional hacker, deleted a confidential file in a compromised system using the '"/bin/rm/" command to deny access to
forensic specialists.

Identify the operating system on which Don has performed the file carving act.

e A MacOS
¢ B. Android

e C.Lmx

e D. Windows

Ef#: C

A -

The command path /bin/rm is a hallmark of UNIX/POSIX-style operating systems, where core userland utilities are commonly
stored under directories such as /bin, /sbin, and /ust/bin. The utility rm (remove) is the standard UNIX command used to delete
directory entries that reference a file's data blocks on disk. This layout and command structure do not match Windows, whichuses
different filesystem conventions (drive letters, backslashes, and Windows-native executables) and does not provide /bin'rmas a
native path. Android, while Linux-kernel-based, typically exposes shell utilities through environments like /systenvbin (and newer
systerms may use toybox/busybox variants), not the classic /bin hierarchy expected on general-purpose UNIX systens. Between the
remaining options, both Linux and macOS are UNIX-like and can include an rm command; however, in digital forensics training and
examination contexts, the explicit reference to /bin/rm is most commonly used to indicate a Linux/UNIX command-line environment
on a compromised host.

Therefore, the best single-choice answer from the provided options is Linux (D).

ER #31

Bob, a security specialist at an organization, extracted the following IIS log froma Windows-based server:
"2019-12-12

06:11:41 192.168.0.10 GET /images/content/bg_bodyl .jpg - 80 - 192.168.0.27 Mozilla/5.0+(Windows+NT+6.
3;+WOW64)+AppleWebKit/537.36-HKHTML, Hike+Gecko)+Chrome/48.0.2564.103+Safari/537.36
http//www.moviescope.convcss/style.css 200 0 0 365"

Identify the element in the above IIS log entry that indicates the request was fulfilled without error.

A0
B. 1
C.2
D.3

IEf#: A

AR :

In Microsoft IIS (W3C Extended) logging, each request line records multiple standardized fields that help investigators reconstruct
what was accessed, by whom, and with what outcome. Among these fields, the most direct indicator of whether the server
successfully handled the request is theHT TP status codecaptured in thesc-statusfield. A status code 0f200means"OK", indicating the
server located the requested resource (here,

/images/content/bg_body!.jpg) and returned it successfully to the client without application-level failure.

Other numbers in the entry represent different attributes:80is the server port used for the HTTP request,

192values appear as part of IP addressing (client/server addresses), and537is embedded in the user-agent string (AppleWebKit
build number), not a success indicator. IIS often logs additional substatus and Win32 status values (e.g.,sc-substatusandsc-win32-



status) to refine the outcome; in the shown line, those follow the
200 as '"200 0 0 ...", reinforcing that no substatus error or OS-level error occurred. Therefore,200is the element confirming the
request was fulfilled without error.

B #32
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