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Cisco Implementing Cisco Enterprise Network Core Technologies (350-401
ENCOR) Sample Questions (Q79-Q84):
NEW QUESTION # 79 
An engineer must protect their company against ransom ware attacks. Which solution allows the engineer to block the execution
stage and prevent file encryption?

A. Use Cisco Firepower with Intrusion Policy and snort rules blocking SMB exploitation.
B. Use Cisco AMP deployment with the Malicious Activity Protection engineer enabled.
C. Use Cisco Firepower and block traffic to TOR networks.
D. Use Cisco AMP deployment with the Exploit Prevention engine enabled.

Answer: B
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Ransomware are malicious software that locks up critical resources of the users.
Ransomware uses well-established public/private key cryptography which leaves the only way of recovering the files being the
payment of the ransom, or restoring files from backups.
Cisco Advanced Malware Protection (AMP) for Endpoints Malicious Activity Protection (MAP) engine defends your endpoints by
monitoring the system and identifying processes that exhibit malicious activities when they execute and stops them from running.
Because the MAP engine detects threats by observing the behavior of the process at run time, it can generically determine if a
system is under attack by a new variant of ransomware or malware that may have eluded other security products and detection
technology, such as legacy signature-based malware detection. The first release of the MAP engine targets identification, blocking,
and quarantine of ransomware attacks on the endpoint.
Reference:
endpoints/white-paper-c11-740980.pdf

NEW QUESTION # 80 
Refer to the exhibit.
Which configuration must be applied to R1 to enable R1 to reach the server at 172.16.0.1?

A. Option B
B. Option D
C. Option A
D. Option C

Answer: C

NEW QUESTION # 81 
Which two conditions occur when the primary route processor fails on a switch that is using dual route processors with stateful
switchover? (Choose two.)

A. The standby route processor is fully initialized and state information is maintained.
B. User sessions are immediately recreated on the new active route processor.
C. The standby route processor initialization is started when the primary router processor fails.
D. Data forwarding is stopped until the routing protocols reconverge after the switchover.
E. Data forwarding can continue along known paths until routing protocol information is restored.

Answer: A,E

NEW QUESTION # 82 
Refer to the exhibit.
Which EEM script generates a critical-level syslog message and saves a copy of the running configuration to the bootflash when an
administrator saves the running configuration to the startup configuration?

A. Option A
B. Option B
C. Option D
D. Option C

Answer: B

NEW QUESTION # 83 
Refer to the exhibit.
SwitchC connects HR and Sales to the Core switch However, business needs require that no traffic from the Finance VLAN
traverse this switch Which command meets this requirement?
A)
B)
C)



D)

A. Option D
B. Option A
C. Option B
D. Option C

Answer: A

NEW QUESTION # 84
......
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