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(Q58-Q63):

NEW QUESTION # 58
In which two ways does FortiGate utilize the Internet Service Database (ISDB)?

A. Provides predefined IPs and ports
B. Works in proxy mode

C. Limits by URL

D. Blocks IPs and ports

Answer: A,D

NEW QUESTION # 59
Which technology should you use to facilitate dynamic direct tunnels and automatic lnk optimization in a hub-and-spoke VPN
topology?

A. Use ADVPN 2.0

B. Use GRE over IPsec
C. Use IP-in-IP tunneling
D. Use static IPsec tunnels

Answer: A

NEW QUESTION # 60
Refer to the exhibit, which shows device registration on FortiManager.

FortiManager & diagnose dvm device list
--- There are currently 5 devices/vdeoms managed ---
——- There are currently 5 device/vdoms count for license ———

TYPE OID =N HA IP NAME ADOM IPS FIREWARE HW_Genx
unrﬁgigtered 273 FPGVMOL0000077645 - 10.1.0.1:9443 FGVMO10000077646 root NFA 7.0

I - - BT - v nown; conf: unknown:; cond: unregistered; dm: none;
conn:unknown

|= wdam: [3]root flags:0 adom:root pkg: [never-installed]
unregisterad 30% FGVMO1l0000077648 - 10.1.0.100:9443 FGEVMO10000077648 root N/A

7.0 MRZ (1398€) N/A

|- BTATUS: dev-db: unknown; conf: unknown; cond: ufirefgistered; dm: none;
conn:unknown

|= wdom: [3] root flags:0 adem:root pkg: [nevér-installed]
unregistered 285 FGVMO10000077650 - 10.1.0.253:9443 FGVMO10000077650 root MN/A

7.0 MRZ (1396) N/A

|- STATUS: dev-db: unknown; conf: unknown:; cond: unregistered:; dm: none;
conn:unknown

|= wdom: [3]root flags:0 adem:rxoot pkg: [never-installed]
fmgfaz-managed 297 FGVMO1000007764% - 10.1.0.254 NGFW-1 Core & 00741 (extended)
7.0 MR2 (13986) H/K

|- STATUS: dev-db:" not‘modified; conf: in sync; cond: OK; dm: autoupdated; conn: up

|- wdom: [3]root flags:0 adem:Core pkg: [imported] NGFW-1
fmgfaz-managed 321 FGEVM010000077651 - 100.64.3.1 Spoke-1 Core 6 00741 (extended)
7.0 MRZ (13986) N/

|- STATUS: dev-db: modified: conf: in sync:; cond: Modified (recent auto-updated):
dm: autoupdated; conn:up

|- wvdom: [3]zoot flags:1l adom:Core pkg: [out-cf-sync]Spokes
fmgfaz-managed 333 FGVMO10000077652 - 100.64.5.1 Spoke-2 Core & 00741 (extended)
7.0 MR2 (1396} N/A

|- STATUS: dev-db: modified; conf: in sync; cond: Modified (recent auto-updated);
dm: autoupdated; conn:up

|- wdom: [3)root flags:1l adom:Core pkg: [out-cof-sync]Spokes

What can you conclude about the Spoke-1 and Spoke-2 configurations with respect to the information cond: Modified (recent auto-
updated)?

A. Spoke-1 and Spoke-2 are sharing the same security policy configuration and the same policy package.

B. On both Spoke-1 and Spoke-2, the configuration was changed directly on the FortiGate device, and the changes were
automatically retrieved by the device database.

C. On NGFW-1, the configuration was changed and spokes are wailing for an autoupdate.

D. Based on the policy configuration on NGFW-1, the configuration on both spokes is modified and automatically updated.



Answer: B

Explanation:
Auto-Updated - configuration was changed directly on the FortiGate, and the changes were automatically Retrieved to the device
db.

NEW QUESTION # 61
Refer to the exhibit, which contains the partial output of an OSPF command.

FortiGate # get router info ospf status
Routing Process "ospf 0" with ID 0.0.0.5
Process uptime is O minute
Process bound to VRF default
Conforms to RFC2328, and REC1583Compatibility flag is enabled
Supports only single TOS{TOS0) routes
Supports opaque LSA
Do not support Restarting
Frhis rduter islad ABR

An administrator is checking the OSPF status of a FortiGate device and receives the output shown in the exhibit.
‘What two conclusions can the administrator draw? (Choose two.)

A. The FortiGate device injects external routing information
B. The FortiGate device is connected to muiltiple areas

C. The FortiGate device is a backup designated router

D. The FortiGate device has OSPF ECMP enabled

Answer: A,B

Explanation:

The output of the get router info ospf'status command provides key information about the OSPF (Open Shortest Path First)
configuration on the FortiGate device.

The FortiGate device is connected to multiple areas

# The output states: "This router is an ABR"

# ABR (Area Border Router) means the device is connected to multiple OSPF areas and maintains routing information between
them

# This confirms that the FortiGate is not just in one area, but at least one backbone area (Area 0) and another OSPF area.

The FortiGate device mnjects external routing information

# The output states: "Supports opaque LSA"

# Opaque LSAs (Type 9, 10, and 11) are used in OSPF extensions, including those that support external route injection.

# Typically, ABRs or ASBRs (Autonomous System Boundary Routers) inject external routes, allowing routes from other routing
protocols (such as BGP or static routes) to be advertised into OSPF.

NEW QUESTION # 62
To secure your enterprise network traffic, which step does FortiGate perform first, when handling the first packets of'a session?
(Choose one answer)

A. Decryption

B. IP integrity header checking

C. Installation of the session key in the network processor (NP)
D. A reverse path forwarding (RPF) check

Answer: B

Explanation:

Comprehensive and Detailed 150 to 200 words of Explanation From Exact Extract of Enterprise Firewall 7.6 Admmnistrator
docurments:

Based on the FortiOS 7.6 Administration Guide and the Life of a Packet documentation (Parallel Path Processing), the FortiGate



follows a specific, hardcoded sequence when processing the first packet of a new session. This process is divided into several
stages: Ingress, Kernel, and Egress.

The very first stage is Ingress, where all packets accepted by a network interface are processed by the TCP/IP stack. Immediately
following this, the packet must pass through IP integrity header checking. This step involves reading the packet headers to verify that
the packet is a valid protocol (TCP, UDP, ICMP, etc.) and that the header length is correct. This sanity check is performed before
any other security functions, such as decryption (which occurs later in the Ingress stage) or the Reverse Path Forwarding (RPF)
check (which occurs even later during the Routing step in the Kernel stage).

Installation of the session key (Option A) only occurs after the packet has matched a firewall policy and the session has been fully
established and offloaded to the NPU. Therefore, IP integrity header checking is the absolute first security-related validation
performed on an incoming packet.
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