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Organizers for a global event want to put daily reports online as static HTML pages. The pages are expected to generate millions of
views from users around the world. The files are stored In an Amazon S3 bucket. A solutions architect has been asked to design an
efficient and effective solution.

‘Which action should the solutions architect take to accomplish this?

A. Use the geoproxintty feature of Amazon Route 53.

B. Use cross-Region replication to all Regions.

C. Generate presigned URLs for the files.

D. Use Amazon CloudFront with the S3 bucket as its origin.

Answer: D

Explanation:

Amazon CloudFront is a content delivery network (CDN) that speeds up the delivery of static and dynamic web content, such as
HTML pages, images, and videos. By using CloudFront, the HTML pages will be served to users from the edge location that is
closest to them, resulting in faster delivery and a better user experience. CloudFront can also handle the high traffic and large number
of requests expected for the global event, ensuring that the HTML pages are available and accessible to users around the world.

NEW QUESTION # 633

[Design Secure Architectures]

A company is designing a cloud comnumications platform that is driven by APIs. The application is hosted on Amazon EC2
mstances behind a Network Load Balancer (NLB). The company uses Amazon API Gateway to provide external users with access
to the application through APIs. The company wants to protect the platform against web exploits like SQL mjection and also wants
to detect and mitigate large, sophisticated DDoS attacks.

‘Which combination of solutions provides the MOST protection? (Select TWO.)

A. Use Amazon GuardDuty with AWS Shield Standard.
B. Use AWS Shield Advanced with the NLB.

C. Use AWS WAF to protect the NLB.

D. Use AWS Shield Standard with Amazon API Gateway.
E. Use AWS WAF to protect Amazon API Gateway.

Answer: B,E

Explanation:

AWS Shield Advanced provides expanded DDoS attack protection for your Amazon EC2 instances, Elastic Load Balancing load
balancers, CloudFront distributions, Route 53 hosted zones, and AWS Global Accelerator standard accelerators.

AWS WAF is a web application firewall that lets you monitor the HTTP and HTTPS requests that are forwarded to your protected
web application resources. You can protect the following resource types:

Amazon CloudFront distribution

Amazon API Gateway REST API

Application Load Balancer

AWS AppSync GraphQL API

Amazon Cognito user pool

https’/docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf. html

NEW QUESTION # 634

A conpany is migrating its on-premises workload to the AWS Cloud. The company already uses several Amazon EC2 instances
and Amazon RDS DB instances. The company wants a solution that automatically starts and stops the EC2 instances and D6
mnstances outside of business hours. The solution must minimize cost and infrastructure maintenance.

Which solution will meet these requirement?

e A. Launch another EC2 instance. Configure a crontab schedule to run shell scripts that will start and stop the existing EC2
mnstances and DB instances on a schedule.

e B. Scale the EC2 instances by using elastic resize Scale the DB instances to zero outside of business hours

e C. Explore AWS Marketplace for partner solutions that will automatically start and stop the EC2 Instances and OB instances
on a schedule

e D. Create an AWS Lambda function that will start and stop the EC2 instances and DB instances Configure Amazon
EventBridge to invoke the Lambda function on a schedule



Answer: D

Explanation:

The most efficient solution for automatically starting and stopping EC2 instances and DB instances on a schedule while minimizing
cost and infrastructure maintenance is to create an AWS Lambda function and configure Amazon EventBridge to invoke the finction
on a schedule.

Option A, scaling EC2 instances by using elastic resize and scaling DB instances to zero outside of business hours, is not feasible as
DB instances cannot be scaled to zero.

Option B, exploring AWS Marketplace for partner solutions, may be an option, but it may not be the most efficient solution and
could potentially add additional costs.

Option C, launching another EC2 instance and configuring a crontab schedule to run shell scripts that will start and stop the existing
EC2 instances and DB instances on a schedule, adds unnecessary infrastructure and maintenance.

NEW QUESTION # 635

[Design High-Performing Architectures]

A company is designing a new web application that will run on Amazon EC2 Instances. The application will use Amazon
DynamoDB for backend data storage. The application traffic will be unpredictable. T company expects that the application read and
write throughput to the database will be moderate to high. The company needs to scale in response to application traffic.

‘Which DynamoDB table configuration will meet these requirements MOST cost-effectively?

¢ A. Configure DynamoDB in on-demand mode by using the DynamoDB Standard Infrequent Access (DynamoDB Standard-
IA) table class.

¢ B. Configure DynamoDB with provisioned read and write by using the DynamoDB Standard table class. Set DynamoDB
auto scaling to a maximum defined capacity.

¢ C. Configure DynamoDB in on-demand mode by using the DynamoDB Standard table class.

¢ D. Configure DynamoDB with provisioned read and write by using the DynamoDB Standard Infrequent Access (DynamoDB
Standard-1A) table class. Set DynamoDB auto scaling to a maximum defined capacity.

Answer: C

Explanation:

The most cost-effective DynamoDB table configuration for the web application is to configure DynamoDB in on-demand mode by
using the DynamoDB Standard table class. This configuration will allow the company to scale in response to application traffic and
pay only for the read and write requests that the application performs on the table.

On-demand mode is a flexible billing option that can handle thousands of requests per second without capacity planning, On-
demand mode automatically adjusts the table's capacity based on the incoming traffic, and charges only for the read and write
requests that are actually performed.On-demand mode is suitable for applications withunpredictable or variable workloads, or
applications that prefer the ease of paying for only what they usel.

The DynamoDB Standard table class is the default and recommended table class for most workloads. The DynamoDB Standard
table class offers lower throughput costs than the DynamoDB Standard- Infrequent Access (DynamoDB Standard-1A) table class,
and is more cost-effective for tables where throughput is the dominant cost. The DynamoDB Standard table class also offers the
same performance, durability, and availability as the DynamoDB Standard-1A table class2.

The other options are not correct because they are either not cost-effective or not suitable for the use case. Configuring DynamoDB
with provisioned read and write by using the DynamoDB Standard table class, and setting DynamoDB auto scaling to a maximum
defined capactity is not correct because this configuration requires manual estimation and management of the table's capacity, which
adds conplexity and cost to the solution. Provisioned mode is a billing option that requires users to specify the amount of read and
write capacity units for their tables, and charges for the reserved capacity regardless of usage. Provisioned mode is suitable for
applications with predictable or stable workloads, or applications that require finer-grained control over their capacity settings1.
Configuring DynamoDB with provisioned read and write by using the DynamoDB Standard- Infrequent Access (DynamoDB
Standard-1A) table class, and setting DynamoDB auto scaling to a maximum defined capacity is not correct because
thisconfiguration is not cost-effective for tables with moderate to high throughput. The DynamoDB Standard-IA table class offers
lower storage costs than the DynamoDB Standard table class, but higher throughput costs. The DynamoDB Standard-IA table class
is optimized for tables where storage is the dominant cost, such as tables that store infrequently accessed data2. Configuring
DynamoDB in on-demand mode by using the DynamoDB Standard-Infrequent Access (DynamoDB Standard-1A) table class is not
correct because this configuration is notcost-effective for tables with moderate to high throughput. As mentioned above, the
DynamoDB Standard-IA table class has higher throughput costs than the DynamoDB Standard table class, which can offset the
savings from lower storage costs.

Reference:

Table classes - Amazon DynamoDB

Read/write capacity mode - Amazon DynamoDB



NEW QUESTION # 636
A company is planning to store data on Amazon RDS DB instances. The company must encrypt the data at rest.
‘What should a solutions architect do to meet this requirement?

¢ A Generate a certificate in AWS Identity and Access Management {IAM) Enable SSUTLS on the DB instances by using the
certificate

¢ B. Create an encryption key and store the key in AWS Secrets Manager Use the key to encrypt the DB instances

e C. Generate a certificate n AWS Certificate Manager (ACM). Enable SSL/TLS on the DB instances by using the certificate

¢ D. Create a customer master key (CMK) in AWS Key Management Service (AWS KMS) Enable encryption for the DB
nstances

Answer: B

Explanation:

To encrypt data at rest in Amazon RDS, you can use the encryption feature of Amazon RDS, which uses AWS Key Management
Service (AWS KMS). With this feature, Amazon RDS encrypts each database instance with a unique key. This key is stored
securely by AWS KMS. You can manage your own keys or use the default AWS-managed keys. When you enable encryption for
a DB instance, Amazon RDS encrypts the underlying storage, including the automated backups, read replicas, and snapshots.

NEW QUESTION # 637
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