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¢ System Configuration: This section assesses the capabilities of network and security analysts in managing
FEY 2 1 FortiAnalyzer systems. It includes tasks like performing nitial configurations, setting up high-availability

systers, and configuring RAID for storage.

¢ Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in

bEY 72 managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in

place.

¢ Admunistration: This section evaluates the ability of network and security analysts to configure

admunistrative access and manage Administrative Domains (ADOMS). It covers tasks such as setting user
hEY 73 permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
administrative privileges within FortiAnalyzer systems.

¢ Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and

FEY Z 4 . L
troubleshooting commumication issues.
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EX R (Q159-Q164):

HA #159
‘What does the disk status Degraded mean for RAID management?

A. The device is writing data to the disk to restore the volume to an optimal state.
B. The hard drive is no longer being used by the RAID controller.

C. FortiAnalyzer determined that the parity data in the disk is not valid.

D. One or more drives are missing from the FortiAnalyzer unit.

Ef#: B

A :

When the RAID status is Degraded, it typically indicates that one or more drives in the RAID array have failed or are missing,
causing the RAID array to operate with reduced redundancy. In this state, the array is still functioning, but it's at risk because the
fault tolerance provided by RAID is compromised.

M #160
Which statement about the FortiSOAR management extension is correct?

A. Tt requires a dedicated FortiSOAR device or VM.

B. It requires a FortiManager configured to manage FortiGate
C. It runs as a docker container on FortiAnalyzer

D. It does not include a limited trial by defauilt.

Ef#: C

R #161
Which two methods can you use to restrict administrative access on FortiAnalyzer? (Choose two.)

e A. Fabric connectors to external LDAP servers.
e B. Configure trusted hosts.

e (. Use administrator profiles.

e D. Limit access to specific virtual domains.

EM#: B. C

R

Configure trusted hosts.

Trusted hosts restrict administrative access to FortiAnalyzer by limiting the IP addresses or subnets from which administrators can
log in.

Use administrator profiles.

Admistrator profiles define roles and permissions, restricting what specific administrators can access and manage on FortiAnalyzer.
The other options are not applicable because:

Limiting access to specific virtual domains is not applicable to FortiAnalyzer, as virtual domains (VDOMSs) are a concept used in
FortiGate, not FortiAnalyzer.

Fabric connectors to external LDAP servers are used for authentication purposes but do not directly restrict administrative access
based on roles or IP addresses.

HH #162

An administrator has configured the following settings:
config system global

set log-checksum md5-auth


https://www.passtest.jp/FCP_FAZ_AD-7.4-exam.html

end

What is the significance of executing this command?

Ef#:

A. This command records passwords in log files and encrypts them

B. This command records the log file MD5 hash value.

C. This command records the log file MDS5 hash value and authentication code.
D. This command encrypts log transfer between FortiAnalyzer and other devices.

C

HH #163
‘What purposes does the auto-cache setting on reports serve? (Choose two.)

A. To provide diagnostics on report generation time

B. To automatically update the hcache when new logs arrive
C. To reduce report generation time

D. To reduce the log insert lag rate

iEﬁ: B\ C

B #164
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