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Fortinet NSE 7 - LAN Edge 7.0 Sample Questions (Q19-Q24):

NEW QUESTION # 19

An administrator is testing the connectivity for a new VLAN. The devices in the VLAN are connected to a FortiSwitch device that is
managed by FortiGate. Quarantine is disabled on FortiGate.

While testing, the administrator noticed that devices can ping FortiGate and FortiGate can ping the devices. The administrator also
noticed that inter- VLAN comnumnication works. However, intra-VLAN communication does not work.

Which scenario is likely to cause this issue?

A. The native VLAN configured on the ports is incorrect
B. The FortiSwitch MAC address table is missing entries
C. Access VLAN is enabled on the VLAN

D. The FortiGate ARP table is missing entries

Answer: C

NEW QUESTION # 20
Refer to the exhibit.

config system dhcp server
edit 1
set ntp-service local
set default-gateway 169.254.1.1
set netmask 255.255.255.0
set interface "fortilink"
config ip-range
edit 1

set start=ip-169.254.1.2

RTINE Tset(ena“1p 169.254.1.254

next

end
set vci-match enable
set vei-string "FortiSwiiSwitch" "FortiExtendd
nr“Y%eaw
end

By default FortiOS creates the following DHCP server scope for the FortiLink interface as shown in the exhibit What is the
objective of the vci-string setting?

A. To restrict the IP address assignment to FortiSwitch and FortiExtender devices

B. To restrict the IP address assignment to devices that have FortiSwitch or FortiExtender as their hostname
C. To reserve IP addresses for FortiSwitch and FortiExtender devices

D. To ignore DHCP requests coming fiom FortiSwitch and FortiExtender devices

Answer: A

Explanation:

According to the exhibit, the DHCP server scope for the FortiLink interface has a vei-string setting with the value "Cisco AP
€2700". This setting is used to match the vendor class identifier (VCI) of the DHCP clients that request an IP address from the
DHCP server. The VCl is a text string that uniquely identifies a type of vendor device. Therefore, option C is true because the vei-
string setting restricts the IP address assignment to FortiSwitch and FortiExtender devices, which use the VCI "Cisco AP ¢2700".
Option A is false because the vci-string setting does not ignore DHCP requests coming from FortiSwitch and FortiExtender devices,
but rather accepts them. Option B is false because the vei-string setting does not reserve IP addresses for FortiSwitch and
FortiExtender devices, but rather assigns them dynamically. Option D is false because the vci- string setting does not restrict the [P
address assignment to devices that have FortiSwitch or FortiExtender as their hostname, but rather to devices that have "Cisco AP
¢2700" as therr VCI.
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NEW QUESTION # 21
‘What is the purpose of enabling Windows Active Directory Domain Authentication on FortiAuthenticator?

A. Tt enables FortiAuthenticator to import users from Windows AD

B. It enables FortiAuthenticator to use Windows administrator credentials to perform an LDAP lookup for a user search
C. It enables FortiAuthenticator to register itself as a Windows trusted device to proxy authentication using Kerberos

D. It enables FortiAuthenticator to use a Windows CA certificate when authenticating RADIUS users

Answer: C

Explanation:
Windows Active Directory domain authentication enables FortiAuthenticator to join a Windows Active Directory domain as a
machine entity and proxy authentication requests using Kerberos.

NEW QUESTION # 22
Refer to the exhibit
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Examine the FortiGate RSSO configuration shown in the exhibit

FortiGate is configured to receive RADIUS accounting messages on port3 to authenticate RSSO users The users are located behind
port3 and the internet link is connected to portl FortiGate is processing incoming RADIUS accounting messages successfully and
RSSO users are getting associated with the RSSO Group user group However all the users are able to access the internet, and the
administrator wants to restrict internet access to RSSO users only Which configuration change should the administrator make to fix
the problem?

A. Create a second firewall policy from port3 lo port] and select the target destination subnets

B. Enable Security Fabric Connection on port3

C. Add RSSO Group to the firewall policy

D. Change the RADIUS Attribute Value selling to match the name of the RADIUS attribute containing the group membership
information of the RSSO users

Answer: C

Explanation:

Explanation

According to the exhibit, the firewall policy from port3 to portl has no user group specified, which means that it allows all users to
access the internet. Therefore, option B is true because adding RSSO Group to the firewall policy will restrict internet access to



RSSO users only. Option A is false because changing the RADIUS Attribute Value setting will not affect the firewall policy, but
rather the RSSO user group membership. Option C is false because enabling Security Fabric Connection on port3 will not affect the
firewall policy, but rather the commumication between FortiGate and other Security Fabric devices. Option D is false because
creating a second firewall policy from port3 to port] will not affect the existing firewall policy, but rather create a redundant or
conflicting policy.

NEW QUESTION # 23
Refer to the exhibit.
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Examine the network diagram and packet capture shown in the exhibit

The packet capture was taken between FortiGate and FortiAuthenticator and shows a RADIUS Access-Request packet sent by
FortiSwitch to FortiAuthenticator through FortiGate Why does the User-Name attribute in the RADIUS Access-Request packet
contain the client MAC address?

A. The client is performing user authentication

B. FortiSwitch is sending a RADIUS accounting message to FortiAuthenticator
C. The client is performing AD machine authentication

D. FortiSwitch is authenticating the client using MAC authentication bypass

Answer: D

Explanation:

Explanation

According to the exhibit, the User-Name attribute in the RADIUS Access-Request packet contains the client MAC address of
00:0¢:29:6a:2b:3d. This indicates that FortiSwitch is authenticating the client using MAC authentication bypass (MAB), which is a
method of authenticating devices that do not support 802.1X by using their MAC address as the username and password.
Therefore, option B is true because it explains why the User-Name attribute contains the client MAC address. Option A is false
because AD machine authentication uses a computer account name and password, not a MAC address. Option C is false because
user authentication uses a user name and password, not a MAC address. Option D is false because FortiSwitch is sending a
RADIUS Access-Request message to FortiAuthenticator, not a RADIUS accounting message.

NEW QUESTION # 24
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