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E R #61

A cloud provider that processes third-party credit card payments is unable to encrypt its customers' cardholder data because of
constraints on a legacy payment processing system. What should it implement to maintain Payment Card Industry Data Security
Standard (PCI DSS) conpliance?

A. Compensating control
B. Risk acceptance

C. Protection levels

D. Privacy control

IEf#: A

A -

When a required PCI DSS control cannot be implemented due to technical limitations, the organization must apply acompensating
control. A compensating control is an alternative safeguard that meets the intent and rigor of the original requirement.

Risk acceptance is insufficient under PCI DSS, as compliance demands enforceable safeguards. Privacy controls and protection
levels may enhance data security but do not formally replace mandatory encryption requirements.

For example, a provider may use strict access controls, network segmentation, or monitoring to mitigate risks from unencrypted
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cardholder data. Documenting these compensating controls is essential during audits, ensuring compliance despite system limitations.

I #62
Which activity is within the scope of the cloud provider's role in the chain of custody?

¢ A Setting data backup and recovery policies
¢ B. Initiating and executing incident response
¢ C. Collecting and preserving digital evidence
¢ D. Classifying and analyzing data

Ef#: C

TR

In cloud environments, the provider's role in thechain of custodyprimarily involvescollecting and preserving digital evidencewhen
incidents or investigations occur. Because providers manage the infrastructure, they have direct access to logs, storage systens, and
virtual machines necessary for evidence collection.

Backup policies and incident response may involve collaboration, but they remain customer responsibilities in many service models.
Data classification and analysis are business-driven tasks, which customers must handle.

Providers must ensure that evidence collection is forensically sound and documented properly to maintain legal admissibility. This
responsibility is critical in maintaining trust and ensuring compliance with laws and contractual obligations. It reinforces the shared
responsibility model by clearly defining which aspects of digital forensics belong to the provider.

P #63

An organization is considering using vendor-specific application programming interfaces (APIs) and nternal tools to set up a new
service. However, the engineers are against this plan and are advocating for a new policy to prevent issues that could arise. Which
common concern in cloud applications are the engineers concerned about?

e A Availability
¢ B. Scalability
e C. Reliability
¢ D. Portability

IEf#: D

fi .-

The engineers are concerned aboutportability. Vendor-specific APIs and tools create a dependency on a single provider, leading to
vendor lock-in. This limits the ability to migrate services or workloads to another provider without significant rework.

Reliability and availability refer to service uptime and continuity, while scalability addresses performance under demand. Although
important, none of these directly relate to cross-platform flexibility. Portability ensures that services, data, and applications can be
easily moved or integrated across environments.

By adopting portable solutions-such as open standards, containerization, and multi-cloud strategies- organizations reduce long-term
risks, increase negotiation power with providers, and enhance resilience.

HH #64
Which setting ensures that an attacker cannot read the information stored temporarily for use by another virtual machine (VM)?

A. Dedicated memory

B. Encrypted network protocols
C. Encrypted file system

D. Dedicated processor

EfE: A

A -

Dedicated memoryallocation ensures isolation between virtual machines in a shared environment. Without memory isolation,
remnants of one VM's operations might remain in physical memory and be accessible to another VM, leading to cross-tenant data
leakage. Assigning dedicated memory prevents attackers from exploiting memory-sharing vulnerabilities.

Encrypted network protocols protect data in transit, not memory. Encrypted file systems safeguard storage, not volatile memory. A



dedicated processor helps with performance and isolation of compute tasks but does not secure temporary memory contents.
Cloud environments are multi-tenant, which makes memory isolation a critical safeguard. By dedicating memory or enforcing strict
hypervisor-level isolation, providers prevent data exposure between custorrers.

This aligns with best practices for virtualization security and the "resource pooling" characteristic of cloud computing, ensuring that
shared infrastructure does not compromise confidentiality.

M #65

An organization's help desk receives a call froma person claiming to be an employee wanting to verify their home address on file.
The caller answers the basic authentication questions, so the help desk employee provides them the sensitive information. The
organization later discovers that this call was fraudulent. Which type of threat does this represent?

¢ A Social engineering

¢ B. Man-in-the-middle attacks
¢ C. Internal threats

¢ D. Escalation of privilege

EfE: A

A -

This is an example ofSocial engineering, where attackers manipulate individuals into divulging confidential nformation or performing
actions that compromise security. In this case, the fraudulent caller convinced the help desk to disclose sensitive employee data.
Man-in-the-middle attacks involve intercepting communication between parties, escalation of privilege involves gaining higher access
rights, and internal threats come from legitimate isiders. None of these fit the situation as accurately as social engineering.

Social engineering exploits human trust rather than technical vulnerabilities. Common tactics include phishing, pretexting, and phone-
based fraud (vishing). Preventing such threats requires strong identity verification processes, employee awareness training, and
layered authentication mechanisis. By recognizing the human element as a weak point, organizations can better prepare staff to
resist manipulative tactics.
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