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GIAC Red Team Professional Sample Questions (Q144-Q149):

NEW QUESTION # 144
Which protocol is commonly used by attackers for C2 communications due to its ubiquitous nature and difficulty to detect?
Response:
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A FTP
B. SNMP
C. HTTP
D. ICMP

Answer: C

NEW QUESTION # 145

What are effective methods for achieving lateral movement within a network?
Multiple Correct Answers

Response:

A. Exploiting vulnerabilities in network services

B. Man-in-the-middle attacks to intercept data

C. Using social engineering to obtain additional credentials
D. Pass-the-hash technique to authenticate to other systems

Answer: A,D

NEW QUESTION # 146
What is the primary purpose of using the LDAP protocol during the enumeration phase?
Response:

A. To map network topologies

B. To query Active Directory objects and attributes
C. To detect open ports on the network

D. To encrypt communication channels

Answer: B

NEW QUESTION # 147
In Active Directory, what is the significance of the AdmnSDHolder object?
Response:

A. Tt is used to store the global catalog for the forest.

B. It defines the default security descriptor for domain administrators.
C. It replicates directory information to all domain controllers.

D. It controls the auditing policies for the entire directory.

Answer: B

NEW QUESTION # 148
What is the purpose of obfuscating a malicious payload?
Response:

A. To make the payload easier to understand for the attacker
B. To bypass security mechanisns and avoid detection

C. To comply with industry best practices

D. To increase the size of the payload

Answer: B

NEW QUESTION # 149
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