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Which of the following would BEST help to ensure the availability of data stored with a cloud provider?

e A, Defining service level agreements (SLASs) in the contract
e B. Requiring the provider to conduct daily backups

e C. Defining the reporting process and format

e D. Confirming the cloud provider has a disaster recovery site

HE: A
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During an audit of a data classification policy, an IS auditor finds that many documents are inappropriately classified as confidential.
Which of the following is the GREATEST concern?

A. Information may generally be overprotected.
B. Information may be underprotected.

C. Data integrity issues may occur.

D. Industry security best practices are violated.

HE: A

HEE #91
Which of the following would be MOST effective to protect information assets in a data center from theft by a vendor?

A. Restrict use of portable and wireless devices.
B. Conceal data devices and information labels
C. Issues an access card to the vendor.

D. Monitor and restrict vendor activities

HE: D

HE:

The most effective control to protect information assets in a data center from theft by a vendor is to monitor and restrict vendor
activities. A vendor may have legitimate access to the data center for maintenance or support purposes, but they may also have
malicious mtentions or be compromised by an attacker. By monitoring and restricting vendor activities, the organization can ensure
that the vendor only performs authorized tasks and does not access or tamper with sensitive data or equipment. Issuing an access
card to the vendor, concealing data devices and information labels, and restricting use of portable and wireless devices are also
useful controls, but they are not as effective as monitoring and restricting vendor activities in preventing theft by a vendor.
References:
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A2 #92

Total billing amounts on invoices are automatically transferred to an organization's account ledger weekly.

During an IS audit, the auditor discovers that one week's billing is missing from the ledger. Which of'the following areas should the
auditor examine FIRST?

A. Change management

B. Batch processing controls
C. Annual reconciliations

D. Module access rights

HE:. B

dE:
Section: The process of Auditing Information System

EE #93
‘When auditing an organization's software acquisition process the BEST way for an IS auditor to understand the software benefits to
the organization would be to review the

A. request for proposal (RFP)
B. feasiility study

C. alignment with IT strategy
D. business case

9. D
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