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M #68

Security and Compliance has identified that data is being leaked through a third-party application connected to Google Workspace.
You want to investigate using an audit log.

What log should you use?

A. Admin audit log

B. Drive usage audit log
C. SAML audit log

D. OAuth Token audit log

Ef#: D

R -

Admin Console: Log into the Google Admin console at admin.google.com

Security Settings: Navigate to Security > Access and Data Control > API controls.
Audit Log:

Click on "OAuth Token Audit Log".

Review the log entries for any suspicious third-party applications that have access to your Google Workspace data.
Investigate:

Identify and mvestigate any suspicious activities or applications listed in the audit log.
Revoke access to any untrusted third-party applications.

Reference

Google Workspace Admin: View OAuth Token audit log

B #69

Your company is using Google Workspace Enterprise Plus, and the Human Resources (HR) department is asking for access to
Work Insights to analyze adoption of Google Workspace for all company employees. You assigned a custom role with the work
Insights permission set as "view data for all teams" to the HR group, but it is reporting an error when accessing the application. What
should you do?

¢ A. Confirmin Reports > BigQuery Export that the job is enabled.

¢ B. Confirm in Security > API controls > App Access Controls that Work Insights API is set to
"unrestricted."

e (. Confirm that the Work Insights app is turned ON for all employees.

e D. Allocate the "view data for all teams" permission to all employees of the company.

IEfE: C
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* Access Admin Console: Log in to the Google Admin console.

* Navigate to Work Insights Settings: Go to Apps > Additional Google services > Work Insights.

* Turn On Work Insights: Ensure that the Work Insights app is enabled for all employees in the organization.

* Verify Permissions: Confirm that the custom role with "view data for all teams" permission is correctly assigned to the HR group.
* Test Access: Ask HR users to try accessing Work Insights again to ensure that the error is resolved.

* Monitor and Review: Monitor the access and usage to ensure that HR can analyze the adoption of Google Workspace without
further issues.

References:

* Google Workspace Admin Help - Turn Work Insights On or Off

* Google Workspace Admin Help - Work Insights Permissions

R #70
Your organization is using Password Sync to sync passwords from Active Directory to Google Workspace. A user changed their
network password and cannot log in to Google Workspace with the new password. What steps should you take to troubleshoot this



issue?

¢ A Reauthorize the Password Sync tool in the Google Workspace Admin Console.
¢ B. Reinstall Password Sync on all domain controllers.

¢ (. Reset the user's password in Active Directory.

¢ D. Confirm that the Password Sync service is running on all domain controllers.

Ef#: D
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Check Service Status: Verify that the Password Sync service is running on all domain controllers by accessing the Services panel on
each domamn controller.

Restart Service if Necessary: If the service is not running, restart it and ensure it is set to start automatically.

Review Logs: Check the event logs on the domain controllers for any errors related to Password Sync.

Sync Test: Perform a password change on a test user account and verify that the change is synchronized with Google Workspace.
Reference:

Google Workspace Admin Help - Set Up Password Sync

Google Workspace Admin Help - Troubleshoot Password Sync

HE#T1

The Google Analytics service is set to OFF for your entire organization All users in the marketing team OU and a subset of users in
the sales OU need access to Analytics The rest of the organization should not have access You must configure access in Additional
Google services What should you do?

¢ A. Enable Google Analytics for the marketing OU Create a group from the Admin console that includes the sales users, and
set GoogleAnalytics to On for that group

¢ B. Enable Google Analytics at the top ofthe OU structure

¢ C. Enable Google Analytics for the marketing and sales OUs Create a group to deny access to Google Analytics and assign it
to the sales users who should not have access

¢ D. Enable Google Analytics for the marketing OU. Create a sub-OU for the sales users under the marketing OU

Ef#: A
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Access Admin Console: Log in to the Google Admin console using your administrator account.

Navigate to Additional Google Services: Go to Apps > Additional Google services > Google Analytics.

Enable for Marketing OU: Select the marketing OU and turn on Google Analytics.

Create Group for Sales Users: Go to Directory > Groups and create a new group for the sales users who need access to Google
Analytics.

Assign Google Analytics Access: In the Google Analytics settings, turn on access for the newly created sales group.

Verify Settings: Ensure that only users in the marketing OU and the specific sales group have access to Google Analytics while the
rest of the organization does not.

Reference:

Google Workspace Admin Help: Turn Additional Google services On or Off

Google Workspace Service Access Management

R #72

You are the administrator for a 30,000-user organization. You have multiple Workspace licensing options available to end users in
your domain, according to their work responsibilities. A user may be transitioned to a different license type muiltiple times in a given
year. Your organization has a high turnover rate for employees. What is the most efficient way to manage your organization's
licensing?

A. Use the Directory API to create a custom batch script that modifies the users license on a daily basis.

B. Create a license assignment rule in the Google Admmn console to set user licensing based on directory attributes.

C. Update user licensing in the user portion of the Admin console on an as-needed basis.

D. Use Google Cloud Directory Sync to modify user licensing with each sync, according to information available in the
organization's LDAP.

IEf#: D
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httpsz/support.google.comva/answer/101487467hi=en

You can use Google Cloud Directory Sync (GCDS) to manage and synchronize licenses for users in your Google Account.

On the Licenses page of Configuration Manager, click LDAP License Rules and then Add Rule. In the LDAP Query field, using
LDAP query notation, specify the users on your LDAP directory that should be assigned the license. For details, go to Use LDAP
search rules to synchronize data

B #73
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