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HA #105

A Cortex XSIAM analyst is investigating a security incident involving a workstation after having deployed a Cortex XDR agent for
45 days. The incident details include the Cortex XDR Analytics Alert "Uncommon remote scheduled task creation." Which response
will mitigate the threat?

A. Allow list the processes to reduce alert noise.

B. Revoke user access and conduct a user audit

C. Prioritize blocking the source IP address to prevent further login attempts.
D. Initiate the endpoint isolate action to contain the threat.

IEf#: D

A -

The correct answer isA - Initiate the endpoint isolate action to contain the threat.

For incidents indicating possible remote compromise or unauthorized task creation, the most effective initial response isendpoint
isolation. This cuts off the endpoint's network access, preventing lateral movement and limiting attacker activity until further
investigation and remediation.

"The endpoint isolate action is the primary containment step in incidents involving suspected remote compromise, halting network
commumnication to reduce further risk." Document Reference XSIAM Analyst ILT Lab Guide.pdf Page:Page 40 (Incident
Handling/SOC section)

HE #106
Which of'the following actions are possible after an endpoint alert is raised?
Response:

A. Perform a malware scan on the asset
B. Reassign it to a different SOC queue
C. Isolate the endpoint from the network
D. Block the asset's MAC address

IE%: A\ C

H #107
What are sub-playbooks used for in Cortex XSIAM?
Response:

A. To modularize common response actions

B. To assign playbooks to SOC analysts manually
C. To act as backup playbooks during failure

D. To store user behavior profiles



EfE: A

HH #108
What can incident context data reveal to the analyst?
Response:

A. Investigation policies

B. Related users, endpoints, and alerts
C. Compliance score

D. The software license status

IEf#: B

H #109

During an investigation, an analyst runs the reputation script for an indicator that is listed as Suspicious. The new reputation results
display in the War Room as Malicious; however, the indicator verdict does not change.

What is the cause of this behavior?

¢ A The indicator verdict was manually set to Suspicious.
¢ B. The indicator is expired.

e C. The indicator exists as an IOC rule.

¢ D. The indicator has been excluded.

EfE: A
fEEL:

The correct answer isD - The indicator verdict was manually set to Suspicious.

When an indicator's verdict is manually set in Cortex XSIAM, autorated reputation scripts and updates do not override this manual
setting. Thus, even if the reputation result in the War Room reflects a higher risk (Malicious), the indicator's main verdict will not
change until manually updated by an analyst.

"If an indicator's verdict is set manually, it will not be automatically updated by enrichment or reputation scripts. Manual verdicts
must be changed by an analyst." Document Reference: XSIAM Analyst ILT Lab Guide.pdf Page:Page 37 (Threat Intel Management
section)
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