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Cisco Securing Networks with Cisco Firepower Sample Questions (Q403-
Q408):
NEW QUESTION # 403 
Refer to the exhibit. A Cisco Secure Firewall Threat Defense (FTD) device is deployed in inline mode with an inline set. The
network engineer wants router R2 to remove the directly connected route 192.168.1.0/24 from its routing table when the cable
between routed R1 and the Secure FTD device Is disconnected. Which action must the engineer take?

A. Establish a routing protocol between R1 and R2.
B. Disable hardware bypass on the Secure FTD device.
C. Implement autostate functionality on the Gi0/2 interface of R2
D. Implement the Propagate Link Stale option on the Secure FTD device

Answer: D

Explanation:
To ensure that router R2 removes the directly connected route for 192.168.1.0/24 from its routing table when the cable between
router R1 and the Secure FTD device is disconnected, the network engineer must implement the "Propagate Link State" option on
the Secure FTD device. This option allows the FTD to propagate the link state changes to adjacent devices, ensuring that the
disconnection is recognized and the routing table is updated accordingly.
Steps:
Access the FTD device configuration via FMC.
Navigate to the interface settings for the relevant interfaces.
Enable the "Propagate Link State" option for the interfaces connected to R1 and R2.
Deploy the changes to the FTD device.
This configuration ensures that the link state changes are communicated to router R2, prompting it to remove the disconnected route
from its routing table.

NEW QUESTION # 404 
A network security engineer must export packet captures from the Cisco FMC web browser while troubleshooting an issue. When
navigating to the address https://<FMC IP>/capture/CAPI/pcap/test.pcap. an error 403: Forbidden is given instead of the PCAP
file. Which action must the engineer take to resolve this issue?

A. Disable the HTTPS server and use HTTP instead.
B. Enable the HTTPS server for the device platform policy.
C. Disable the proxy setting on the browser.
D. Use the Cisco FTD IP address as the proxy server setting on the browser.

Answer: B

NEW QUESTION # 405 
An engineer is configuring a cisco FTD appliance in IPS-only mode and needs to utilize fail-to-wire interfaces.
Which interface mode should be used to meet these requirements?

A. transparent
B. passive
C. routed
D. inline set

Answer: D

Explanation:
Reference:
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/inline



NEW QUESTION # 406 
An engineer must configure high availability for the Cisco Firepower devices. The current network topology does not allow for two
devices to pass traffic concurrently.
How must the devices be implemented in this environment?

A. in cluster interface mode
B. in a cluster span EtherChannel
C. in active/passive mode
D. in active/active mode

Answer: C

NEW QUESTION # 407 
How should a high-availability pair of Cisco Secure Firewall Threat Defense Virtual appliances be deployed to Cisco Secure
Firewall Management Center?

A. Add the primary and secondary Cisco Secure Firewall Threat Defense Virtual appliances to Cisco Secure Firewall
Management Center first, then configure high availability.
B. Configure high availability first, then add the primary and secondary appliances to Cisco Secure Firewall Management
Center.
C. Configure high availability first, then add only the primary Cisco Secure Firewall Threat Defense Virtual appliance to Cisco
Secure Firewall Management Center.
D. Add the primary appliance to Cisco Secure Firewall Management Center first, then configure high availability.

Answer: B

NEW QUESTION # 408
......
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