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Fortinet FCP - Google Cloud Security 7.6 Administrator FCP_GCS_AD-7.6
Prüfungsfragen mit Lösungen (Q15-Q20):
15. Frage 
You are tasked with deploying a load balancer in Google Cloud that does not terminate sessions arriving from outside the VPC and
that forwards traffic to the organization's internal web servers.
Which load balancer type should you deploy?

A. External passthrough load balancer
B. Internal passthrough load balancer
C. Proxy network load balancer
D. External application load balancer

Antwort: A

Begründung:
An external passthrough load balancer forwards traffic without terminating sessions, preserving the original client connection, which is
ideal for forwarding traffic directly to internal web servers.

16. Frage 
An administrator wants to use the FortiGate automation stitch feature to quarantine compromised hosts.
Which native Google Cloud service should the administrator integrate with FortiGate to achieve this?

A. Google Cloud Run functions
B. Google Cloud IAM
C. Google Cloud App_ Engine
D. Google Cloud Interconnect

Antwort: A

Begründung:
Google Cloud Run allows you to run serverless containerized functions that can be triggered by FortiGate automation stitches to
perform actions such as quarantining compromised hosts. It is the native service best suited for automating responses in cloud
environments.

17. Frage 
A cloud administrator has been receiving reports of slow response times from users accessing their organization's web application,
which is protected by FortiWeb Cloud.
Which two steps can be taken to potentially alleviate the problem? (Choose two.)

A. Enabling the content delivery network (CDN).
B. Deploying FortiWeb Cloud in the same region where the web application is hosted.
C. Adding additional passthrough load balancers.
D. Changing the DNS records to point to the web application.

Antwort: A,B

Begründung:
Deploying FortiWeb Cloud closer to the web application reduces latency and improves response times.
Enabling CDN caches content closer to users, reducing load times and speeding up content delivery.

18. Frage 
Refer to the exhibit.



An administrator is troubleshooting network connectivity issues between two VMs deployed in Google Cloud.
One VM is a FortiGate located in the subnet "wan" that is part of the VPC "e-commerce". The other VM is a Windows server
located in subnet "servers", which is also in the "e-commerce" VPC.
What are two reasons you cannot pint the Windows server from FortiGate? (Choose two.)

A. Add a Google Cloud firewall rule to allow ICMP traffic inbound to the Windows firewall VM.
B. The Windows firewall is blocking the traffic.
C. ICMP traffic is blocked between Google Cloud subnets by default.
D. The default Google Cloud firewall policy does not allow this traffic.

Antwort: A,B

Begründung:
Google Cloud firewall rules are stateful and, by default, do not allow ICMP traffic; you must explicitly allow ICMP inbound traffic to
the Windows VM.
The Windows VM's own firewall might block ICMP traffic, preventing ping responses.

19. Frage 
Which Fortinet proprietary protocol do you use when deploying an active-passive high-availability (HA) cluster in Google Cloud?

A. Broadcast FGCP
B. Unicast FGCP
C. Multicast FGSP
D. Anycast FGSP

Antwort: B

Begründung:
Unicast FGCP (FortiGate Clustering Protocol) is the proprietary protocol used for active-passive HA clusters in Google Cloud,
enabling state synchronization and failover communication between cluster members.

20. Frage



......
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