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CompTIA SecAl+ Certification Exam Sample Questions (Q75-Q80):

NEW QUESTION # 75
A security analyst is aware of an active penetration test in the environment. The analyst examines security information and event
management (SIEM) log data and notices the following output from the Al systen:

Which of the following is the vulnerability that has occurred and the control the analyst should implement?

A. The vulnerability is jailbreaking, and the analyst should utilize role-based access control.

B. The vulnerability is model hallucinations, and the analyst should develop output validations.

C. The vulnerability is prompt injection, and the analyst should use endpoint detection response (EDR).
D. The vulnerability is role impersonation, and the analyst should use validation.
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¢ E. The vulnerability is sensitive information disclosure, and the analyst should employ masking.
Answer: E

Explanation:

The log data reveals personally identifiable information (PII) such as name, address, and a full credit card number. This represents a
sensitive information disclosure vulnerability. The appropriate control is data masking, which protects sensitive data in logs and
outputs while still allowing necessary system monitoring.

NEW QUESTION # 76
Which of the following is an example of how a security analyst uses generative Al in the triage process?

A. To use statistical analysis for malicious code assessment
B. To summarize security findings by category

C. To tag malware using machine learning (ML) algorithms
D. To predict the next attack target with higher accuracy

Answer: B

Explanation:
In triage, generative Al is most effective for quickly summarizing and categorizing large volumes of alerts or findings. This helps
analysts prioritize incidents and streamline the investigation process.

NEW QUESTION # 77
A web server shows signs of SQL injection. Which control BEST prevents this?

A. SSL encryption

B. Runtime application self-protection (RASP)
C. Account lockout

D. Input validation

Answer: D

Explanation:
Validating and sanitizing user input is the core SQLi defense.

NEW QUESTION # 78
A penetration tester is assessing the controls of a deployed Al system that is designed to search and return the contents of files. The
tester runs the following:

Which of'the following is the best control to prevent abuse of the system?

A. Adding a large language model (LLM) guardrails library to the application code
B. Reducing the privilege scope of the service account

C. Inplementing custom detection rules for anomalous model behavior

D. Segmenting the workload into a separate virtual private cloud (VPC)

Answer: B

Explanation:

The penetration test shows that the system accepts arbitrary commands like deleteBuckets or listPermissions, which could lead to
privilege abuse. The most effective control is least privilege, ensuring the service account only has access to what is strictly necessary
(e.g., reading files) and not sensitive operations like deleting buckets or altering permissions.

NEW QUESTION # 79
A security operations center (SOC) analyst needs to autormate muiltiple security tasks by breaking them down into smaller parts.
Which of'the following Al tools is the best for this task?



A. Chatbot

B. Generative Al

C. Agentic Al

D. Retrieval-augmented generation (RAG) Al

Answer: C

Explanation:
Agentic Al is designed to autonomously break down complex tasks into smaller steps and execute them in sequence. This makes it
the best tool for automating multiple security tasks ina SOC environment.

NEW QUESTION # 80
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