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Microsoft AZ-801 Exam Syllabus Topics:

Section

Weight

Objectives

Topic 1: Implement and manage Windows Server high availability

10—
15%

- Manage cluster workloads

¢ 1. Implement cluster sets
o 2. Configure cluster roles and services

- Implement high availability for file services
¢ 1. Configure Scale-Out File Server

- Implement failover clustering

¢ 1. Create and configure failover clusters
¢ 2. Configure quorum and storage

Topic 2: Monitor and troubleshoot Windows Server environments 259
()

20—

- Troubleshoot common issues

¢ 1. Resolve startup and service problems
e 2. Diagnose network and storage failures

- Manage updates and compliance

e 1. Assess compliance using Azure Policy
e 2. Use Azure Update Manager

- Monitor performance and health

e 1. Implement Azure Monitor
e 2. Use Windows Admin Center
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Topic 3: Implement disaster recovery

10—
15%

- Implement Hyper-V Replica

¢ 1. Configure replication settings
o 2. Perform failover and failback

- Implement Azure Site Recovery

¢ 1. Design recovery plans
¢ 2. Protect on-premises and Azure VMs

- Back up and restore Windows Server

¢ 1. Manage Azure Backup
e 2. Use Windows Server Backup

Topic 4: Migrate servers and workloads

20—
25%

- Upgrade and migrate Windows Server
¢ 1. In-place upgrade and migration paths
- Migrate server roles and workloads

¢ 1. Migrate to Azure [aaS VMs
e 2. Migrate AD DS, DNS, DHCP

- Migrate file servers and data

e 1. Migrate DFS and file shares
e 2. Use Storage Migration Service

infrastructures

Topic 5: Secure Windows Server on-premises and hybrid 25—

30%

- Secure Windows Server storage

¢ 1. Configure BitLocker encryption
e 2. Implement Azure Disk Encryption

- Secure Windows Server operating system

¢ 1. Configure Windows Defender Application
Control

¢ 2. Manage credential protection

¢ 3. Configure and manage Exploit Protection

- Secure Windows Server networking

¢ 1. Implement domain isolation
e 2. Manage Windows Defender Firewall

- Remediate security issues using Azure services

¢ 1. Use Microsoft Defender for Cloud
e 2. Assess security compliance

- Secure hybrid Active Directory infrastructure

e 1. Implement AD security features
e 2. Secure AD DS and Azure AD integration
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R 8 #194

You have a server named Served that runs Windows Server 2022 and is part of a three-node failover cluster.
You need to upgrade Serverl to Windows Server 2025. The solution must minimize downtime for the cluster.
What should you do first?

A. Pause Serverl and drain the workloads.
B. Take the cluster offline.

C. Update the functional level of the cluster.
D. Evict Serverl fromthe cluster.
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P RE #195

You have a server that runs Windows Server 2025 Standard and has the Hyper-V role installed.

You need to upgrade the server to Windows Server 2025 Datacenter. The solution must minimize downtime.
‘What should you run?

A. setup.exe
B. convert.exe
C. dismexe

D. slmgc.vbs
ER: C

i RE R «

DISM, which stands for Deployment Image Servicing and Management, is a command-line tool for managing and servicing
Windows images. It can be used to install, uninstall, and update Windows features, drivers, and packages, and to repair corrupted
system files on both offline and running Windows operating systers.

You can use the dism.exe command to upgrade Windows Server 2025 Standard to Datacenter edition with minimal downtime by
running the command to set the new edition. However, this is for the operating system edition, not for the Hyper-V role itself, which
is installed as a feature.

To upgrade from Windows Server 2025 Standard to Datacenter:

Open PowerShell as an administrator: on your server.

Verify your current edition: by running;

DISM /online /Get-CurrentEdition

Check that Datacenter is a valid target edition: by running;

DISM /online /Get-TargetEditions

Perform the upgrade: by running the following command with your product key:

DISM /online /Set-Edition:ServerDatacenter /ProductK ey:<YourProductKey> /AcceptEula Restart the server: when prompted to
conplete the upgrade.

Important considerations:

Backup: Before you begin, back up your server's data, applications, and system state.

Downtime: While this is an in-place upgrade and involves less downtime than a clean install, the server will still need to be restarted
and will be unavailable for a period.

Hyper-V Role: The dismexe command upgrades the edition of the Windows Server operating system, not the Hyper-V role. You
can install or enable the Hyper-V role using either DISM or PowerShell. The Datacenter edition includes the Hyper-V role with
advanced features like Storage Spaces Direct and Shielded VMs.

Reference:

https7/learn.microsoft.conven-us/windows- hardware/manufacture/desktop/what-is-dism
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Your network contains an Active Directory Domain Services (AD DS) forest. The forest contains the domains shown in the
following table.

Name Domain controller
fabrikam.com DC1 PDC emulator
DC2 Infrastructure master
DC3 Read-only domain controller

(RODCQ)

eu.fabrikam.com | DC4 PDC emulator

DC5 Infrastructure master

DC6 Read-only domain controller
RODC

You are implementing Microsoft Defender for Identity sensors.
Youneed to install the sensors on the mmnimum number of domain controllers. The solution must ensure that Defender for Identity
will detect all the security risks in both the domains.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point. -
Domain controllers that require the sensors: v
DC1 and DC4 only

DC2 and DC5 onjy, W7
DC1, DC2, DC4, 3pd DCS only

All the domairicontrollers in the forest

Authentication information that must be v

provided during the sensor installation: AN KD“DSEEup Rk d service account (@MSA)
[Ajcloud-onlyuser dre Adlive Bifedtary. (Azure AD)
lTﬁe access key generated by the Microsoft Defender for Identity portal

ER:

fRRERR .
Domain controllers that réguire thTQ jﬂsors
ICros@bt oy
DC2 and DCS5 only

DC1, DC2, DC4, and DCS only
[ATthe domain controllers in the Torest |

Authentication information that must be ™
provided during the sensor installation: An AD DS group managed service account (gMSA)
A cloud-only user from Azure Active Directory (Azure AD)
€ access key generate € MICroso 'ender for ldentity po.
Reference:

https:/docs.microsoft.com/en-us/defender- for-identity/technical- fag#deployment
httpsr/docs.microsoft.com/en-us/defender-for-identity/install-step4

FRE #197

Your network contains an Active Directory Domain Services (AD DS) forest that has a Windows Server 2008 R2 forest fnctional
level. The forest contains the domains shown in the following table.

Youneed to perform an in-place upgrade of the domain controllers in east.contoso.comto Windows Server

2025. The solution must mnimize administrative effort.

‘What should you do first?
e —— _a;:na_ oﬁf;" e L v =
Name :II! in e " Domain functional level
contosg,com Windows Sefwér 2016 | Windows Server 2012 R2
east ttiﬁt""iM*ﬁ ro’ﬁﬁ]ftﬁa Server 2019 } Windows Server 2016




Exhibit

A. Extend the schema.

B. Raise the domain functional level of east.contoso.com to Windows Server 2025.
C. Raise the domain functional level of contoso.comto Windows Server 2016.

D. Raise the forest functional level to Windows Server 2025.

ER:. C

R A«

Detailed Explanation

Adding or in-place upgrading a domain controller to Windows Server 2025 requires the forest fnctional level to be at least
Windows Server 2016, and a forest functional level can never exceed the domain functional level of any domain in the forest,
including the forest root. Because contoso.com, the forest root, is currently at the Windows Server 2012 R2 domain functional level,
the forest functional level is capped below Windows Server 2016 even though east.contoso.com already sits at the Windows Server
2016 domain finctional level.

Raising contoso.com' s domain finctional level to Windows Server 2016 removes that ceiling and is therefore the necessary first
step before the forest functional level can be raised and the east.contoso.com domain controllers upgraded in place to Windows
Server 2025 with minimal additional effort.

Official Reference

Active Directory Domain Services functional levels - https://learn.microsoft.conven-us/windows-server
/identity/ad-ds/active-directory-functional-levels
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Drag and Drop Question

You have an on-premises server named Server] that runs Windows Server.

You have an Azure subscription that uses Microsoft Defender for Cloud.

You need to onboard Serverl to Defender for Cloud.

Which actions should you perform in sequence? To answer, drag the appropriate actions to the correct order. Each action may be
used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Actions Answer Area

Create a private endpoint.

Create an Azure Storage Step 1:
account.

Create and configure Step 2: Install the Azure Connected Machine
a data collection rule (DCR), ‘| agent on Serverf.

Create and configure Step 3:
an Azure runbook.

Create and upgrade
a Log Analytics workspace.

ER:
R



Actions Answer Area

Create an Azure Storage Step 1: | Create 4 private endpoint.
account.
T Create and configure Step 27 Install the Azure Connected Machine

a data collection rule (DER), | * agent on Server1.

Create and upgrade

Create and corfigure Step 3: |4 Log Analytics workspace.

an Azure runbook.

Explanation:
Reference:
https7//learn.microsoft.conven-us/azure/defender-for-cloud/onboard-machines-with-defender- for-endpoint
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