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‘Which provisioning strategy ensures efficient resource scaling for an application on Kubernetes?

A. Tmplementing a fixed resource allocation that does not change regardless of demand.

B. Using a declarative approach with Infrastructure as Code (IaC) tools to define resource requirements.
C. Using an imperative approach to script resource changes in response to traffic spikes.

D. Manual provisioning of resources based on predicted traffic.

IEf#: B

A -

The most efficient and scalable strategy is to use a declarative approach with Infrastructure as Code (IaC)

. Option B is correct because declarative definitions specify the desired state (e.g., resource requests, limits, autoscaling policies) in
code, allowing Kubernetes controllers and autoscalers to reconcile and enforce them dynamically. This ensures that applications can
scale efficiently based on actual demand.

Option A (fixed allocation) is inefficient, leading to wasted resources during low usage or insufficient capacity during high demand.
Option C (manual provisioning) introduces delays, risk of error, and operational overhead. Option D (imperative scripting) is not
sustainable for large-scale or dynamic workloads, as it requires constant manual intervention.

Declarative [aC aligns with GitOps workflows, enabling automated, version-controlled scaling decisions.

Combined with Kubernetes' Horizontal Pod Autoscaler (HPA) and Cluster Autoscaler, this approach allows platforis to balance
cost efficiency with application reliability.

References:- CNCF GitOps Principles- Kubernetes Autoscaling Documentation- Cloud Native Platform Engineering Study Guide

B #77
As a Cloud Native Platform Associate, you are tasked with improving software delivery efficiency using DORA metrics. Which of
the following metrics best indicates the effectiveness of your platform initiatives?

e A. Lead Time for Changes

¢ B. Mean Tine to Recover (MTTR)

¢ C. Change Failure Rate

¢ D. Service Level Agreements (SLAs)

EfE: A

A -

Lead Time for Changes is the DORA metric that best measures the efficiency and impact of platform initiatives. Option A is correct
because it tracks the time from code commit to successful production deployment, directly reflecting how effectively a platform
enables developers to deliver software.

Option B (MTTR) measures resilience and recovery speed, not efficiency. Option C (Change Failure Rate) measures deployment
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stability, while Option D (SLAs) are contractual agreements, not engineering performance metrics.

By reducing lead time, platform engineering demonstrates its ability to provide self-service, automation, and streamlined CI/CD
workflows. This makes Lead Time for Changes a critical measurement of platform efficiency and developer experience
improvements.

References:- CNCF Platforms Whitepaper- Accelerate (DORA Report)- Cloud Native Platform Engineering Study Guide

HE#78
In a cloud native environment, which approach is effective for managing resources to ensure a balance between defined states and
dynamic adjustments?

¢ A. Manual Resource Tracking

¢ B. Imperative Resource Management
e (. Static Resource Allocation

¢ D. Declarative Resource Management

Ef#: D
A -

Declarative resource management is a core principle in Kubernetes and cloud native platforns. Option C is correct because
declarative systens define the desired state of resources (e.g., YAML manifests for Deployments, Services, or ConfigMaps), and
controllers reconcile the actual state to match the desired state.

This provides consistency, automation, and resilience, while also allowing dynamic adjustments like scaling,

Option A (imperative management) requires step-by-step commands, which are error-prone and not scalable.

Option B (manual tracking) adds overhead and risk of drift. Option D (static allocation) wastes resources and does not adapt to
changing workloads.

Declarative management enables GitOps workflows, automated scaling, and consistent application of policies.

This approach aligns with platform engineering principles by combining automation with governance, enabling efficiency and reliability
at scale.

References:- CNCF GitOps Principles- Kubernetes Design Principles- Cloud Native Platform Engineering Study Guide

B #79
A cloud native application needs to establish secure commumication between its microservices. Which mechanism is essential for
implementing security in service-to-service communications?

A. Service Mesh

B. API Gateway

C. mTLS (Mutual TLS)
D. Load Balancer

EfE: C
R

Mutual TLS (mTLS) is the core mechanism for securing service-to-service communication in cloud native environments. Option B is
correct because mILS provides encryption in transit and mutual authentication, ensuring both the client and server verify each other's
identity. This prevents unauthorized access, man-in-the- middle attacks, and data leakage.

Option A (API Gateway) manages ingress traffic from external clients but does not secure internal service-to- service
communication. Option C (Service Mesh) is a broader infrastructure layer (e.g,, Istio, Linkerd) that implements mTLS, but mTLS
itself'is the mechanism that enforces secure communications. Option D (Load Balancer) distributes traffic but does not handle
encryption or authentication.

mILS is foundational to zero-trust networking inside Kubernetes clusters. Service meshes typically provide automated certificate
management and policy enforcement, ensuring seamless adoption of mILS without requiring developers to modify application code.
References:- CNCF Service Mesh Whitepaper- CNCF Platforms Whitepaper- Cloud Native Platform Engineering Study Guide

HR #80
In the context of Istio, what is the purpose of PeerAuthentication?

e A, Securing service-to-service comnumnication



¢ B. Monitoring and logging service communication
¢ C. Defining how traffic is routed between services
¢ D. Managing network policies for ingress traffic

EfE: A

fEERA -

In Istio, PeerAuthentication is used to configure how workloads authenticate traffic coming from other services in the mesh. Option
C is correct because PeerAuthentication primarily secures service-to-service communication using mutual TLS (mTILS), ensuring
encryption in transit and verifying the identity of both communicating parties.

Option A (network policies for ingress traffic) relates to Kubernetes NetworkPolicy, not Istio PeerAuthentication. Option B (traffic
routing) is handled by Istio's VirtualService and DestinationRule resources. Option D (monitoring/logging) is part of Istio's telemetry
features, not PeerAuthentication.

PeerAuthentication policies define whether mILS is disabled, permissive, or strict, giving platform teams fine-grained control over
how services commumicate securely. This aligns with zero-trust security models and ensures compliance with organizational policies
without requiring application code changes.

References:- CNCF Service Mesh Whitepaper- Istio Security Documentation- Cloud Native Platform Engneering Study Guide
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