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NEW QUESTION # 13
What is the vocabulary and set of rules for instructing a computer to perform certain tasks?

e A. Machine language
¢ B. Low-level language
e C. Translator language
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¢ D. Programming language
Answer: D

Explanation:

A programming language is a formal language comprising a set of instructions that produce various kinds of output. Programming
languages are used in computer programming to implement algorithms and manipulate data. They provide the vocabulary and
grammatical rules for instructing a computer to perform specific tasks, allowing developers to write software programs that can be
executed by a computer.

NEW QUESTION # 14

While undergoing a security audit, it is determined that an organization has several backup repositories hosted in the cloud without
any level of protection.

‘Which action should be taken to protect the backup repositories first?

A. Audit access logs

B. Run a vulnerability scan

C. Restrict access to the backups
D. Disable the backup repositories

Answer: C

Explanation:

The correct answer is C - Restrict access to the backups.

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), the first step in protecting sensitive data such as
cloud backups is enforcing access controls to limit who can access the data. Restricting access immediately mitigates the risk of
unauthorized exposure or tampering,

Auditing access logs (A) provides mnsight but does not actively protect. Running vulnerability scans (B) identifies issues but does not
protect immediately. Disabling repositories (D) is not practical for mantaining backup availability.

Reference Extract from Study Guide:

"Access control is the first line of defense for sensitive data repositories, ensuring that only authorized users can access backup data."”
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Data Security and Access Control

NEW QUESTION # 15

A software development company is concerned about the potential risks associated with exploits that target vulnerabilities in the
Linux operating system used by the company's servers. The company has decided to implement hardening techniques and endpoint
security controls to mitigate the risk.

‘Which hardening technique will meet the needs of this company?

A. Conducting regular security assessments and penetration testing

B. Enforcing strict access control policies for all users

C. Inplementing a host-based intrusion detection and prevention system
D. Implementing shell restrictions

Answer: D

Explanation:

The correct answer is C - Implementing shell restrictions.

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), shell restrictions on Linux systens can prevent
users (or attackers) from executing unauthorized commands, significantly reducing the exploitation risk on Linux servers.

Host-based IDPS (A) detects attacks but does not directly harden the OS. Access control (B) andassessiments

/penetration testing (D) are important but do not focus specifically on securing the Linux shell environment.

Reference Extract from Study Guide:

"Implementing shell restrictions on Limux systems mnimizes the attack surface by limiting the ability of users and processes to execute
unauthorized commands."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Linux System Hardening Techniques

NEW QUESTION # 16



When is it better to purchase software rather than build a software solution in-house?

A. When the company wants to develop the skill sets of its internal IT staff
B. When there is a short timeline

C. When the company wants internal growth

D. When the company has very specific needs

Answer: B

Explanation:

It is better to purchase software rather than build a software solution in-house when there is a short timeline.

Building software from scratch requires significant time for development, testing, and deployment. Purchasing off-the-shelf software
can significantly reduce the time needed to implement a solution. Other considerations include:

* Cost-effectiveness: Pre-built software can be more cost-effective than developing a custom solution, especially when factoring in
the costs of development, maintenance, and support.

* Immediate availability: Purchased software is usually ready to deploy immediately, whereas custom development can take months
or even years.

* Proven reliability: Commercial software often has a track record of reliability and user support, reducing the risk of bugs and issues
that may arise with custom development.

Therefore, when time is of the essence, purchasing software is the preferable option.

References

* Jan Sommerville, "Software Engineering," Pearson.

* Steve McConnell, "Rapid Development: Taming Wild Software Schedules," Microsoft Press.

NEW QUESTION # 17

A company wants to secure its computer systerms and prevent any unauthorized access to its network. The company wants to
implement a security solution that can restrict network traffic to only approved services and applications.

‘Which security technology will meet the needs of this company?

A. Two-factor authentication

B. Hardware security module (HSM)
C. Host-based firewall

D. Antivirus tools

Answer: C

Explanation:

The correct answer is C - Host-based firewall

According to the WGU Cybersecurity Architecture and Engineering (KFO1 / D488) materials, a host-based firewall enforces traffic
control policies at the endpoint level. It can allow or deny traffic based on application, port, IP address, and protocol rules,
restricting access to only approved services and applications on a system

Antivirus tools (A) detect malware but do not control network traffic. Two-factor authentication (B) secures user access but does
not manage network traffic. HSMs (D) handle encryption keys, not network access control.

Reference Extract from Study Guide:

"Host-based firewalls restrict traffic at the system level, permitting only authorized services and applications, enhancing endpoint
security."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Endpoint Protection and Firewalls

NEW QUESTION # 18
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