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FEY 7 Hh R
e Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
FEY 21 Technical Support Specialist and covers advanced user management techniques and methods for

diagnosing and resolving authentication issues.

¢ Portal Services: This section of the exam measures the skills of a Portal Administrator and covers the
ey 72 configuration and management of self-service portals for guest and local user access.
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¢ PKI and FortiAuthenticator as a CA: This section of the exam measures the skills of a PKI Specialist and
covers the use of FortiAuthenticator as a Certificate Authority (CA) within a Public Key Infrastructure

FEY 23
(PKI).
¢ This section of the exam measures the skills of a Network Security Engineer and covers the configuration
ey 74 of FortiAuthenticator for wired and wireless 802.1X authentication using supported EAP methods.
¢ Admnistering and Authenticating Users: This section of the exam measures the skills of a Security
FEw 5 Administrator and covers the processes for creating, managing, and authenticating user accounts within the
FortiAuthenticator system.
e FSSO Process and Methods: This section of the exam measures the skills of a Network Architect and
FEY 2 6 covers the Fortinet Single Sign-On (FSSO) framework, including its processes and various deployment
methods.
¢ FIDO2 Authentication: This section of the exam measures the skills of a Modern Authentication Specialist
hEY 277 and covers the setup and use of FIDO2 standards for passwordless authentication.

e Admmistrative Users and High Availability: This section of the exam measures the skills of a System
FEy 2 8 Engineer and covers the management of administrative user accounts and the implementation of high
availability configurations to ensure system reliability and redundancy.

¢ Two-Factor Authentication: This section of the exam measures the skills of a Security Engineer and covers
FEYZ9 the implementation and configuration of two-factor authentication using FortiTokens and other verification
methods.

¢ Introduction and Initial Configuration: This section of the exam measures the skills of a Network Security
FEw 2 10 Administrator and covers the foundational setup and basic configuration of FortiAuthenticator, including
mitial deployment steps and system preparation for identity management services.

o Certificate Management: This section of the exam measures the skills of a Certificate Manager and covers
ey 711 the administration of digital certificates, including issuance, renewal, and revocation processes.

FEw 2 12 e 802.1X Authentication
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HM#78
You have implemented two-factor authentication to enhance security to sensitive enterprise systemns.
How could you bypass the need for two-factor authentication for users accessing form specific secured networks?

A. Enable Adaptive Authentication in the portal policy.

B. Enable the Resolve user geolocation from their [P address option in the authentication policy
C. Create an admin realm in the authentication policy.

D. Specify the appropriate RADIUS clients in the authentication policy.

EfE: A

R -
Enabling Adaptive Authentication in the portal policy allows FortiAuthenticator to apply contextual rules, such as bypassing two-
factor authentication when users connect from specific secured networks.

B #79
Which two data iters are not synchronized in an active-active HA deployment? (Choose two.)

o A. FSSO events



¢ B. Group mappings
e C. User certificates

e D. Seeds
Eﬁ: A\ D

R -
In an active-active HA deployment, FSSO events and seeds are not synchronized between FortiAuthenticator units, as these are
instance-specific and typically handled locally on each node.

HM #80
Which two types of digital certificates can you create in FortiAuthenticator? (Choose two.)

A. Third-party root certificate

B. Organization validation certificate
C. Local services certificate

D. User certificate

IE%: C\ D

HM #81

You are a network admmnistrator with a large wireless environment. FortiAuthenticator acts as the RADIUS server for your wireless
controllers. You want specific wireless controllers to authenticate users against specific realns.

How would you satisfy this requirement?

A. Enable Adaptive Authentication
B. RADUIS policy

C. Define RADIUS clients

D. Create Access point groups

M
R

: B

H #82
What happens when a certificate is revoked? (Choose two.)

A. Revoked certificates are automatically added to the CRL

B. Revoked certificates cannot be reinstated for any reason

C. External CAs will periodically query FortiAuthenticator and automatically download revoked certificates
D. All certificates signed by a revoked CA certificate are automatically revoked

IEf#E: AL D
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