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e Network Security: This domain assesses the knowledge of Network Security Engineers and Cybersecurity
Specialists. It covers foundational computer networking concepts including OSI and TCP

e [P models, IP addressing, and network ports. Candidates study network threats such as DDoS attacks,
malware variants, and man-in-the-middle attacks, along with detection tools like IDS, HIDS, and NIDS.

FH 1 Prevention strategies including firewalls and antivirus software are included. The domain also addresses

network security infrastructure encompassing on-premises data centers, design techniques like

segmentation and defense in depth, and cloud security models such as SaaS, IaaS, and hybrid

deployments.
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o Access Controls Concepts: This section measures skills of Access Control Specialists and Physical
Security Managers in understanding physical and logical access controls. Topics include physical security
measures like badge systems, CCTV, monitoring, and managing authorized versus unauthorized personnel.

FH 2 Logical access control concepts such as the principle of least privilege, segregation of duties, discretionary

access control, mandatory access control, and role-based access control are essential for controlling

nformation system access.

¢ Security Operations: This area targets Security Operations Center (SOC) Analysts and System
Administrators. It covers data security with encryption methods, secure handling of data including
classification and retention, and the importance of logging and monitoring security events. System hardening
through configuration management, baselines, updates, and patching is included. Best practice security
policies such as data handling, password, acceptable use, BYOD, change management, and privacy
policies are emphasized. Finally, the domain highlights security awareness training addressing social
engineering awareness and password protection to foster a security-conscious organizational culture.

FH 3

¢ Business Continuity (BC), Disaster Recovery (DR) & Incident Response Concepts: This domain targets

Business Continuity Planners and Incident Response Coordinators. It focuses on the purpose, importance,
=X 4 and core components of business continuity, disaster recovery, and incident response. Candidates learn
how to prepare for and manage disruptions while maintaining or quickly restoring critical business
operations and IT services.

e Security Principles: This section of the exam measures skills of Security Analysts and Information
Assurance Specialists and covers fundamental security concepts such as confidentiality, integrity,
availability, authentication methods including muilti-factor authentication, non-repudiation, and privacy. It
also includes understanding the risk management process with emphasis on identifying, assessing, and

FH 5 treating risks based on priorities and tolerance. Candidates are expected to know various security controls,

including technical, administrative, and physical, as well as the ISC2 professional code of ethics.

Governance processes such as policies, procedures, standards, regulations, and laws are also covered to

ensure adherence to organizational and legal requirements.

Z| & ISC Certification CC FEMEE A (Q310-Q315):

ZE #310
A set of security controls or system settings used to ensure uniformity of configuration through the 1T environment?

A. Baseline
B. Patches
C. Inventory
D. Policy

e A

=R

A baseline is a documented set of approved security controls, configurations, and system settings used as a standard across an IT
environment. Baselines ensure consistency, security, and compliance by defining how systems should be configured before
deployment and during operation.

Security baselines are commonly derived from frameworks such as CIS Benchmarks, NIST SP 800-53, and vendor hardening
guides. They help reduce misconfigurations, which are a leading cause of security breaches.

Patches address specific vulnerabilities, mventory tracks assets, and policies define high-level rules and expectations. Baselines
translate policies into actionable technical settings, such as password policies, logging configurations, and service restrictions.

By enforcing baselines, organizations improve security posture, simplify audits, and enable faster incident response. Any deviation
from the baseline can be detected and investigated, making baselines a cornerstone of secure and wellF-managed IT environments.

AE #311
Triffid, Inc., wants to host streaming video files for the company's remote users, but wants to ensure the data is protected while it's
streaming. Which of the following methods are probably best for this purpose?



A. Symmetric encryption
B. Asymmetric encryption
C. Hashing

D. VLANs
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EAE #312
A security event does not affect confidentiality, integrity, or availability. What is it?

A. Incident
B. Event

C. Exploit
D. Breach

HeE: B
MY
If CIA is not impacted, the occurrence remains asecurity event, not an incident or breach.

HAE #313
What is the range of private ports

e A None

e B.1023-49151

e C.0-1023

e D. 49152 - 65535

HEe. D

ZAE #314
What is the risk associated with delaying resumption of full normal operations after a disaster?

¢ A. The impact of running alternate operations for extended periods
e B. People might be put in danger

e C. A new disaster might emerge

e D. Competition

e A

BEE #315
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