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DIGITAL FORENSICS PROCESS

Step 1: Investigation preparation

Step 2: Evidence identification

| Step 3: Collection of evidence

Step 4: Evidence preservation

Step 5: Information analysis

Step &: Report presentation
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WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam 52 &
Digital-Forensics-in-Cybersecurity 5 5[5 & (Q78-Q83):

B #78
Which rule is used for conducting electronic surveillance?

A. Telecommunications equipment must have built-in surveillance capabilities for law enforcement.

B. All documents related to health informatics should be stored in perpetuity.

C. Using a misleading domain name to deceive a person into viewing obscene material shall result in fines or imprisonment.
D. All commercial email must provide an opt-out mechanism

EfE: A

AR :

Comprehensive and Detailed Explanation From Exact Extract:

This describes theCommunications Assistance to Law Enforcement Act (CALEA)requirement that telecommunications equipment
and services include built-in capabilities that allow authorized law enforcement surveillance, including electronic monitoring and
wiretapping

* CALEA mandates lawful intercept capabilities in telecommunications infrastructure.

* It ensures that digital and VoIP communications can be monitored under proper legal warrant.

* This rule supports modem digital evidence gathering and real-time surveillance operations.

Reference:CALEA is repeatedly cited in forensic and cybersecurity legal documentation as the governing rule for digital and
electronic surveillance capabilities.

R #79
A forensic investigator needs to know which file type to look for in order to find emails froma specific client.

Which file extension is used by Eudora?

A. pst
B. .mbx
C. .ost
D. .dbx

IEf#: B

fEERA -

Comprehensive and Detailed Explanation From Exact Extract:

Eudora email client uses the.mbxfile extension to store email messages. The.mbxformat stores emails in a mailbox file similar to the
standard mbox format used by other emil clients.

* dbxis used by Microsoft Outlook Express.

* ostand.pstare file types used by Microsoft Outlook.

* Therefore,.mbxis specific to Eudora.

Reference:Digital forensics literature and software documentation clearly indicate Eudora's.mbxfile format as the repository for its
email storage.

HM #80
‘Which characteristic applies to magnetic drives compared to solid-state drives (SSDs)?

o A Lower cost
¢ B. Faster read/write speeds
e C. Less susceptible to damage

¢ D. Higher cost
EfE: A
AR :

Comprehensive and Detailed Explanation From Exact Extract:
Magnetic hard drives generally have a lower cost per gigabyte compared to solid-state drives (SSDs).
However, they are more susceptible to mechanical damage and slower in data access.



* SSDs have no moving parts and provide better durability and speed but at a higher price.
* Forensics practitioners consider these differences during evidence acquisition.
Reference:Digital forensics texts and hardware overviews describe magnetic drives as cost-effective but fragile compared to SSDs.

HA #81

A forensic scientist is examining a computer for possible evidence of a cybercrime.

Why should the forensic scientist copy files at the bit level instead of the OS level when copying files from the computer to a forensic
computer?

A. Copying files at the OS level takes too long to be practical.

B. Copying files at the OS level changes the timestamp of the files.

C. Copying files at the OS level will copy extra information that is unnecessary.
D. Copying files at the OS level fails to copy deleted files or slack space.

Ef#: D

R -

Comprehensive and Detailed Explanation From Exact Extract:

Bit-level (or bit-stream) copying captures every bit on the storage media, including files, deleted files, slack space (unused space
within a cluster), and unallocated space. This ensures all digital evidence, including artifacts not visible at the OS level, is preserved
for analysis.

* Copying at the OS level captures only allocated files visible in the file system, missing deleted files and slack space.

* Bit-level copying is a cornerstone of forensic best practices as specified n NIST SP 800-86 and SWGDE guidelines.

* Timestamp changes and unnecessary information issues are secondary concerns compared to the completeness of evidence.

R #82

The following line of code is an example of how to make a forensic copy of a suspect drive:
dd if=/dev/mem of=/evidence/image.memoryl

‘Which operating system should be used to run this command?

A. MacOS
B. Unix

C. Linux

D. Windows

EfE: C

fiR .-

Comprehensive and Detailed Explanation From Exact Extract:

The 'dd' command is a Unix/Linux utility used to perform low-level copying of data, including forensic imaging, It allows bit-for-bit
copying of drives or memory, making it a common tool in Linux-based forensic environments.

* Windows does not natively support 'dd'; similar imaging tools are used there.

* The command syntax and file paths indicate Linux/Unix usage.

Reference:Digital forensics traning and NIST SP 800-101 mention 'dd' as a reliable imaging tool in Linux forensic workflows.
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