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and increase your earning potential.

Amazon AWS Certified Solutions Architect - Associate Sample Questions
(Q533-Q538):
NEW QUESTION # 533 
A company runs an application on a large fleet of Amazon EC2 instances. The application reads and write entries into an Amazon
DynamoDB table. The size of the DynamoDB table continuously grows, but the application needs only data from the last 30 days.
The company needs a solution that minimizes cost and development effort.
Which solution meets these requirements?

A. Use an EC2 instance that runs a monitoring application from AWS Marketplace. Configure the monitoring application to
use Amazon DynamoDB Streams to store the timestamp when a new item is created in the table. Use a script that runs on the
EC2 instance to delete items that have a timestamp that is older than 30 days.
B. Extend the application to add an attribute that has a value of the current timestamp plus 30 days to each new item that is
created in the table. Configure DynamoDB to use the attribute as the TTL attribute.
C. Use an AWS CloudFormation template to deploy the complete solution. Redeploy the CloudFormation stack every 30
days, and delete the original stack.
D. Configure Amazon DynamoDB Streams to invoke an AWS Lambda function when a new item is created in the table.
Configure the Lambda function to delete items in the table that are older than 30 days.

Answer: B

Explanation:
Amazon DynamoDB Time to Live (TTL) allows you to define a per-item timestamp to determine when an item is no longer needed.
Shortly after the date and time of the specified timestamp, DynamoDB deletes the item from your table without consuming any write
throughput. TTL is provided at no extra cost as a means to reduce stored data volumes by retaining only the items that remain
current for your workload's needs.
TTL is useful if you store items that lose relevance after a specific time. The following are example TTL use cases:
Remove user or sensor data after one year of inactivity in an application.
Archive expired items to an Amazon S3 data lake via Amazon DynamoDB Streams and AWS Lambda.
Retain sensitive data for a certain amount of time according to contractual or regulatory obligations.
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html

NEW QUESTION # 534 
A company's website is used to sell products to the public. The site runs on Amazon EC2 instances in an Auto Scaling group behind
an Application Load Balancer (ALB). There is also an Amazon CloudFront distribution, and AWS WAF is being used to protect
against SQL injection attacks. The ALB is the origin for the CloudFront distribution. A recent review of security logs revealed an
external malicious IP that needs to be blocked from accessing the website.
What should a solutions architect do to protect the application?

A. Modify the network ACL for the EC2 instances in the target groups behind the ALB to deny the malicious IP address.
B. Modify the security groups for the EC2 instances in the target groups behind the ALB to deny the malicious IP address.
C. Modify the configuration of AWS WAF to add an IP match condition to block the malicious IP address.
D. Modify the network ACL on the CloudFront distribution to add a deny rule for the malicious IP address.

Answer: C

Explanation:
AWS WAF is a web application firewall that helps protect web applications from common web exploits that could affect application
availability, compromise security, or consume excessive resources. AWS WAF allows users to create rules that block, allow, or
count web requests based on customizable web security rules. One of the types of rules that can be created is an IP match rule,
which allows users to specify a list of IP addresses or IP address ranges that they want to allow or block. By modifying the
configuration of AWS WAF to add an IP match condition to block the malicious IP address, the solution architect can prevent the
attacker from accessing the website through the CloudFront distribution and the ALB.
The other options are not correct because they do not effectively block the malicious IP address from accessing the website.
Modifying the network ACL on the CloudFront distribution or the EC2 instances in the target groups behind the ALB will not work
because network ACLs are stateless and do not evaluate traffic at the application layer. Modifying the security groups for the EC2
instances in the target groups behind the ALB will not work because security groups are stateful and only evaluate traffic at the
instance level, not at the load balancer level.



Reference:
AWS WAF
How AWS WAF works
Working with IP match conditions

NEW QUESTION # 535 
[Design Secure Architectures]
A company is migrating a new application from an on-premises data center to a new VPC in the AWS Cloud. The company has
multiple AWS accounts and VPCs that share many subnets and applications. The company wants to have fine-grained access
control for the new application.The company wants to ensure that all network resources across accounts and VPCs that are granted
permission to access the new application can access the application.
Which solution will meet these requirements?

A. Set up a VPC peering connection for each VPC that needs access to the new application VPC. Update route tables in
each VPC to enable connectivity.
B. Use an AWS PrivateLink endpoint service to make the new application accessible to other VPCs. Control access to the
application by using an endpoint policy.
C. Deploy a transit gateway in the account that hosts the new application. Share the transit gateway with each account that
needs to connect to the application. Update route tables in the VPC that hosts the new application and in the transit gateway
to enable connectivity.
D. Use an Application Load Balancer (ALB) to expose the new application to the internet. Configure authentication and
authorization processes to ensure that only specified VPCs can access the application.

Answer: C

Explanation:
A . VPC peering:Creates a fully meshed architecture, which is complex to manage for multiple VPCs.
B . Transit gateway:Simplifies network management by connecting multiple VPCs and on-premises networks via a central hub.
C . PrivateLink:Restricts communication to the application endpoint but may not allow full VPC connectivity.
D . ALB with internet exposure:Not secure or specific to private network communication.

NEW QUESTION # 536 
A company's data platform uses an Amazon Aurora MySQL database. The database has multiple read replicas and multiple DB
instances across different Availability Zones. Users have recently reported errors from the database that indicate that there are too
many connections. The company wants to reduce the failover time by
20% when a read replica is promoted to primary writer.
Which solution will meet this requirement?

A. Switch to Amazon DynamoDB with DynamoDB Accelerator (DAX) for read connections.
B. Switch from Aurora to Amazon RDS with Multi-AZ cluster deployment.
C. Use Amazon RDS Proxy in front of the Aurora database.
D. Switch to Amazon Redshift with relocation capability.

Answer: C

Explanation:
Explanation
Amazon RDS Proxy is a service that provides a fully managed, highly available database proxy for Amazon RDS and Aurora
databases. It allows you to pool and share database connections, reduce database load, and improve application scalability and
availability.
By using Amazon RDS Proxy in front of your Aurora database, you can achieve the following benefits:
* You can reduce the number of connections to your database and avoid errors that indicate that there are too many connections.
Amazon RDS Proxy handles the connection management and multiplexing for you, so you can use fewer database connections and
resources.
* You can reduce the failover time by 20% when a read replica is promoted to primary writer. Amazon RDS Proxy automatically
detects failures and routes traffic to the new primary instance without requiring changes to your application code or configuration.
According to a benchmark test, using Amazon RDS Proxy reduced the failover time from 66 seconds to 53 seconds, which is a
20% improvement.
* You can improve the security and compliance of your database access. Amazon RDS Proxy integrates with AWS Secrets



Manager and AWS Identity and Access Management (IAM) to enable secure and granular authentication and authorization for your
database connections.

NEW QUESTION # 537 
A company wants to add its existing AWS usage cost to its operation cost dashboard A solutions architect needs to recommend a
solution that will give the company access to its usage cost programmatically. The company must be able to access cost data for the
current year and forecast costs for the next 12 months.
Which solution will meet these requirements with the LEAST operational overhead?

A. Configure AWS Budgets actions to send usage cost data to the company through FTP.
B. Access usage cost-related data by using downloadable AWS Cost Explorer report csv files.
C. Access usage cost-related data by using the AWS Cost Explorer API with pagination.
D. Create AWS Budgets reports for usage cost data Send the data to the company through SMTP.

Answer: C

Explanation:
Understanding the Requirement: The company needs programmatic access to its AWS usage costs for the current year and cost
forecasts for the next 12 months, with minimal operational overhead.
Analysis of Options:
AWS Cost Explorer API: Provides programmatic access to detailed usage and cost data, including forecast costs. It supports
pagination for handling large datasets, making it an efficient solution.
Downloadable AWS Cost Explorer report csv files: While useful, this method requires manual handling of files and does not provide
real-time access.
AWS Budgets actions via FTP: This is less suitable as it involves setting up FTP transfers and does not provide the same level of
detail and real-time access as the API.
AWS Budgets reports via SMTP: Similar to FTP, this method involves additional setup and lacks the real-time access and detail
provided by the API.
Best Option for Minimal Operational Overhead:
AWS Cost Explorer API provides direct, programmatic access to cost data, including detailed usage and forecasting, with minimal
setup and operational effort. It is the most efficient solution for integrating cost data into an operational cost dashboard.
Reference:
AWS Cost Explorer API
AWS Cost and Usage Reports

NEW QUESTION # 538
......
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