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Fortinet NSE 5 - FortiSASE and SD-WAN 7.6 Core Administrator Sample
Questions (Q34-Q39):

NEW QUESTION # 34
The IT team is wondering whether they will need to continue using MDM tools for future FortiClient upgrades.
‘What options are available for handling future FortiClient upgrades?

A. Perform onboarding for managed endpoint users with a newer FortiClient version.
B. Enable the Endpoint Upgrade feature on the FortiSASE portal.

C. A newer FortiClient version will be auto-upgraded on demand.

D. FortiClient will need to be manually upgraded.

Answer: B

Explanation:

According to theFortiSASE 7.6 Feature Admmistration Guideand the latest updates to theNSE 5 SASE curriculum, FortiSASE has
mtroduced native lifecycle management for FortiClient agents to reduce the operational burden on IT teans who previously relied
solely on third-party MDM (Mobile Device Management) or GPO (Group Policy Objects) for every update.

TheEndpoint Upgradefeature, found underSystem > Endpoint Upgradein the FortiSASE portal, allows administrators to perform the
following:

* Centralized Version Control: Administrators can see which versions are currently deployed and which "Recommended" versions
are available from FortiGuard.

* Scheduled Rollouts: You can choose to upgrade all endpoints or specific endpoint groups at a designated time, ensuring that
upgrades do not disrupt business operations.

* Status Monitoring: The portal provides a real-time dashboard showing the progress of the upgrade (e.

g.,Downloading, Installing, Reboot Pending, orSuccess).

* Manual vs. Managed: While MDM is still highly recommended for theinitial onboarding(the first time FortiClient is installed and
connected to the SASE cloud), all subsequent upgrades can be handled natively by the FortiSASE portal.

Why other options are incorrect:

* Option B: Manual upgrades are inefficient for large-scale deployments (~400 users in this scenario) and are not the intended
"feature-rich" solution provided by FortiSASE.

* Option C: "Onboarding” refers to the initial setup. Re-onboarding every time a version changes would be redundant and
counterproductive.

* Option D: While the system canmanagethe upgrade, it is not "auto-upgraded on demand" by the client itself without administrative
configuration in the portal. The administrator must still define the target version and schedule.

NEW QUESTION # 35
Which authentication method overrides any other previously configured user authentication on FortiSASE?

A. Local
B. MFA
C.SSO
D. RADIUS

Answer: C
Explanation:

In FortiSASE, SSO authentication takes precedence over all other configured authentication methods. When SSO is enabled, it
overrides local, RADIUS, and MFA user authentication settings.

NEW QUESTION # 36
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Refer to the exhibit. An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl_fgt generates traffic to
the 10.0.0.0/8 network.

The admmnistrator expects the traffic to match SD-WAN rule ID 1 and be routed over HUB1- VPNI.

However, the traffic is routed over HUB1-VPN3.

Based on the output shown in the exhibit, which two reasons, individually or together, could explain the observed behavior? (Choose
two.)

Diagnose output

fgt_A # diagnose sys sdwan serviced

Service(1l): Rddress Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut

riority: 2
r 1 |
o %'MEOFCOL(O): src(1->65535), Mode(sla), sla-compare-order
- . ersi(3N:

1: Seq num(4 HUB1-VPN1 HUB1l), alive, sla(0Oxl1), gid(0), cfg _order(0), local cost(0), selected

2: Seq num(6 HUB1-VEN3 HUBl), alive, sla(0xl1l), gid(0), cfg_order(l), local cost(0), selected

3: Seq num(5 HUB1-VPN2 HUBl), alive, sla(0x1), gid(0), cfg_order(2), local cost(0), selected
Src address(l):

10.0.1.0-10.0.1.255

fgt_A # diagnose sys sdwan member | grep HUB1

Member(4): transport-group: 0, interface: HUB1-VBN1, flags=0xd may child, gateway: 100.64.1.1, peer:
192.168.1.29, source 192.168.1.1, priority: 18 1024, weight: 0

Member (5) : transport-group: 0, interface: HUB1-VPN2, flags=0xd may child, gateway: 100.64.1.9, peer:
192.168.1.61, source 192.168.1.33, priority: 10 1024, weight: 0

Member (6) : transport-group: 0, interface: HUB1-VPN3, flags=0xd may child, gateway: 172.16.1.5, peer:
192.168.1.93, source 192.168.1.65, priority: 1 1024, weight: 0

fgt_A # get router info routing-table all | grep HUB1

s 10.0.0.0/8 [10/0] via HUB1-VPN3 tunnel 172.16.1.5, [1/0]

B 10.0.3.0/24 [200/0] via 192.168.1.2 [3] (recursive is directly connected, HUB1-VPN1), 04:11:41,

[1/0]
[200/0] via 192.168.1.34 [3] (recursive is directly connected, HUB1-VPN2), 04:11:41,

[1/0]

B 10.1.0.0/24 [200/0) via 192.168.1.29 (recursive via HUB1-VPN1 tunnel 100.64.1.1), 04:11:42. [1/0]
[200/0] wia 192.168.1.61 (recursive via HUB1-VPN2 tunnel 100.64.1.9), 04:11:42. [1/0]
[200/0) wvia 192.168.1.93 (recursive wvia HUB1-VPN3 tunnel 172.16.1.5), 04:11:42. [1/0]

A. HUBI-VPN3 has a higher member configuration priority than HUB1-VPN1.

B. The traffic matches a regular policy route configured with HUB1-VPN3 as the outgoing device.
C. HUBI1-VPNI1 does not have a valid route to the destination.

D. HUB1-VPN3 has a lower route priority value (higher priority) than HUB1-VPNI1.

Answer: B,C

Explanation:



Key Routing Principles

1. SD-WAN rules are policy routes
2. Regular policy routes have precedence over SD-WAN rules
Route lookup is done for new and dirty sessions
« For original and reply traffic
* Includes policy route lookup
4. SD-WAN rules are skipped if:
+ Best route to destination isn't an SD-WAN member

» None of the members have a valid route to destination
+ If the preferred member doesn't have a valid route o destination, the next member in the rule is checked

5. Implicit SD-WAN rule equals standard forwarding information base (FIB) lookup
+ If lookup matches ECMP routes, traffic is load balanced using the configured algorithm
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NEW QUESTION # 37
Which FortiSASE feature monitors SaaS application performance and connectivity to points of presence (POPs)?

A. FortiView dashboards

B. Operations widgets

C. Digital experience monitoring
D. Event logs

Answer: C

Explanation:

According to theFortiSASE 7.6 Administration GuideandDigital Experience Monitoring (DEM) documentation, the feature
specifically designed to monitor SaaS application performance and connectivity to PoPs isDigital Experience Monitoring (DEM).

* SaaS and Path Visibility: DEM assists administrators in troubleshooting remote user connectivity issues by providing enhanced
health check visibility forSaaS applications, endpoint devices, and the network path. It provides real-time insights into application
performance and latency issues.

* PoP Connectivity: It monitors the digital journey from the end-user device through theSecurity Points of Presence (POPs)to the
final application, identifying hops where degraded service (packet loss, delay, or jitter) is detected.

* Proactive Management: By establishing thresholds and simulating user activities throughSynthetic Transaction Monitoring (STM),
DEM allows IT teans to identify performance problems before they impact the business.

Why other options are incorrect:

* Option A: Operations widgets provide general status overviews but do not offer the granular per-hop path analysis or specific
SaaS transaction monitoring found in DEM.

* Option B: FortiView dashboards provide traffic visibility and session data but are not dedicated performance monitoring tools for
end-to-end digital experience.

* Option C: Event logs record system occurrences and security events but do not provide real-time performance metrics or health
check probes for SaaS applications.

NEW QUESTION # 38

An existing Fortinet SD-WAN customer who has recently deployed FortiSASE wants to have a comprehensive view of, and
combined reports for, both SD-WAN branches and remote users.

How can the customer achieve this?

e A. Forward the logs from FortiSASE to Fortinet SOCaaS.
¢ B. Forward the logs from FortiSASE to the external FortiAnalyzer.
¢ C. Forward the logs from FortiGate to FortiSASE.



¢ D. Forward the logs from the external SD-WAN FortiAnalyzer to FortiSASE.
Answer: B

Explanation:

An existing SD-WAN customer uses an external FortiAnalyzer to aggregate FortiGate branch logs for comprehensive visibility into
branch performance and security events. Forwarding FortiSASE logs (remote user traffic, ZTNA, SIA) to this same FortiAnalyzer
enables combined datasets, reports, and dashboards spanning both branch SD-WAN and cloud-secured remote users.
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