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HH #16

An organization's incident response team struggled to coordinate efforts during a recent ransomware attack. What should be done to
improve their response in the future?

Response:

A. Provide ongoing cybersecurity training and conduct tabletop exercises
B. Assign response tasks randomly to available employees

C. Focus only on external security threats

D. Limit access to security tools to a single person

Ef#: A

B #17
‘Which best practices help improve an organization's vulnerability management process?

(Select two.)
Response:

A. Regularly conducting vulnerability scans

B. Only applying patches once per year
C. Ignoring low-severity vulnerabilities

D. Prioritizing vulnerabilities based on risk and exploitability

Ef#: A. D

HP#18

An ongoing data breach is affecting your organization's customer records. The public relations team is preparing an official statement
for affected customers. What key information should be included in the statement?

Response:

A. The nternal security measures that failed to prevent the attack

B. The specific names of employees responsible for the breach

C. The exact technical details of how the breach occurred

D. The impact of the breach, the organization's response, and support for affected individuals

EfE: D

R #19
What is the main purpose of incident reporting in cybersecurity?
Response:

A. To avoid regulatory penalties by keeping incidents private

B. To blame enployees for security breaches

C. To document the incident for future reference and compliance
D. To eliminate the need for security monitoring

IEf: C

R #20
Which practice helps strengthen an incident response team?
Response:

e A Assigning security responsibilities only to IT staff
¢ B. Focusing only on external threats while ignoring internal risks



¢ (. Conducting regular training and simulation exercises
¢ D. Waiting for an actual incident before training team members

IEf: C
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