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AE #144

Bioface is a company based in the United States. It has no servers, personnel or assets in the Furopean Union. By collecting
photographs from social media and other web-based services, such as newspapers and blogs, it uses machine learmning to develop a
facial recognition algorithm. The algorithm identifies individuals in photographs who are not in its data set based the algorithm and its
existing dat a. The service collects photographs of data subjects in the European Union and will identify them if presented with their
photographs. Bioface offers its service to government agencies and companies in the United States and Canada, but not to those in
the European Union. Bioface does not offer the service to individuals.

Why is Bioface subject to the territorial scope of the General Data Protection Regulation?

A. Tt collects data from subjects and uses it for automated processing.

B. It offers services in the European Union by identifying data subjects in the European Union.

C. It monitors the behavior of data subjects in the European Union.

D. It collects data from European Union websites, which constitutes an establishment in the European Union.
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SCENARIO

Please use the following to answer the next question:

Liem, an online retailer known for its environmentally friendly shoes, has recently expanded its presence in Europe. Anxious to
achieve market dommance, Liem teamed up with another eco friendly company, EcoMick, which sells accessories like belts and
bags. Together the companies drew up a series of marketing campaigns designed to highlight the environmental and economic
benefits of their products. After months of planning, Liem and EcoMick entered into a data sharing agreement to use the same
marketing database, MarketlQ, to send the campaigns to their respective contacts.

Liem and EcoMick also entered into a data processing agreement with MarketlQ, the terms of which included processing personal
data only upon Liem and EcoMick's instructions, and making available to them all information necessary to demonstrate compliance
with GDPR obligations.

Liem and EcoMick then procured the services of a company called JaphSoft, a marketing optimization firm that uses machine
learning to help companies run successful campaigns. Clients provide JaphSoft with the personal data of individuals they would like
to be targeted in each campaign. To ensure protection of its clients' data, JaphSoft implements the technical and organizational
measures it deems appropriate. JaphSoft works to continually improve its machine learning models by analyzing the data it receives
from its clients to determine the most successful components of a successful campaign. JaphSoft then uses such models in providing
services to its client-base. Since the models improve only over a period of time as more information is collected, JaphSoft does not
have a deletion process for the data it receives from clients. However, to ensure compliance with data privacy rules, JaphSoft
pseudonymizes the personal data by removing identifying information from the contact information. JaphSoft's engineers, however,
maintain all contact information in the same database as the identifying information.

Under its agreement with Liem and EcoMick, JaphSoft received access to MarketIQ, which included contact information as well as
prior purchase history for such contacts, to create campaigns that would result in the most views of the two companies' websites. A
prior Liem customer, Ms. Iman, received a marketing campaign from JaphSoft regarding Lien's as well as EcoMick's latest
products. While Ms. Iman recalls checking a box to receive information in the future regarding Liemis products, she has never
shopped EcoMick, nor provided her personal data to that company.

Which of'the following BEST describes the relationship between Liem, EcoMick and JaphSoft?

¢ A. Liemand EcoMick are joint controllers because they carry out joint marketing activities.

¢ B. JaphSoft is the sole processor because it processes personal data on behalf of its clients.

e C. Liemis a controller and EcoMick is a processor because Liem provides specific instructions regarding how the marketing
canpaigns should be rolled out.

e D. EcoMick and JaphSoft are is a controller and Liemis a processor because EcoMick is sharing its marketing data with
Liem for contacts in Europe.
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Read the following steps:

* Discover which employees are accessing cloud services and from which devices and apps
* Lock down the data in those apps and devices

* Monitor and analyze the apps and devices for compliance

* Manage application life cycles



* Monitor data sharing
An organization should perform these steps to do which of the following?

A. Pursue a GDPR-conmpliant Privacy by Design process.

B. Maintain a secure Bring Your Own Device (BYOD) program.

C. Institute a GDPR-compliant employee monitoring process.

D. Ensure cloud vendors are complying with internal data use policies.

HE: B

Y.
Explanation/Reference: https//www.itproportal.convfeatures/heading-off-the-spectre-of- gdpr-compliance-with-secure-byod/
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A worker in a European Union (EU) member state has ceased his employment with a company. What should the employer most
likely do in regard to the worker's personal data?

A. Securely store the data that is required to be kept under local law.

B. Destroy sensitive information and store the rest per applicable data protection rules.
C. Store all of the data in case the departing worker makes a subject access request.
D. Provide the employee the reasons for retaining the data.

HE: A

MY

The GDPR requires that personal data be kept for no longer than is necessary for the purposes for which the personal data are
processed1. However, the GDPR also allows member states to provide for more specific rules on the processing of employees'
personal data in the employment context, including the retention periods for erasure and deletion of categories of personal data2.
Therefore, the employer should securely store the data that is required to be kept under local law, such as tax records, pension
records, or health and safety records34. The employer should also ensure that the data is protected from unauthorized or unlawful
access, accidental loss, destruction, or damage1. The employer should not store the data for longer than necessary or for purposes
other than those for which the data was collected, unless the employee has given consent or there is another legal basis for doing
sol3. References: 1: Article 5 of the GDPR 2: Article 88 of the GDPR 3: Data Protection and GDPR in the Workplace | Factsheets
| CIPD 4: How to Manage the Retention of Employee Data | GDPR Blog

EE #148
Which aspect of the GDPR will likely have the most impact on the consistent implementation of data protection laws throughout the
European Union?

A. That it takes the form of'a Regulation as opposed to a Directive
B. That it essentially flnctions as a one-stop shop mechanism

C. That it makes appointment of a data protection officer mandatory
D. That it makes notification of large-scale data breaches mandatory
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