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EE#22
Refer to the exhibit. The daily report for application usage shows an unusually high number of unknown applications by category.
What are two possible explanations for this? (Choose two.)
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Daily report for application usage
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User Productivity

Application Usage APp RGN
®  Unknown 41.81%
The FortiGuard research team categorizes applications into Web Client 22 86%
different categories based on the application behavioral o)) NetworkService 15.14% '
characteristics. underlying technology, and the related traffic o Generalinterest 12.00%
transaction characteristics. The categories allow for better @9 Collaboration 6.27%
application control.  FortiGuard maintains thousands of “Q Update 1.50%
application sensors and can even perform deep application e ::x ::1’:
inspection. For example, IT managers can get unprecedented .: ot g

wisibility into filenames sent to the cioud or the tites of wdeos
being streamed.

For apphcation category detals, ee: Al
hitp.herwew foriguard comencytlopedia/application : m : H l I I l E T

With the proliferation of cloud-based computing, entéfiprises are increasingly reliant on third parties for infrastructure plumbing.
Unfortunately for enterprses, this means that their infofmation I8 only as sécure as the cloud provider's secunty. In addition, it can
often introduce redundancy (if senaces ane already svalable internally) and increase costs (if not monitored propery).

Cloud Usage (Saa5) IT managers are often unaware of how many cloud-based
services are in use within their organization. Sometimes, these
applications can be used 1o circumvent of even replice

® W1ATN Lmbeie (2385 Kl corporate infrastructure already available to users in leu of ease
T4ATN MmO (1403 KB : e

& LLETS YouTule [ 91 KN of use. Unfortunately, a potential side effect of this is that your
11 00% Facetoon (462 Kl

sensitive corporate information could be tramsferred to the
cloud. Accordingly, your data could be exposed if the cloud
prowiders security infrastructure is breached.

The adoption of “infrastructure as a senvice” (1aaS) platforms is Cloud Usage (laas)

popular and can be very useful when compute resources are
imited or have specialired requirements. That said, the effective No matching log data for this reporn
outsourcing of your infrastructure must be well regulated to
prevent misuse. The occasional auditing of laaS applications can
be a useful exercise not only for security purposes, but also to

minimize organizational costs associated with pay per use models
or recurring subscription fees.

¢ A. Deep inspection is not being used to scan traffic.

¢ B. Zero trust network access (ZTNA) tags are not being used to tag the correct users.

¢ (. Certificate inspection is not being used to scan application traffic.

¢ D. The mline-CASB application control profile does not have application categories set to Monitor

He:. AC

MEH.

The unusually high number of unknown applications by category in the daily report for application usage can be attributed to the
following reasons:

Certificate Inspection is not being used to scan application traffic:

Without certificate inspection, encrypted traffic cannot be adequately analyzed, leading to a higher number of unknown applications.
Certificate inspection allows the FortiSASE to decrypt and inspect HTTPS traffic, identifyng applications correctly.

Deep Inspection is not being used to scan traffic:

Deep inspection goes beyond basic traffic analysis, performing thorough examination of packet contents to identify applications
accurately.

If deep inspection is not enabled, many applications may go unrecognized and categorized as unknown.

EE #23



Why is it important to configure both real-time and historical logging within FortiSASE for a comprehensive security overview?
Response:

A. To use logs for marketing research

B. To maintain an aesthetically pleasing dashboard

C. To identify trends and patterns that could indicate evolving threats
D. To ensure all user actions are recorded for legal reasons
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AE #24

‘Which benefits does deploying SD-WAN using FortiSASE offer to an organization?
(Choose Three)

Response:

A. Increased application performance

B. Reduced operational costs

C. Enhanced physical security of network devices
D. Improved network agility

He:. ABD

EE #25

What key metrics should be included in security dashboards in FortiSASE?
(Select all that apply)

Response:

A. Historical bandwidth usage

B. Real-tine traffic flow

C. Device battery levels

D. Conparative analysis of past and present data
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Refer to the exhibits.
Secure private access service connection
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Service Connections  Network Configuration

BGP Router ID Subnet 10.12110/24

gonomous System Number (ASN)

BGP Recursive Routing (o ] \

Hub Selection Method BGPMED

Health Check IP 10.1.0.254

SECURE PRIVATE ACCESS NETWORK CONFIGURATION \

BGP Routing Design BGP per overlay JEIEES: 0

[N

each service connection via the Health Check IP.

Within each PoP. the highest priority service connection that meets
mimmum SLA requirements is selected. Note that a service connection
can be assigned a different priority level in different PoPs.

Jitzer, latency and packet loss measurements are periodically obtained for
a o

ok ¢ w
config firewall policy
edit §
set name "“Spoke-to-Spoke”
set uuid 4d949462-216b-51ee-83c7-d06627dII451
set srcintf “To_SASE"
set dstintf “To_SASE™
set action accept
set srcaddr "all”
set destaddr “all”
set schedule “always™
set service “ALL"
set comments “VPN: To_SASE (Created by VPN wizard)”

set name “Lo-BGP-HC" z

set uuid 5a12¢92-216b-51ee-48082808ca@13dbact
set sreintf “To_SASE"

set dstintf 'mlh'

sat_sctithn ecoept,
FR R -

set schedule “always”
set service “ALL"
next

set name ~Spoke-to-Hub®
set uuid 617b81ee-ccbd-51ee-Bdab-6cdffIcaZeca

set dstintf “internalld”
set action accept

set srcaddr "all”

set dstaddr “all”

set schedule “always™
set service “ALL"




# show vpn ipsec phasel-interface To_SASE
config vpn ipsec phasel-interface
edit “To_SASE"

set type dynamic
set interface “wanl”
set peertype any
set net-device disable
set mode-cfg enable
set proposal aes128-sha256 aes256-sha256 aes128-shal ases256-shal
set add-route disable
set dpd on-idle
set comments "VPN: To_SASE (Created by VPN wizard)~"
set wizard-type hub-fortigate-auto-discovery
set auto-discovery-sender enable
set ipv4-start-ip 18.11.11.18
set ipvd-end-ip 10.11.11.280
set ipvd-netmask 255.255.255.0
set unity-support disable
set psksecret ENC Sbl0igpvIFFYSpRZ/hyxQVUXvONZm7uqltD9v+BViPd+7RNizmUAIZ INn@zbsxq7OF

1¥kPLkxaNwIo7VLIipkye1xt84NAWETmS | Taaf1dM1/phYvBI3hzUByXq==

next
end

# show vpn ipsec phase2-interface To_SASE
config vpn ipsec phase2-interface
edit “To_SASE"
set phaseiname “To_SASE"
set proposal aes128-shal aes256-shal aes12B-sha256 ae -MI qq1m TET
set comments "VPN: To_SASE (Created by VPN wizard)~ ﬁ:_: .
next
end



BGP protocol configuration

oot gl ddutér Lgp
set as 650€1
set router-id 18.1.8.254
config neighbor
edit “18.10.1.3"
set advertisement-interval 1
set ebgp-enforce-multihop enable
set link-down-failover enable
set remote-as 55807
set route-reflector-client enable
next

end
config neighbor-group
edit “To_SASE’
set capability-graceful-restart enable
set link-down-failover enable
set next-hop<self £nable
set interface "To_SASE™
set remote-as 55001
set additional-path both
Ep set adv-additional-path 4
get route-reflector-client enable
next
end
config neighbor-range
edit 1
set prefix 10.11.11.0 255.255.255.0
set neighbor-group “To_SASC”
next
end
config network
edit 1
set prefix 18.196.198.8 255.255.255.8
next
end

A FortiSASE administrator is trying to configure FortiSASE as a spoke to a FortiGate hub. The VPN tunnel does not establish
Based on the provided configuration, what configuration needs to be modified to bring the tunnel up?

A. The hub needs IKEV2 enabled in the IPsec phase 1 settings.

B. FortiSASE spoke devices do not support mode config.

C. The BGP router ID needs to match on the hub and FortiSASE.
D. NAT needs to be enabled in the Spoke-to-Hub firewall policy.
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