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HR #23
How are the configurations synchronized between two FortiGate VMs in an active-passive HA with SDN connector failover
deployed fromthe Azure marketplace?

e A. By configuring FGSP on the primary

¢ B. Using system autoscaling during a failover

e (. Using unicast FGCP

¢ D. An Azure function distributes the configuration files
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IEf: C

R -

In anactive-passive HA deploymentof FortiGate VMs in Azure using the Marketplace template, configuration synchronization is
handled viaunicast FortiGate Clustering Protocol (FGCP). FGCP allows the primary unit to replicate its configuration and session
information to the secondary unit, ensuring seamless failover.

HA #24
What is a limitation of the Network Security Groups (NSGs) in Azure?

A. NSGs cannot be applied to individual virtual machines.

B. NSGs are applied only to vNICs.

C. NSGs allow the filtering of inbound traffic only.

D. NSGs operate at the application layer, limiting their effectiveness in the network layer.

Ef#: B

A -

Alimitation of NSGsis that they are applied only at thesubnet level or to network interfaces (VNICs), not directly to other resources
like load balancers or application gateways. This meansgranular application- layer filteringis not supported, andNSGs primarily
operate at Layers 3 and 4.

HP #25
What are two characteristics of Azure standard public [P addresses? (Choose two.)

A. They support the use of availability zones

B. They can be dynamic or static

C. They can be used with load balancers of any SKU

D. They require the configuration of NSGs for mbound traffic

IEf#: A. B

fiR .-

They support the use of availability zones - Standard public IP addresses are zone-redundant and support availability zone
deployments for high availability.

They can be dynamic or static - Azure standard public IPs can be configured as static or dynamic, offering flexibility based on
deployment needs.

E Y #26

Your organization is planning to deploy FortiWeb in Azure to provide a web application security solution to its web servers. One of
the requirements is to have granular control of the number of vVCPUs and memory assigned to this resource.

Which cloud model could meet this requirement?

A. Function-as-a-Service (FaaS)
B. Software-as-a-Service (SaaS)
C. Infrastructure-as-a-Service (IaaS)
D. Platform-as-a-Service (PaaS)

IEf: C

At :

Infrastructure-as-a- Service (IaaS)allows you to deploy FortiWeb as a virtual machine in Azure, giving you granular control over
vCPU and memory allocation. This model provides full flexibility over the compute resources and network configuration, which is
essential for deploying and scaling security appliances like FortiWeb.

B #27



You are deploying a site-to-site [Psec VPN connection between your on-premise subnet and your Azure VNets.
‘What is the most important advantage for using FortiGate at both ends of the tunnel?

A. Tt minimizes the need for encryption in transit

B. It provides consistent security policies and configurations

C. It reduces the need for troubleshooting due to FortiGate automatic configuration
D. It allows scaling based on performance and capacity requirements

IEf#: B

TR

UsingFortiGate at both endsof a site-to-site IPsec VPN tunnel provides the advantage of applyingconsistent security policies,
configurations, and management toolsacross both the on-premises and Azure environments. This simplifies policy enforcement,
improves operational efficiency, and ensures uniform threat protection.
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