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Questions (Q15-Q20):
NEW QUESTION # 15 
Which option in the BIG-IP Configuration utility is used to configure the system's routes?

A. System > Network > Routes
B. Local Traffic > Routes
C. Traffic Management > Routes
D. System > Network > VLANs

Answer: A

Explanation:
Routing settings for the BIG-IP system can be configured under System > Network > Routes in the Configuration utility.

NEW QUESTION # 16 
Which two items demonstrate thecreation of a new volumefor software images?
(Choose two.)

A. Using the GUI, go toSystem > Disk Management, selectNew Volume. In the pop-up window, type the name or number
of the new volume and clickApply.
B. tmsh install sys software image /shared/images/BIGIP-<version>.iso volume HD1.5 create-volume
C. tmsh install software image /shared/images/BIGIP-<version>.iso volume HD1.5 create-volume
D. Using the GUI, go toSystem > Software Management > Available Images > Install, and in the Install Software Image pop-
up window, type the new volume name or number and clickInstall.
E. tmsh install /sys software image BIGIP-<version>.iso volume HD1.5 create-volume

Answer: A,C

Explanation:
In BIG-IP, software images are installed onboot volumes(for example, HD1.1, HD1.2, HD1.3, etc.).
To install software on anew volume, the administrator must instruct the system to create a new boot location before installation.
There are two correct ways to create a new volume:
A). tmsh command (with correct syntax)
tmsh install software image /shared/images/BIGIP-<version>.iso volume HD1.5 create-volume This syntax correctly includes:
* install software image
* full path to ISO (/shared/images/...)
* volume name (HD1.5)
* create-volumekeyword
This instructs BIG-IP to create the new boot volume as part of the installation.
C). Using the GUI # System > Disk Management
From the Disk Management menu, the administrator can:
* Select "New Volume"
* Enter the volume identifier (e.g., HD1.5)
* Apply changes
This GUI method is officially supported and explicitly creates a new boot volume before installing the software.
Why the other options are incorrect:
B). Incorrect tmsh syntax
* Missing /shared/images/ path
* Incorrect command structure
D). Incorrect command structure
* Missing required keywords and correct command hierarchy
E). Software Management # Install does NOT create volumes
* This installs to anexistingvolume only
* The GUI install dialog does not create new boot volumes
Thus, onlyOption AandOption Cproperly create a new software volume.

NEW QUESTION # 17 



What is the primary function of the Traffic Management Operating System (TMOS) in F5 BIG-IP?

A. It provides the hardware resources for the system
B. It is responsible for system management and operations
C. It allows for traffic routing between the Internet and data center
D. It encrypts data between servers

Answer: B

Explanation:
TMOS is the core operating system that powers F5 BIG-IP, managing traffic, security, and system functions.

NEW QUESTION # 18 
A BIG-IP Administrator discovers malicious brute-force attempts to access the BIG-IP device on the management interface via
SSH.
The administrator needs to restrict SSH access to the management interface.
Where should this be accomplished?

A. Network > Self IPs
B. System > Configuration
C. Network > Interfaces
D. System > Platform

Answer: B

Explanation:
The BIG-IP management interface (MGMT port) is controlled through System settings, not through the Network menu.
SSH access on the management interface is configured here:
System -> Configuration -> Device -> General -> SSH Access / SSH IP Allow This section allows the administrator to:
Enable or disable SSH service
Restrict SSH access to specific IP addresses or subnets
Apply security policies to the management interface

NEW QUESTION # 19 
The BIG-IP Administrator wants to manage the newly built F5 system through anin-band Self-IP.
The administrator has configured a VLAN and Self-IP and can ping the IP from their workstation, but cannot access the system
viaSSHorHTTPS.
Whatport lockdownsettings should the BIG-IP Administrator use to allow management access on the Self-IP?
(Choose two.)

A. The Self-IP port lockdown behavior could be adjusted toAllow Default
B. The Self-IP port lockdown behavior could be adjusted toAllow Management
C. The Self-IP port lockdown behavior could be adjusted toAllow Mgmt
D. The Self-IP port lockdown behavior could be adjusted toAllow All

Answer: B,C

Explanation:
Self-IPs include a security feature calledPort Lockdown, which restricts which services respond on that Self- IP.
By default, Self-IPs block management access (SSH and HTTPS/TMUI), meaning an administrator cannot manage the device
through in-band Self-IPs unless explicitly allowed.
Allow Mgmt / Allow Management
These settings enable only the management services required for administrative access, specifically:
* SSH (22)
* HTTPS/TMUI (443)
These options allow secure administration without opening unnecessary ports.
Why these are correct:
* They provide only the essential access for management.
* They follow F5 security best practices when using in-band admin access.



* They donotexpose all services, reducing the attack surface.
Why the other options are incorrect:
A). Allow Default
* This allows only a minimal set of system-required ports (e.g., failover, config sync), not SSH or HTTPS.
* Administrator access would still fail.
B). Allow All
* Opens all ports on the Self-IP, which isnot secure.
* Exposes services that should remain restricted.
Therefore,Allow Mgmt / Allow Managementare the correct choices.

NEW QUESTION # 20
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