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60. Frage 
A Portworx administrator wants to control which nodes will host a KVDB installation.
What steps must an administrator take to ensure that KVDB installs on NODE01, NODE03, and NODE05?
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A. Label NODE01, NODE03, and NODE05 with 'px1/metadata-node=true' prior to installation.
B. It is not possible to configure the location of the KVDB prior to installation.
C. Change the following in the 'StorageCluster' spec prior to installation:
spec:
kvdb:
selector:
matchNodeName:
- NODE01
- NODE03
- NODE05

Antwort: C

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
Portworx provides a mechanism to control KVDB pod placement through the kvdb.selector.matchNodeName field in the
StorageCluster Custom Resource Definition (CRD). This allows administrators to explicitly specify node names where KVDB pods
will be deployed. By setting this selector to include NODE01, NODE03, and NODE05, KVDB pods will run exclusively on these
nodes, ensuring better control of quorum, fault tolerance, and performance. Node labeling alone is insufficient unless the labels are
properly referenced in the spec, making direct node name matching the most straightforward and reliable method. This configuration
must be done prior to cluster installation to ensure proper pod placement. Official Portworx documentation on cluster deployment
and KVDB configuration confirms this method as the recommended best practice for managing KVDB nodes, critical for
maintaining database availability and consistency within the Portworx cluster【Pure Storage Portworx Install Guide source】.

61. Frage 
What is a built-in role in Portworx's RBAC model?

A. storage.manager
B. storage.admin
C. system.admin

Antwort: C

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
Portworx implements Role-Based Access Control (RBAC) to secure management operations within the cluster. One of the key
built-in roles is system.admin, which has full administrative privileges across Portworx resources. This role allows users to manage
storage nodes, volumes, snapshots, backups, and cluster-wide settings. The system.admin role is typically assigned to trusted cluster
operators or administrators responsible for cluster maintenance and configuration. Other roles like storage.manager or storage.admin
are not standard built-in roles in Portworx RBAC but may be custom roles defined in some environments. The official Portworx
security and RBAC documentation details system.admin as the comprehensive administrative role with full cluster management
capabilities, critical for secure operations and delegation of responsibilities【Pure Storage Portworx Security Guide source】.

62. Frage 
A Portworx administrator wants to enable security without guest access on a new storage cluster using the Portworx Kubernetes
operator.
What configuration items should be added to the StorageCluster configuration ?

A. spec:
security: 'Enabled'
B. spec:
security:
enabled: true
auth:
guestAccess: false
C. spec:
security:
enabled: true
auth:



guestAccess: 'Disabled'

Antwort: B

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
Enabling security in Portworx without allowing guest access involves explicitly setting both enabled: true under the security section
and guestAccess: false within the auth subsection of the StorageCluster spec. This configuration activates Portworx security features,
enforcing authentication and encryption while preventing unauthenticated (guest) access to volumes. The guestAccess flag controls
whether clients without valid credentials can access storage resources; setting it to false tightens security by requiring all access to be
authenticated. This declarative setup is managed via the Kubernetes operator, ensuring consistent enforcement across cluster restarts
and upgrades. Portworx's security documentation stresses this dual setting to harden clusters against unauthorized access while
maintaining operational capabilities for authorized users, aligning with enterprise security policies and compliance standards【Pure
Storage Portworx Security Guide source】.

63. Frage 
What is the minimum kernel needed for Portworx?

A. Kernel version 4.15 or greater
B. Kernel version 3.10 or greater
C. Portworx works with any kernel

Antwort: B

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
Portworx requires a minimum Linux kernel version of 3.10 or greater to operate properly. This requirement stems from Portworx's
dependencies on certain kernel features and modules that became standard from kernel version 3.10 onwards. The kernel version
affects support for device-mapper, overlay filesystems, network stack enhancements, and other low-level capabilities essential for
Portworx's block storage functionality and performance. Although newer kernels (like 4.15+) offer additional features and
improvements, Portworx maintains compatibility back to 3.10 to support a wide range of enterprise Linux distributions such as
RHEL, CentOS, and Ubuntu LTS releases. The official Portworx system requirements document explicitly states kernel 3.10 as the
minimum supported version to ensure stability and compatibility in production environments【Pure Storage Portworx System
Requirements source】.

64. Frage 
What are the three severity levels for Portworx alerts?

A. INFO, WARNING, CRITICAL
B. INFO, WARNING, ERROR
C. INFO, WARNING, ALARM

Antwort: A

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
Portworx classifies alerts into three main severity levels to help administrators prioritize response actions. These levels are INFO,
WARNING, and CRITICAL. INFO alerts provide informational messages about non-critical events, such as configuration changes
or normal operational milestones. WARNING alerts indicate potential issues that could impact performance or availability if left
unaddressed, such as increased latency or approaching capacity limits. CRITICAL alerts signal severe problems requiring immediate
attention, such as node failures or data corruption risks. This severity categorization supports effective alert management and
escalation policies, allowing operational teams to focus on high-impact issues first. The Portworx observability and alerting guide
explains these levels in detail and recommends integrating alerts with external monitoring systems for centralized management【Pure
Storage Portworx Alerting Guide source】.

65. Frage
......
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