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A Cortex XSOAR customer has a phishing use case in which a playbook has been implemented with one of the steps blocking a
malicious URL found in an email reported by one of the users.
‘What would be the appropriate next step in the playbook?

A. Email the CISO to advise that malicious email was found.
B. Disable the user's email account.

C. Email the user to confirm the reported email was phishing,
D. Change the user's password.

Antwort: C

Begrindung;
Reference: hitpsy//www.paloaltonetworks.com/blog/security-operations/playbook-of-the-week-phishing-for- trouble-with-cortex-
xsoar/

150. Frage

A customer has purchased Cortex XSOAR and has a need to rapidly stand up the product in their environment. The customer has
stated that their internal staff are currently occupied with other projects.

Which Palo Alto Networks service offering should be recommended to the customer?

A. Fast-Track
B. QuickStart

C. Onboardinq
D. Deployment

Antwort: B

Begrindung;

The QuickStart service offering is designed for customers who need to rapidly deploy a solution like Cortex XSOAR. It provides a
streamlined process for setting up the product, which is ideal for customers who have limited availability of internal resources due to
other projects. QuickStart allows for a faster and more efficient implementation.

151. Frage
What is used to display only file entries in a War Room?

A. incident files section in layout builder
B. files and attachments filters

C. files from War Room CLI WW

D. /files from War Room CLI

Antwort: B

Begriindung;
Reference: https:/live.paloaltonetworks.comtS/cortex-xsoar-discussions/war-room-view- full-content-in-a- new-tab-output-in-
column-instead/td-p/386104

152. Frage
A customer has purchased Cortex XDR and requires phone support for the product.
Which Palo Alto Networks offering would fulfill this need?

A. Premium Success
B. Diamond Success
C. Platinum Success
D. Standard Success

Antwort: A

Begriindung;



Premium Success is the offering from Palo Alto Networks that provides phone support for customers who have purchased Cortex
XDR. This service includes access to technical support for critical issues and offers enhanced services to ensure smooth product
usage and problem resolution.

153. Frage

An adversary attempts to communicate with malware running on a network in order to control malware activities or to exfiltrate data
from the network.

Which Cortex XDR Analytics alert will this activity most likely trigger?

A. DNS Tunneling

B. uncommon local scheduled task creation
C. new administrative behavior

D. malware

Antwort: A

Begrindung;
Reference: hitps//www.boll.clvdatasheets/Cortex XDR for Network Traffic Analysis.pdf
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