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AWS services and one year of experience with DevOps practices before attempting the certification exam.

Amazon AWS Certified DevOps Engineer - Professional Sample Questions
(Q291-Q296):

NEW QUESTION # 291

A company has configured an Amazon S3 event source on an AWS Lambda function The company needs the Lambda finction to
run when a new object is created or an existing object IS modified In a particular S3 bucket The Lambda finction will use the S3
bucket name and the S3 object key of the incoming event to read the contents of the created or modified S3 object The Lambda
function will parse the contents and save the parsed contents to an Amazon DynamoDB table.

The Lambda function's execution role has permissions to read from the S3 bucket and to write to the DynamoDB table, During
testing, a DevOps engineer discovers that the Lambda function does not run when objects are added to the S3 bucket or when
existing objects are modified.

‘Which solution will resolve this problem?

¢ A Increase the memory of the Lambda function to give the finction the ability to process large files from the S3 bucket.

¢ B. Configure an Amazon Simple Queue Service (Amazon SQS) queue as an OnFailure destination for the Lambda function

e (. Create a resource policy on the Lambda function to grant Amazon S3 the permission to invoke the Lambda function for
the S3 bucket

¢ D. Provision space in the /tmp folder of the Lambda finction to give the finction the ability to process large files from the S3
bucket

Answer: C

Explanation:

Explanation

Option A is incorrect because increasing the memory of the Lambda function does not address the root cause of the problem, which
is that the Lambda function is not triggered by the S3 event source.

Increasing the memory of the Lambda finction might improve its performance or reduce its execution time, but it does not affect its
invocation. Moreover, increasing the memory of the Lambda function might incur higher costs, as Lambda charges based on the
amount of memory allocated to the finction.

Option B is correct because creating a resource policy on the Lambda function to grant Amazon S3 the permission to invoke the
Lambda function for the S3 bucket is a necessary step to configure an S3 event source. A resource policy is a JSON document that
defines who can access a Lambda resource and under what conditions. By granting Amazon S3 permission to invoke the Lambda
function, the company ensures that the Lambda finction runs when a new object is created or an existing object is modified in the S3
bucketl.

Option C is incorrect because configuring an Amazon Simple Queue Service (Amazon SQS) queue as an On-Failure destination for
the Lambda fumction does not help with triggering the Lambda function.

An On-Failure destination is a feature that allows Lambda to send events to another service, such as SQS or Amazon Sinple
Notification Service (Amazon SNS), when a finction mvocation fails.

However, this feature only applies to asynchronous invocations, and S3 event sources use synchronous invocations. Therefore,
configuring an SQS queue as an On-Failure destination would have no effect on the problem.

Option D is incorrect because provisioning space in the /tmp folder of the Lambda function does not address the root cause of the
problem, which is that the Lambda function is not triggered by the S3 event source. Provisioning space in the /tmp folder of the
Lambda function might help with processing large files from the S3 bucket, as it provides temporary storage for up to 512 MB of
data. However, it does not affect the invocation of the Lambda function.

References:

Using AWS Lambda with Amazon S3

Lambda resource access permissions

AWS Lambda destinations

[AWS Lambda file system]

NEW QUESTION # 292

A software team is using AWS CodePipeline to automate its Java application release pipeline The pipeline consists of a source
stage, then a build stage, and then a deploy stage. Each stage contains a single action that has a runOrder value of 1.

The team wants to integrate unit tests into the existing release pipeline. The team needs a solution that deploys only the code changes
that pass all unit tests.

‘Which solution will meet these requirements?



A. Modify the build stage. Add a test action that has a runOrder value of 1. Use AWS CodeDeploy as the action provider to
un unit tests.

B. Modify the build stage Add a test action that has a runOrder value of 2 Use AWS CodeBuild as the action provider to run
unit tests

C. Modify the deploy stage Add a test action that has a runOrder value of 1 Use AWS CodeDeploy as the action provider to
un unit tests

D. Modify the deploy stage Add a test action that has a runOrder value of 2 Use AWS CodeBuild as the action provider to
un unit tests

Answer: B

Explanation:

* Modify the Build Stage to Add a Test Action with a RunOrder Value of 2:

The build stage in AWS CodePipeline can have multiple actions. By adding a test action with a runOrder value of 2, the test action
will execute after the initial build action completes.

* Use AWS CodeBuild as the Action Provider to Run Unit Tests:

AWS CodeBuild is a fully managed build service that compiles source code, runs tests, and produces software packages.

Using CodeBuild to run unit tests ensures that the tests are executed in a controlled environment and that only the code changes that
pass the unit tests proceed to the deploy stage.

Example configuration in CodePipeline:

{

"name"; "BuildStage",

"actions" [

{

"name": "Build",

"actionTypeld": {

"category": "Build",

"owner": "AWS",

"provider": "CodeBuild",

"version™ "1"

5>
"runOrder™ 1

5>

{

"name": ""Test",
"actionTypeld": {
"category': "Test",
"owner": "AWS",
"provider": "CodeBuild",
"version™ "1"

5,
"runOrder™ 2

}

]

}

By integrating the unit tests into the build stage and ensuring they run after the build process, the pipeline guarantees that only code
changes passing all unit tests are deployed.

Reference:

AWS CodePipeline

AWS CodeBuild

Using CodeBuild with CodePipeline

NEW QUESTION # 293

A production account has a requirement that any Amazon EC2 instance that has been logged in to manually must be terminated
within 24 hours. All applications in the production account are using Auto Scaling groups with the Amazon CloudWatch Logs agent
configured.

How can this process be autormated?

e A Create an Amazon CloudWatch alarm that will be invoked by the login event. Send the notification to an Amazon Simple
Notification Service (Amazon SNS) topic that the operations team is subscribed to, and have them terminate the EC2



mstance within 24 hours.

¢ B. Create a CloudWatch Logs subscription to an AWS Step Functions application. Configure an AWS Lambda finction to
add a tag to the EC2 instance that produced the login event and mark the instance to be decommissioned. Create an Amazon
EventBridge rule to invoke a second Lambda finction once a day that will terminate all instances with this tag,

¢ (. Create a CloudWatch Logs subscription to an AWS Lambda function. Configure the function to add a tag to the EC2
instance that produced the login event and mark the instance to be decommissioned. Create an Amazon EventBridge rule to
invoke a daily Lambda function that terminates all instances with this tag,

¢ D. Create an Amazon CloudWatch alarm that will be invoked by the login event. Configure the alarm to send to an Amazon
Simple Queue Service (Amazon SQS) queue. Use a group of worker instances to process messages from the queue, which
then schedules an Amazon EventBridge rule to be nvoked.

Answer: C

NEW QUESTION # 294

A company's application uses a fleet of Amazon EC2 On-Demand Instances to analyze and process data. The EC2 instances are in
an Auto Scaling group. The Auto Scaling group is a target group for an Application Load Balancer (ALB). The application analyzes
critical data that cannot tolerate interruption. The application also analyzes noncritical data that can withstand interruption.

The critical data analysis requires quick scalability in response to real-time application demand. The noncritical data analysis involves
memory consumption. A DevOps engineer must implement a solution that reduces scale-out latency for the critical data. The solution
also must process the noncritical data.

‘Which combination of steps will meet these requirements? (Select TWO.)

¢ A For the noncritical data, create a second Auto Scaling group that uses a launch template. Configure the launch template to
install the unified Amazon CloudWatch agent and to configure the CloudWatch agent with a custom memory utilization metric.
Use Spot Instances. Add the new Auto Scaling group as the target group for the ALB. Modify the application to use two
target groups for critical data and noncritical data.

¢ B. For the critical data, modify the existing Auto Scaling group. Create a warm pool instance in the stopped state. Define the
warm pool size. Create a new version of the launch template that has detailed monitoring enabled. Use On-Demand
Instances.

¢ C. For the noncritical data, create a second Auto Scaling group. Choose the predefined memory utilization metric type for the
target tracking scaling policy. Use Spot Instances. Add the new Auto Scaling group as the target group for the ALB. Modify
the application to use two target groups for critical data and noncritical data.

¢ D. For the critical data. modify the existing Auto Scaling group. Create a lifecycle hook to ensure that bootstrap scripts are
completed successfully. Ensure that the application on the instances is ready to accept traffic before the instances are
registered. Create a new version of the launch template that has detailed monitoring enabled.

¢ E. For the critical data, modify the existing Auto Scaling group. Create a warm pool instance in the stopped state. Define the
warm pool size. Create a new version of the launch template that has detailed monitoring enabled. use Spot Instances.

Answer: A,B

Explanation:

Explanation

For the critical data, using a warm pooll can reduce the scale-out latency by having pre-initialized EC2 mstances ready to serve the
application traffic. Using On-Demand Instances can ensure that the instances are always available and not interrupted by Spot
interruptions2.

For the noncritical data, using a second Auto Scaling group with Spot Instances can reduce the cost and leverage the unused
capacity of EC23. Using a launch template with the CloudWatch agent4 can enable the collection of memory utilization metrics,
which can be used to scale the group based on the memory demand. Adding the second group as a target group for the ALB and
modifying the application to use two target groups can enable routing the traffic based on the data type.

References: 1: Warm pools for Amazon EC2 Auto Scaling 2: Amazon EC2 On-Demand Capacity Reservations 3: Amazon EC2
Spot Instances 4: Metrics collected by the CloudWatch agent

NEW QUESTION # 295

A company has a new AWS account that teams will use to deploy various applications. The teams will create many Amazon S3
buckets for application- specific purposes and to store AWS CloudTrail logs. The company has enabled Amazon Macie for the
account.

A DevOps engineer needs to optimize the Macie costs for the account without compromising the account's fnctionality.

‘Which solutions will meet these requirements? (Select TWO.)



A. Configure discovery jobs to include S3 objects that are tagged as production only.
B. Configure scheduled daily discovery jobs for all S3 buckets in the account.

C. Configure discovery jobs to include S3 objects based on the last modified criterion.
D. Exclude S3 buckets that have public read access from automated discovery.

E. Exclude S3 buckets that contain CloudTrail logs from automated discovery.

Answer: C,E

Explanation:

Explanation

To optimize the Macie costs for the account without compromising the account's finctionality, the DevOps engineer needs to
exclude S3 buckets that do not contain sensitive data from automated discovery. S3 buckets that contain CloudTrail logs are
unlikely to have sensitive data, and Macie charges for scanning and monitoring data in S3 buckets. Therefore, excluding S3 buckets
that contain CloudTrail logs from automated discovery can reduce Macie costs. Similarly, configuring discovery jobs to include S3
objects based on the last modified criterion can also reduce Macie costs, as it will only scan and monitor new or updated objects,
rather than all objects in the bucket.

NEW QUESTION # 296
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