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NEW QUESTION # 16 
An OT architect has deployed a Layer 2 switch in the OT network at Level 1 the Purdue model-process control. The purpose of
the Layer 2 switch is to segment traffic between PLC1 and PLC2 with two VLANs.
All the traffic between PLC1 and PLC2 must first flow through the Layer 2 switch and then through the FortiGate device in the
Level 2 supervisory control network.
What statement about the traffic between PLC1 and PLC2 is true?

A. The Layer 2 switch rewrites VLAN tags before sending traffic to the FortiGate device.
B. The Layer 2 switches routes any traffic to the FortiGate device through an Ethernet link.
C. PLC1 and PLC2 traffic must flow through the Layer-2 switch trunk link to the FortiGate device.
D. In order to communicate, PLC1 must be in the same VLAN as PLC2.

Answer: C

Explanation:
The statement that is true about the traffic between PLC1 and PLC2 is that PLC1 and PLC2 traffic must flow through the Layer-2
switch trunk link to the FortiGate device.

NEW QUESTION # 17 
Refer to the exhibit. An OT architect has implemented a Modbus TCP with a simulation server Conpot to identify and control the
Modus traffic in the OT network. The FortiGate-Edge device is configured with a software switch interface ssw-01.
Based on the topology shown in the exhibit, which two statements about the successful simulation of traffic between client and server
are true? (Choose two.)

A. NAT is disabled in the FortiGate firewall policy from port3 to ssw-01.
B. Port5 is not a member of the software switch.
C. The FortiGate-Edge device must be in NAT mode.
D. The FortiGate devices is in offline IDS mode.

Answer: A,C

NEW QUESTION # 18 
Which statement is correct about processing matched rogue devices by FortiNAC?

A. FortiNAC remembers the match ng rule of the rogue device
B. FortiNAC cannot revalidate matched devices.
C. FortiNAC matches the rogue device with only one device profiling rule.
D. FortiNAC disables matching rule of previously-profiled rogue devices.

Answer: C



NEW QUESTION # 19 
The OT network analyst run different level of reports to quickly explore failures that could put the network at risk. Such reports can
be about device performance. Which FortiSIEM reporting method helps to identify device failures?

A. Device inventory reports
B. Business service reports
C. CMDB operational reports
D. Active dependent rules reports

Answer: C

NEW QUESTION # 20 
Refer to the exhibit.

Based on the topology designed by the OT architect, which two statements about implementing OT security are true? (Choose two.)

A. Micro-segmentation can be achieved only by replacing FortiGate-3 and FortiGate-4 with a pair of FortiSwitch devices.
B. FortiGate-3 and FortiGate-4 devices must be in a transparent mode.
C. IT and OT networks are separated by segmentation.
D. Firewall policies should be configured on FortiGate-3 and FortiGate-4 with industrial protocol sensors.

Answer: C,D

NEW QUESTION # 21
......
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