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R #150
What CANNOT be effectively enforced using an API policy in Anypoint Platform?

A. Logging HTTP requests and responses

B. Guarding against Denial of Service attacks

C. Backend system overloading

D. Maintaining tamper-proof credentials between APIs

EX: B
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Correct Answe 1: Guarding against Denial of Service attacks
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>> Backend system overloading can be handled by enforcing "Spike Control Policy"

>> Logging HTTP requests and responses can be done by enforcing "Message Logging Policy”

>> Credentials can be tamper-proofed using "Security" and "Compliance" Policies However, unfortunately, there is no proper way
currently on Anypoint Platform to guard against DOS attacks.

i =8 #151

An organization has several APIs that accept JSON data over HTTP POST. The APIs are all publicly available and are associated
with several mobile applications and web applications.

The organization does NOT want to use any authentication or compliance policies for these APIs, but at the same time, is worried
that some bad actor could send payloads that could somehow compromise the applications or servers running the API
implementations.

What out-of-the-box Anypoint Platform policy can address exposure to this threat?

A. Shut out bad actors by using HTTPS mutual authentication for all API invocations

B. Apply a JSON threat protection policy to all APIs to detect potential threat vectors

C. Apply a Header mjection and removal policy that detects the malicious data before it is used
D. Apply an IP blacklist policy to all APIs; the blacklist will Include all bad actors

Z#: B
fR R A«
Correct Answe 1: Apply a JSON threat protection policy to all APIs to detect potential threat vectors
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>> Usually, if the APIs are designed and developed for specific consumers (known consumers/customers) then we would IP
Whitelist the same to ensure that traffic only comes from them

>> However, as this scenario states that the APIs are publicly available and being used by so many mobile and web applications, it
is NOT possible to identify and blacklist all possible bad actors.

>> So, JSON threat protection policy is the best chance to prevent any bad JSON payloads from such bad actors.

P& #152

A Platinum customer uses the U.S. control plane and deploys applications to CloudHub in Singapore with a default log
configuration.

The compliance officer asks where the logs and monitoring data reside?

A. Logs are held in:Singapore and monitoring data is held in the United States
B. Logs and monitoring data are held in Singapore

C. Logs and monitoring data are held in the United States

D. Logs are held in the United States and monitoring data is held in Singapore

ER: C
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For applications deployed on CloudHub in a foreign region (e.g., Singapore), MuleSoft handles log and monitoring data in the region
where the control plane resides. This data storage policy is standard for CloudHub deployments to maintain centralized log and
monitoring data.

Data Location:

For a U.S.-based control plane, all logs and monitoring data are stored in the United States, regardless of the deployment region.
Although the application itself runs in Singapore, data related to application performance and logs is not localized to the deployment
region.

of Correct Answer (B):

Since the control plane is based in the United States, all operational data like logs and monitoring will also be stored there, ensuring
compliance with MuleSoft's data handling policies.

of Incorrect Options:

Option A and D are incorrect because MuleSoft does not store logs or monitoring data in the application deployment region when
the control plane is located in the United States.

Option C suggests mixed storage, which does not align with MuleSoft's data policy structure.



Reference
For details on data residency in CloudHub deployments, refer to MuleSoft's documentation on CloudHub control planes and data
handling policies.
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An existing Quoting API is defined in RAML and used by REST clients for interacting with the quoting engine. Currently there is a
resource defined in the RAML that allows the creation of quotes; however, a new requirement was just received to allow for the
updating of existing quotes.

Which two actions need to be taken to facilitate this change so it can be processed?

Choose 2 answers

A. Update the API implementation to accommodate the new update request

B. Update the RAML with new method details for the update request

C. Deprecate existing versions of the API in Exchange

D. Remove the old client applications and create new client applications to account for the changes
E. Add a new API policy to API Manager to allow access to the updated endpoint

ZR: AB
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To accommodate the new requirement of allowing updates to existing quotes, the following actions should be taken:

Update the RAML Definition (Option C):

The RAML specification defines the structure and behavior of the API. Adding a new method (such as PUT or PATCH) for
updating quotes requires modifying the RAML to include this new endpoint. This ensures the API specification is up-to-date and
accurately reflects the new functionality.

Update the API Implementation (Option A):

Once the RAML is updated, the backend API implementation must also be modified to handle the new update requests. This could
mnvolve adding logic to process and validate update requests, connect to necessary backend resources, and apply the changes to
existing quotes.

of Incorrect Options:

Option B (removing and creating new clients) is unnecessary; client applications can remain as they are, with no need for complete
replacement.

Option D (deprecating existing versions) may not be required if backward compatibility is maintained.

Option E (adding a new policy) does not facilitate finctional changes and is unrelated to implementing the update feature.

Reference

For more details on updating RAML definitions and API implementations, refer to MuleSoft's API Design documentation on RAML
and RESTful API practices.

FIRE #154

A company has created a successful enterprise data model (EDM). The company is committed to building an application network
by adopting modern APIs as a core enabler of the company's IT operating model. At what API tiers (experience, process, system)
should the company require reusing the EDM when designing modern API data models?

A. At the experience and system tiers

B. At the experience and process tiers

C. At the process and system tiers

D. At the experience, process, and system tiers

ZER: C
fRRER A :

Correct Answe r: At the process and system tiers
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>> Experience Layer APIs are modeled and designed exclusively for the end user's experience. So, the data models of experience
layer vary based on the nature and type of such API consumer. For example, Mobile consumers will need light-weight data models
to transfer with ease on the wire, where as web-based consumers will need detailed data models to render most of the info on web
pages, so on. So, enterprise data models fit for the purpose of canonical models but not of good use for experience APIs.

>> That is why, EDMs should be used extensively in process and system tiers but NOT in experience tier.
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