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Answer: B,C,D.H
Explanation:

According to ISO 19011:2018, which provides guidelines for auditing management systems, clause 6.7 requires the audit team
leader to conduct a follow-up audit to verify the implementation and effectiveness of the corrective actions taken by the auditee in
response to the nonconformities identified during a previous audit1. The follow-up audit should be conducted in accordance with the
same principles and processes as the initial audit, and should result in a conclusion on the status of the nonconformities and any
remaining issues 1. Therefore, when conducting a follow-up audit, an ISMS auditor should consider the following actions:
Recommend that the outstanding minor nonconformity is dealt with at the next surveillance audit: This action is appropriate because it
reflects the fact that the auditee has cleared most of the nonconformities, including the major one, and only one minor nonconformity
remains outstanding. A minor nonconformity is defined as a failure to achieve one or more requirerments of ISO/IEC 27001:2022 or
a situation which raises significant doubt about the ability of an ISMS process to achieve its intended output, but does not affect its
overall effectiveness or conformity2. Therefore, this finding does not prevent or preclude the continuation of certification, as long as it
is addressed by appropriate corrective actions within a reasonable time frame. The auditor should recommend that the outstanding
mmnor nonconformity is dealt with at the next surveillance audit, which is a regular audit conducted by the certification body to
confirm the ongoing conformity and effectiveness of an ISMS3.

Agree with the auditee/audit client how the remaining nonconformity will be cleared, by when, and how its clearance will be verified:
This action is appropriate because it reflects the fact that the auditee has demonstrated commitment and capability to implement
corrective actions for the nonconformities identified during the previous audit. The auditor should agree with the auditee/audit client
on a realistic, achievable, and effective corrective action plan for the remaining nonconformity, including a clear deadline and
verification method. The auditor should also document this agreement i the follow-up audit reportl.

Advise the individual managing the audit programme of any decision taken regarding the outstanding nonconformity: This action is
appropriate because it reflects the fact that the auditor has followed a systematic and consistent approach to conducting and
reporting the follow-up audit. The auditor should advise the individual managing the audit programme of any decision taken regarding
the outstanding nonconformity, such as recommending its closure at the next surveillance audit or agreeing on a corrective action plan
with the auditee/audit client. The auditor should also provide sufficient information and evidence to support their decisionl.

Close the follow-up audit as the organisation has demonstrated it is committed to clearing the nonconformities raised: This action is
appropriate because it reflects the fact that the organisation has achieved satisfactory results in the follow-up audit. The auditor
should close the follow-up audit as the organisation has demonstrated it is committed to clearing the nonconformities raised by
implementing effective corrective actions for most of them and agreeing on a plan for the remaining one. The auditor should also
communicate the follow-up audit conclusion to the auditee/audit client and other relevant parties1.
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Answer: D

Explanation:

The best action to take in this scenario is to determine whether any additional effective arrangements are in place to verify individual
access to secure areas, such as CCTV. This action is consistent with the audit principle of evidence-based approach, which requires
the auditor to obtain sufficient and appropriate audit evidence to support the audit findings and conclusions1. By verifying the
existence and effectiveness of other security controls, the auditor can assess the extent and impact of the nonconformity observed,
and determine the appropriate audit finding and recommendation.

The other options are not the best actions to take in this scenario, because they are either premature or inappropriate. For example:
*Option A is inappropriate, because it is not the auditor's role to suggest specific solutions or improvements to the auditee, but rather
to report the audit findings and recommendations based on the audit criteria and objectives2. A large sign in reception may not be an
effective or feasible solution to address the issue of tailgating, and it may not reflect the root cause of the problem

*Option C is premature, because it assumes that the control A.7.1 'security perimeters' is not adequately implemented, without
verifying the existence and effectiveness of other security controls that may compensate for the observed nonconformity. The auditor
should not jump to conclusions based on a single observation, but rather gather sufficient and appropriate audit evidence to support
the audit finding3.

*Option D is premature, because it assumes that the control A.7.6 'working in secure areas' is not adequately implemented, without
verifying the existence and effectiveness of other security controls that may compensate for the observed nonconformity. The auditor
should not jump to conclusions based on a single observation, but rather gather sufficient and appropriate audit evidence to support
the audit finding3.

*QOption E is inappropriate, because it is not related to the observed nonconformity, which is about the access control to secure
areas, not the information security requirements agreed upon with the supplier. The auditor should not raise a nonconformity based
on irrelevant or incorrect audit criteria4.

*Option F is inappropriate, because it is not the auditor's role to suggest specific solutions or improvements to the auditee, but rather
to report the audit findings and recommendations based on the audit criteria and objectives2. Requiring contractors to be
accompanied at all times when accessing secure facilities may not be an effective or feasible solution to address the issue of tailgating,
and it may not reflect the root cause of the problem

References: 1: ISO 1901122018, 5.2; 2: ISO 19011:2018, 6.6; 3: ISO 1901122018, 6.2; 4: ISO 19011:2018,

6.3; :1SO 19011:2018; : ISO 19011:2018; : ISO 19011:2018; : ISO 1901122018
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Explanation: | |
The purpose of including access rights in an information management system to ISO/IEC 27001:2022 is to provide, review, modify



and remove these permissions in accordance with the organisation' s policy and rules for access control.

Access rights are the permissions granted to users or groups of users to access, use, modify, or delete information assets. Access
rights should be aligned with the organisation's access control policy, which defines the objectives, principles, roles, and
responsibilities for managing access to information systerns.

Access rights should also follow the organisation's rules for access control, which specify the criteria, procedures, and controls for
granting, reviewing, modifying, and revoking access rights. The purpose of including access rights in an information management
systemis to ensure that only authorised users can access information assets according to their business needs and roles, and to
prevent unauthorised or inappropriate access that could compromise the confidentiality, integrity, or availability of information assets.
References:

* ISO/IEC 270012022 Annex A Control 5.181

* ISO/IEC 270022022 Control 5.182

* CQI & IRCA Certified ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systers) Training Course3
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1. Also known as a first party audit, this type of audit involves an organisation auditing itself
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An internal audit
A certification audit
. An audit whose scope requires the assessment of two or more Standards A combined audit
. An audit carried out at a single auditee by two or more.audifing ofoanisations A Joint audit

An audit carried out to verify the effectivep®ss gf lgofrections, corrective action, and agreed opportunities A ol 3
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" for improvement
An audit forming part of a programme of certification body audits in which elements of the auditees’
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A surveillance audit
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Answer: A

Explanation:

Comprehensive and Detailed In-Depth

A . Correct Answer: ISO/IEC 27001 Clause 4.3 (Determining the Scope of the ISMS) allows B . Incorrect: Organizations can
request certification even if the ISMS scope is limited, as long as it is justified.

C . Incorrect: ISO/IEC 27001 does not mandate full inclusion of all departments in the ISMS.
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