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Amazon AWS Certified Solutions Architect - Professional Sample Questions
(Q121-Q126):

NEW QUESTION # 121

A company is moving a business-critical application onto AWS. It is a traditional three-tier web application using an Oracle
database. Data must be encrypted in transit and at rest. The database hosts 12 TB of data. Network connectivity to the source
Oracle database over the internal is allowed, and the company wants to reduce the operational costs by using AWS Managed
Services where possible. All primary keys only; however, it contains many Binary Large Object (BLOB) fields. It was not possible
to use the database's native replication tools because of licensing restrictions.

‘Which database migration solution will result in the LEAST amount of impact to the application's availability?

e A. Use AWS DMS to load and replicate the dataset between the on-premises Oracle database and the replication instance
hosted on AWS. Provision an Amazon RDS for Oracle instance with Transparent Data Encryption (TDE) enabled and
configure it as target for the replication instance.

Create a customer-managed AWS KMS master key to set it as the encryption key for the replication instance.
Use AWS DMS tasks to load the data into the target RDS instance. During the application maintenance window and after the
load tasks reach the ongoing replication phase, switch the database connections to the new database.

¢ B. Create a compressed full database backup on the on-premises Oracle database during an application maintenance
window. While the backup is being performed, provision a 10 Gbps AWS Direct Connect connection to increase the transfer
speed of the database backup files to Amazon S3, and shorten the mamtenance window period. Use SSL/TLS to copy the
files over the Direct Connect connection. When the backup files are successfully copied, start the maintenance window, and
rise any of the Amazon RDS supported tools to import the data into a newly provisioned Amazon RDS for Oracle instance
with encryption enabled. Wait until the data is fully loaded and switch over the database connections to the new database.
Delete the Direct Connect connection to cut unnecessary charges.

e C. Provision an Amazon RDS for Oracle instance. Host the RDS database within a virtual private cloud (VPC) subnet with
internet access, and set up the RDS database as an encrypted Read Replica of the source database. Use SSL to encrypt the
comnection between the two databases.

Monttor the replication performance by watching the RDS Replical .ag metric. During the application maintenance window,
shut down the on-premises database and switch over the application connection to the RDS instance when there is no more
replication lag, Promote the Read Replica into a standalone database instance.

¢ D. Provision an Amazon EC2 instance and install the same Oracle database software. Create a backup of the source
database using the supported tools. During the application maintenance window, restore the backup into the Oracle database
running in the EC2 instance. Set up an Amazon RDS for Oracle instance, and create an import job between the database
hosted in AWS.

Shut down the source database and switch over the database connections to the RDS instance when the job is complete.

Answer: A

NEW QUESTION # 122

A company needs to cost-effectively persist small data records (up to 1 KiB) for up to 30 days.
The data is read rarely. When reading the data, a 5-minute delay is acceptable.

Which of'the following solutions achieve this goal? (Choose two.)

e A Use an AWS Lambda finction invoked via Amazon API Gateway to collect data for 5 minutes.
Write data to Amazon S3 just before the Lambda execution stops.

e B. Use Amazon S3 to collect multiple records in one S3 object. Use a lifecycle configuration to move data to Amazon Glacier
mmediately after write. Use expedited retrievals when reading the data.

e (. Write the records to Amazon DynamoDB configured with a Time To Live (TTL) of 30 days. Read data using the Getltem
or BatchGetltem call.

e D. Write the records to Amazon Kinesis Data Firehose and configure Kinesis Data Firehose to deliver the data to Amazon
S3 after 5 minutes. Set an expiration action at 30 days on the S3 bucket.

e E. Write the records to an Amazon ElastiCache for Redis. Configure the Redis append-only file (AOF) persistence logs to
write to Amazon S3. Recover from the log if the ElastiCache instance has failed.

Answer: A,C



NEW QUESTION # 123

A company is designing an AWS Organizations structure. The company wants to standardize a process to apply tags across the
entire organization. The company will require tags with specific values when a user creates a new resource. Each of the company's
OUs will have unique tag values.

Which solution will meet these requirements?

¢ A. Use an SCP to allow the creation of resources only when the resources have the required tags. Create a tag policy that
includes the tag values that the company has assigned to each OU. Attach the tag policies to the OUs.

e B. Use an SCP to deny the creation of resources that do not have the required tags. Create a tag policy that Includes the tag
values that the company has assigned to each OU. Attach the tag policies to the OUs.

e C. Use an SCP to deny the creation of resources that do not have the required tags. Create a tag policy that includes the tag
values that the company has assigned to each OU. Attach the tag policies to the organization's management account.

¢ D. Use an SCP to deny the creation of resources that do not have the required tags. Define the list of tags.
Attach the SCP to the OUs

Answer: B

Explanation:
https://aws.amazon.com/blogs/mt/inplement-aws-resource- tagging- strategy-using-aws-tag-policies-and- service-

NEW QUESTION # 124

A company recently started using Amazon Aurora as the data store for its global ecommerce application.

When large reports are run, developers report that the ecommerce application is performing poorly. After reviewing metrics in
Amazon CloudWatch. A solutions architect finds that the ReadlOPS and CPU Utilization metrics are spiking when monthly reports
run.

What is the MOST cost-effective solution?

A. Migrate the Aurora database to a larger instance class.
B. Migrate the monthly reporting to an Aurora Replica.

C. Increase the Provisioned IOPS on the Aurora instance.
D. Migrate the monthly reporting to Amazon Redshift.

Answer: C

Explanation:
Explanation

NEW QUESTION # 125

An enterprise company wants to allow its developers to purchase third-party software through AWS Marketplace. The company
uses an AWS Organizations account structure with full features enabled, and has a shared services account in each organizational
unit (OU) that will be used by procurement managers. The procurement team's policy indicates that developers should be able to
obtain third-party software from an approved list only and use Private Marketplace in AWS Marketplace to achieve this
requirement . The procurement team wants administration of Private Marketplace to be restricted to a role named procurement-
manager-role, which could be assumed by procurement managers Other [AM users groups, roles, and account administrators in the
company should be denied Private Marketplace administrative access What is the MOST efficient way to design an architecture to
meet these requirements?

e A Create an IAM role named procurement-manager-role in all AWS accounts in the organization Add the
AdministratorAccess managed policy to the role Define a permissions boundary with the
AWSPrivateMarketplaceAdminFullAccess managed policy and attach it to all the developer roles.

¢ B. Create an IAM role named procurement-manager-role in all AWS accounts in the organization Add the
PowerUserAccess managed policy to the role Apply an mline policy to all IAM users and roles in every AWS account to
deny permissions on the AWSPrivateMarketplace AdminFullAccess managed policy.

e C. Create an IAM role named procurement-manager-role in the AWS accounts that will be used by developers Add the
AWSPrivateMarketplaceAdminFullAccess managed policy to the role. Create
....Organizations to deny permissions to administer Private Marketplace to everyone except the role named procurement-
manager-role Apply the SCP to all the shared services accounts in the.......

¢ D. Create an IAM role named procurement-manager-role in all the shared services accounts in the organization Add the



AWSPrivateMarketplace AdminFullAccess managed policy to the role Create an organization root-level SCP to deny
permissions to administer Private Marketplace to everyone except the role named procurement-manager-role Create another
organization root-level SCP to deny permissions to create an I[AM role named procurement-manager-role to everyone in the
organization.

Answer: D

NEW QUESTION # 126
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