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Palo Alto Networks SD-WAN Engineer Sample Questions (Q39-Q44):
NEW QUESTION # 39 
An ION 3000 device at a remote branch has suffered a critical hardware failure and must be replaced via the RMA process. The
administrator has received the replacement unit.
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What is the correct procedure to transfer the configuration and license from the defective unit to the replacement unit to ensure
minimal downtime and retention of historical data?

A. Use the "Replace Device" workflow in the Prisma SD-WAN portal, which automatically transfers the configuration
(Device Shell) and re-associates the site to the new serial number.
B. Manually configure the new device from scratch, then open a support ticket to transfer the license.
C. Delete the old device from the portal, create a new site for the replacement device, and rebuild the policies manually.
D. Backup the configuration of the old device to a USB drive and restore it to the new device using the local console.

Answer: A

Explanation:
Comprehensive and Detailed Explanation
The RMA replacement process in Prisma SD-WAN is designed to be seamless, leveraging the decoupling of logical configuration
from physical hardware.
Replace Device Workflow: The administrator should use the "Replace Device" (or RMA) function within the portal. This workflow
allows you to select the "Defective" device (old serial) and the "Replacement" device (new serial).
Configuration Transfer: Once executed, the system automatically binds the existing Device Shell (which contains all interface configs,
routing policies, and site associations) to the new hardware's serial number. The new device, once connected to the internet, will "call
home," identify itself, and download the exact configuration of the previous unit.
License Transfer: While the configuration moves automatically, the Support License transfer typically requires a specific step in the
Customer Support Portal (CSP) or happens automatically if processed as a formal RMA order. Options A and D are incorrect
because they involve manual reconfiguration, which is unnecessary and error-prone. Option C is incorrect as the ION platform relies
on cloud-based config management, not local USB backups for hardware swaps.

NEW QUESTION # 40 
In a Data Center deployment, what is the key functional difference between configuring a BGP neighbor as a "Core Peer" versus an
"Edge Peer"?

A. A Core Peer automatically redistributes learned routes into the SD-WAN fabric, whereas an Edge Peer does not.
B. A Core Peer is used for connecting to the internet, while an Edge Peer connects to the MPLS provider.
C. A Core Peer is used for LAN-side routing to learn DC prefixes, while an Edge Peer is used for WAN-side routing to the
Service Provider.
D. A Core Peer supports eBGP only, while an Edge Peer supports iBGP only.

Answer: C

Explanation:
Comprehensive and Detailed Explanation
In the Prisma SD-WAN Data Center (DC) model, the terminology for BGP peers defines their role in the topology and how the
system generates route maps.
Core Peer: This peer type is designated for the LAN-side connection (facing the DC Core Switch or internal Routers). Its primary
purpose is to learn the subnets/prefixes hosted in the data center so the ION can advertise them to the remote branches. The system
automatically creates route maps to facilitate this redistribution into the fabric.
Edge Peer: This peer type is designated for the WAN-side connection (facing the Edge Router or MPLS PE). Its primary purpose is
to provide reachability to the underlay network.
Distinction: Selecting the correct type affects the default Route Maps and Prefix Lists generated by the controller. Configuring a
Core Peer correctly ensures that the DC's internal subnets are properly learned and propagated to the overlay, whereas an Edge
Peer configuration focuses on WAN next-hop reachability.

NEW QUESTION # 41 
An administrator needs to ensure that critical VoIP traffic is not dropped even when the branch's primary internet link is fully
saturated with bulk file transfers.
Which QoS mechanism does Prisma SD-WAN automatically apply to the "Platinum" priority class to prevent starvation by lower-
priority classes?

A. Hierarchical Token Bucket (HTB) with guaranteed bandwidth
B. First-In, First-Out (FIFO)
C. Weighted Round Robin (WRR)



D. Strict Priority Queuing (SPQ)

Answer: A

Explanation:
Comprehensive and Detailed Explanation
Prisma SD-WAN utilizes a hierarchical QoS model (typically based on Hierarchical Token Bucket or similar shaping algorithms) to
manage bandwidth contention.
Guaranteed Bandwidth: The "Platinum" class (used for Real-Time voice/video) is assigned a guaranteed bandwidth percentage
(floor) in the QoS profile. This ensures that even if "Gold" (Transactional) or "Silver" (Bulk) traffic is trying to consume 100% of the
link, the scheduler reserves the specific portion (e.g., 30%) for Platinum traffic, preventing starvation.
Shaping, not Policing: Unlike simple policing which drops excess traffic hard, the ION device shapes the egress traffic. If the link is
congested, the scheduler delays the lower-priority packets (buffering) to allow the high-priority Platinum packets to exit immediately.
Why not Strict Priority (A)? While Platinum behaves like a priority queue, pure Strict Priority can completely starve lower queues if
the high-priority traffic is misbehaving or voluminous. Prisma SD-WAN typically uses bandwidth guarantees (floors) and limits
(ceilings) to ensure fair sharing while protecting critical apps.

NEW QUESTION # 42 
When defining a Path Quality Profile (SLA) for a "Transactional" application group (e.g., Citrix, Oracle), the administrator sets the
"Packet Loss" threshold to 1%.
What happens to the traffic for this application if all active paths currently exceed this 1% loss threshold?

A. The traffic is dropped to prevent data corruption.
B. The system selects the best available path (lowest loss) among the active paths, even if it violates the profile.
C. The system automatically enables a Backup path, even if the Active paths are technically "Up" but degraded.
D. The traffic is queued indefinitely until a path recovers.

Answer: B

Explanation:
Comprehensive and Detailed Explanation
This behavior describes the "Best Available Path" logic inherent in Prisma SD-WAN's availability design.
SLA Thresholds: Path Quality Profiles act as filters to identify compliant paths.
Total Violation: If all configured "Active" paths violate the SLA (e.g., Path A has 2% loss, Path B has 5% loss, and the threshold is
1%), the system does not drop the traffic (Option A) because maintaining connectivity is prioritized over perfect quality.
Selection Logic: The system enters a fallback state where it compares the available active paths and selects the "Least Bad" one-the
path that is closest to meeting the SLA (in this case, Path A with 2% loss).
Backup Paths: Traffic would only move to a Backup path (Option D) if the policy explicitly configures the backup path to engage
upon SLA violation of the active set. However, strictly speaking, if only active paths are considered and all fail, it picks the best of
the active group rather than blackholing the traffic.

NEW QUESTION # 43 
During the Zero Touch Provisioning (ZTP) process of a new ION device at a branch site, which interface ports are supported by
default to request an IP address via DHCP and reach the Prisma SD-WAN controller for claiming?

A. Only the dedicated Controller port (if available)
B. Any LAN or WAN port on the device
C. Only the USB port via a cellular modem
D. The dedicated Controller port, or Port 1 / Internet 1 if a dedicated port is absent

Answer: D

Explanation:
Comprehensive and Detailed Explanation
For a successful Zero Touch Provisioning (ZTP) experience, the ION device must be able to obtain an IP address and reach the
internet immediately upon boot-up.
According to Palo Alto Networks hardware guides, the Controller Port (often labeled specifically as "CONTROLLER" on models
like the ION 3000/7000/9000) is pre-configured to act as a DHCP client by default. It is the preferred interface for the initial "call
home" process.



However, for smaller desktop models (like the ION 1000/2000/1200 series) or scenarios where a dedicated management network
is not available, the device firmware is also configured to attempt DHCP client requests on Port 1 (often labeled as Internet 1 or
simply 1).
Connecting the ISP circuit to any random port (like Port 4 or a LAN port) will not work for ZTP because those interfaces are not
pre-configured as DHCP clients in the factory default state. Therefore, the installer must ensure the internet uplink is connected to
either the dedicated Controller port or Port 1/Internet 1 to ensure the device can resolve the controller FQDN and download its
configuration.

NEW QUESTION # 44
......
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