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¢ Domain Incident Reporting and Communication: This domain measures the skills of Cybersecurity Analysts
and focuses on writing incident reports that present findings froma forensic nvestigation. It includes

FRE 1 documenting evidence, summarizing conclusions, and communicating outcomes to organizational

stakeholders i a clear and structured way.

¢ Domnain Digital Forensics in Cybersecurity: This domain measures the skills of Cybersecurity technicians

and focuses on the core purpose of digital forensics in a security environment. It covers the techniques used
FE2 to investigate cyber incidents, examine digital evidence, and understand how findings support legal and
organizational actions.
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¢ Domain Evidence Analysis with Forensic Tools: This domain measures skills of Cybersecurity technicians
and focuses on analyzing collected evidence using standard forensic tools. It includes reviewing disks, file
FE3 systemns, logs, and system data while following approved investigation processes that ensure accuracy and

ntegrity.

¢ Domain Legal and Procedural Requirements in Digital Forensics: This domain measures the skills of Digital

Forensics Technicians and focuses on laws, rules, and standards that guide forensic work. It includes
FrE4 identifying regulatory requirements, organizational procedures, and accepted best practices that ensure an
mvestigation is defensible and properly executed.

¢ Domain Recovery of Deleted Files and Artifacts: This domain measures the skills of Digital Forensics

Technicians and focuses on collecting evidence from deleted files, hidden data, and system artifacts. It
FES includes identifying relevant remnants, restoring accessible information, and understanding where digital
traces are stored within different systerns.
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How should a forensic scientist obtain the network configuration froma Windows PC before seizing it froma crime scene?

A. By rebooting the computer into safe mode

B. By opening the Network and Sharing Center

C. By checking the system properties

D. By using the ipconfig command from a command prompt on the computer
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Comprehensive and Detailed Explanation From Exact Extract:

The ipconfig command executed at a Windows command prompt displays detailed network configuration information such as IP
addresses, subnet masks, and default gateways. Collecting this information prior to seizure preserves volatile evidence relevant to the
mvestigation.

* Documenting network settings supports the understanding of the suspect systen's connectivity at the time of seizure.

* NIST recommends capturing volatile data (including network configuration) before shutting down or disconnecting a suspect
machine.

Reference:NIST SP 800-86 and forensic best practices recommend gathering volatile evidence using system commands like

ipconfig,

8 #77
Where is the default location for 32-bit programs installed by a user on a 64-bit version of Windows 7?

e A. C\ProgramData
e B. C:\Program files
e C. C:\Program files (x86)
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Comprehensive and Detailed Explanation From Exact Extract:

On 64-bit versions of Windows operating systems (including Windows 7), 32-bit applications are installed by default into the
folderC:\Program Files (x86). This separation allows the OS to distinguish between 64-bit and

32-bit applications and apply appropriate system calls and redirection.

* C:\Program Filesis reserved for native 64-bit applications.

* C:\ProgramDatacontains application data shared across users.

* C:\Windowscontains system files, not program installations.

This structure is documented in Microsoft Windows Internals and Windows Forensics guides, including official NIST guidelines on
Windows forensic investigations.
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Which rule is used for conducting electronic surveillance?

A. Telecommunications equipment must have built-in surveillance capabilities for law enforcement.

B. Using a misleading domain name to deceive a person into viewing obscene material shall result in fines or imprisonment.
C. All documents related to health informatics should be stored in perpetuity.

D. All commercial email must provide an opt-out mechanism
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Comprehensive and Detailed Explanation From Exact Extract:

This describes theCommumications Assistance to Law Enforcement Act (CALEA)requirement that telecommunications equipment
and services include built-in capabilities that allow authorized law enforcement surveillance, including electronic monitoring and
wiretapping

* CALEA mandates lawful intercept capabilities in telecommunications infrastructure.

* It ensures that digital and VoIP communications can be monitored under proper legal warrant.

* This rule supports moder digital evidence gathering and real-time surveillance operations.

Reference:CALEA is repeatedly cited in forensic and cybersecurity legal documentation as the governing rule for digital and
electronic surveillance capabilities.
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After a company's single-purpose, dedicated messaging server is hacked by a cybercriminal, a forensics expert is hired to investigate
the crime and collect evidence.

Which digital evidence should be collected?

A. Firewall logs

B. Emnail contents

C. Server configuration files
D. User login credentials
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Comprehensive and Detailed Explanation From Exact Extract:

Firewall logs record network traffic to and from the messaging server and can provide evidence of unauthorized access attempts or
data exfiltration. Collecting these logs allows investigators to reconstruct the attack timeline and identify the attacker’s IP address and
methods.

* Frrewall logs are critical for network-level forensics.

* According to NIST SP 800-86, log files provide primary evidence for intrusion investigations.

Reference:NIST guidelines on incident handling emphasize collecting firewall logs to track attacker behavior.

P& #80



A company has identified that a hacker has modified files on one of the company's computers. The IT department has collected the
storage media from the hacked computer.
Which evidence should be obtained from the storage media to identify which files were modified?

A. Public IP addresses

B. Private IP addresses

C. File timestamps

D. Operating system version
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Comprehensive and Detailed Explanation From Exact Extract:

File timestamps, including creation time, last modified time, and last accessed time, are fimdamental metadata attributes stored with
each file on a file system When files are modified, these timestamps usually update, providing direct evidence about when changes
occurred. Examining file timestanmps helps forensic mvestigators identify which files were altered and estimate the time of
unauthorized activity.

* [P addresses (private or public) are network-related evidence, not stored on the storage media's files directly.

* Operating system version is system information but does not help identify specific file modifications.

* Analysis of file timestamps is a standard forensic technique endorsed by NIST SP 800-86 (Guide to Integrating Forensic
Techniques into Incident Response) for determining file activity and changes on digital media.
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