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Figure | The Identity and Access Management Architecture
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EE #176

Universal Containers (UC) uses a home-grown Employee portal for their employees to collaborate. UC decides to use Salesforce
Ideas to allow employees to post Ideas from the Employee portal. When users click on some of the links in the Employee portal, the
users should be redirected to Salesforce, authenticated, and presented with the relevant pages. What O Auth flow is best suited for
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this scenario?

A. User-Agent flow

B. Web Server flow

C. SAML Bearer Assertion flow
D. Web Application flow

HE: B

MY

The best OAuth flow for this scenario is the web server flow. The web server flow is an O Auth authorization flow that allows a web
application, such as UC's employee portal, to obtain an access token and a refresh token from Salesforce after the user grants
permission. The web application can then use the access token to access Salesforce data and features, such as posting ideas, and
use the refresh token to obtain a newaccess token when the previous one expires or becomes invalid. This flow is suitable for UC's
scenario because it allows users to be redirected to Salesforce, authenticated, and presented with the relevant pages when they click
on somre of the links in theemployee portal. This flow also provides a secure and seamless user experience by using a confidential
client secret that is stored on the web server and not exposed to the browser.

The other options are not valid OAuth flows for this scenario. The web application flow is not a standard term for OAuth, but it
could refer to the user-agent flow, which is an O Auth authorization flow that allows a browser or web-view, such as a mobile app or
a desktop app, to obtain an access token from Salesforce by using a script or a pop-up window. This flow is not suitable for UC's
scenario, as it does not use a web server or a client secret, and it does not provide a refresh token. The SAML bearer assertion
flow is an OAuth authorization flow that allows an external application to obtain an access token from Salesforce by using a SAML
assertion from an identity provider (IdP) that verifies the user's identity. This flow is not suitable for UC's scenario, as it does not
mvolve user interaction or redirection to Salesforce. The user-agent flow is an O Auth authorization flow that allows a browser or
web-view, such as a mobile app or a desktop app, to obtain an access token from Salesforce by using a script or a pop-up
window. This flow is not suitable for UC's scenario, as itdoes not use a web server or a client secret, and it does not provide a
refresh token. References:

[OAuth Authorization Flows], [OAuth 2.0 Web Server Flow for Web App Integration], [OAuth 2.0 User- Agent Flow for Desktop
Apps], [OAuth 2.0 SAML Bearer Assertion Flow for Server-to-Server Integration]

AE #177

A company's external applicationis protected by Salesforce through OAuth. The identity architect for the project needs to limit the
level of access to the data of the protected resource in a flexible way.

‘What should be done to improve security?

A. Leverage external objects and data classification policies.

B. Create custom scopes and assign to the connected app.

C. Define a permission set that grants access to the app and assign to authorized users.
D. Select "Admin approved users arepre-authorized" and assign specific profiles.

He:. B

ME:

To limit the level of access to the data of the protected resource in a flexible way, the identity architect should create custom scopes
and assign them to the connected app. Custom scopes are permissions that define the specific data that an external application can
access or modify in Salesforce. Custom scopes can be created using Apex or Metadata API and assigned to a connected app using
OAuth 2.0 or SAML protocols. Custom scopes can provide more granular control over data access than standard scopes, which
are predefined by Salesforce. References: Custom Scopes, Create and Assign Custom Scopes

HEE #178

The executive sponsor for an organization has asked if Salesforce supports the ability to embed a login widget into its service
providers in order tocreate a more seamless user experience.

‘What should be used and considered before recommending it as a solution on the Salesforce Platform?

A. OpenlID Connect Web Server Flow. Determine if the service provider is secure enough to store the client secret on.

B. Embedded Login.Consider whether or not it relies on third party cookies which can cause browser compatibility issues.
C. Salesforce REST apis. Ensure that Secure Sockets Layer (SSL) connection for the integration is used.

D. Embedded Login. Identify what level of UI customization will be required to make it match the service providers look and
feel
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Embedded Login is a feature that allows Salesforce to embed a login widget into any web page, such as a service provider's site, to
enable users to log in with their Salesforce credentials. However, Embedded Login relies on third-party cookies, which can cause
browser compatibility issues and require users to adjust their browser settings. Therefore, this should be considered before
recommendingit as a solution on the Salesforce Platform. References: Embedded Login, Embedded Login Implementation Guide

HEE#179

Universal containers (UC) wants to implement Delegated Authentication for a certain subset of Salesforce users. Which three iterms
should UC take into consideration while building the Web service to handle the Delegated Authentication request? Choose 3
answers

A. UC should whitelist all salesforce ip ranges on their corporate firewall.
B. The return type of the Web service method should be a Boolean value
C. The web service needs to include Source IP as a method parameter.
D. The web service can be written using either the soap or rest protocol.
E. Delegated Authentication is enabled for the system administrator profile.

HE: ABC

EHE #180

An administrator created a connected app for a custom wet) application in Salesforce which needs to be visible as a tile in App
Launcher The tile for the custom web application is missing in the app launcher for all users in Salesforce. The administrator
requested assistance from an identity architect to resolve the issue.

Which two reasons are the source of the issue?

Choose 2 answers

A. StartURL for the connected app is not set in Connected App settings.

B. The connected app is not set in the App menu as 'Visible in App Launcher”.

C. Session Policy is set as "High Assurance Session required' for this connected app.
D. OAuth scope does not include "openid".

Y. AB

ME:

Explanation

The StartURL for the connected app is required to specify the landing page for the app. The connected app must also be set as
visible in the App Launcher to appear as a tile for users. References: Connected App Basics, Manage Connected Apps

EE #181
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