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HEE #69
(What is the purpose of code-signing in current systems?)

A. To generate random numbers for encryption

B. To conmpress data for efficient storage

C. To authenticate users during data transmission

D. To verify the integrity and authenticity of software
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Code-signing is used to provide verifiable assurance that software comes froma known publisher and has not been modified since it
was signed. In a typical code-signing workflow, the publisher computes a cryptographic hash (digest) of the executable or package
and then creates a digital signature over that digest using the publisher's private key. Operating systemns, browsers, and application
platforns verify the signature using the corresponding public key (usually delivered via a code-signing certificate chained to a trusted
root).

If verification succeeds, the system can trust that the code's contents match what the publisher signed (integrity) and that the signer
identity is authenticated by the certificate chain (authenticity). This helps defend against tampering, malware njection, and supply-
chain attacks where attackers alter binaries or updates in transit or at rest. Code-signing does not primarily generate randonmess,
compress data, or authenticate users; it authenticates the software publisher and validates the software artifact. Modern ecosystems
also use timestamping and revocation checking to handle certificate expiration and compromised signing keys, reinforcing trust over
time.

HE#70
(What are the roles of keys when using digital signatures?)

A. A private key is used for both signing and signature validation.

B. A public key is used for signing, and a private key is used for signature validation.
C. A public key is used for both signing and signature validation.

D. A private key is used for signing, and a public key is used for signature validation.

HEe. D
EE#71

(Which mechanism can be applied to protect the integrity of plaintext when using AES?)

A. Kerberos key sharing

B.RSA

C.RC4

D. Message Authentication Code (MAC)
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AES by ttselfis a symmetric block cipher that provides confidentiality, but not guaranteed integrity unless used in an authenticated
mode. To protect integrity of the plaintext (ensuring it has not been altered), a Message Authentication Code (MAC) can be applied.
In the classic Encrypt-then-MAC pattern, the sender encrypts the plaintext with AES and then computes a MAC (often HMAC-
SHA-256 or CMAC-AES) over the ciphertext (and relevant headers). The receiver verifies the MAC before attempting decryption,
preventing tampering and many padding-oracle style vulnerabilities. Alternatively, AES can be used in an AEAD mode like AES-
GCM, which produces an authentication tag serving a similar purpose, but among the listed options the general integrity mechanism
is "MAC." RC4 is an unrelated stream cipher and does not provide integrity.

RSA is asymmetric and not the standard integrity add-on for AES-encrypted bulk data. Kerberos is an authentication protocol and
key distribution system, not a message integrity primitive. Therefore, to protect plaintext integrity when using AES, the correct
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mechanism is a Message Authentication Code.

EE#72
(What is the value of 23 mod 6?)

A 03
B. 04
C.05
D. 06
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The expression 23 mod 6 asks for the remainder when 23 is divided by 6. Modular arithmetic is foundational in cryptography,
especially in public-key systems (RSA, Diffie-Hellman, ECC) where operations occur in finite rings or fields. To compute 23 mod 6,
identify the largest mutltiple of 6 that does not exceed 23.

Multiples of 6 are 6, 12, 18, 24. Since 24 is greater than 23, the largest valid multiple is 18. Subtract: 23 # 18

=5, so the remainder is 5. Therefore, 23 mod 6 = 5, which corresponds to option "05." Modular reduction keeps numbers within a
fixed range (0 to modulus#1), enabling stable arithmetic under wraparound behavior.

In cryptographic protocols, this wraparound property is essential for defining groups and ensuring operations remain bounded and
consistent.

HEE#73
(An organization wants to digitally sign its software to guarantee the integrity of its source code. Which key should the customer use
to decrypt the digest of the source code?)

A. Organization's private key
B. Organization's public key
C. Customer's private key
D. Customrer's public key
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When software is digitally signed, the organization computes a cryptographic hash (digest) of the software (or its manifest) and then
signs that digest using the organization's private key. Verification works in the opposite direction: the customer (verifier) uses the
organization's public key to validate the signature and recover/confirm the signed digest, then independently hashes the received
software and compares the result. If the digests match and the signature validates under the public key, the customer has strong
assurance that the software has not been altered since it was signed and that it was signed by the holder of the corresponding private
key. The customer never needs the organization's private key-sharing it would destroy security and enable forgery. Likewise, the
customer's own keys are irrelevant to verifying the publisher's signature. The organization's public key is typically delivered inside a
certificate chain (code signing certificate) so the verifier can also validate publisher identity and trust. Therefore, the customer uses
the organization's public key for signature verification (often described as "decrypting” the signed digest).
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