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Fortinet NSE 5 - FortiNAC-F 7.6 Administrator Sample Questions (Q37-
Q42):

NEW QUESTION # 37

An administrator wants to create a conference manager administrator account but would like to limit the number of conference
accounts that can be generated to 30.

‘Which statement about conference accounts is true?

e A The conference account limit is defined in the onboarding conference portal.
¢ B. The admimnistrator can set a maximum of 30 conference accounts in the administrative profile for the conference manager.
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¢ C. InFortiNAC-F, conference accounts can be limited by multiples of 25, so the conference administrator could create 50
accounts.
¢ D. Conference account limits are defined in the conference guest and contractor template.

Answer: B

Explanation:

In FortiNAC-F, the Conference Manager is a specialized administrative role designed for delegated administration, often used by
receptionists or event organizers to create temporary guest accounts. To maintain security and prevent the over-provisioning of
credentials, FortiNAC-F allows for granular restrictions on these accounts.

According to the FortiNAC-F Administration Guide regarding Administrative Profiles, when an administrator creates a profile for a
Conference Manager, they can define specific "Account Limits." Under the profile settings (located in System > Settings > Admin
Profiles), there is a field specifically for "Max Accounts." By entering "30" into this field, the administrator ensures that any user
assigned to this profile cannot exceed 30 active conference accounts at any given time.

This setting is distinct from the Portal configuration or the Guest templates. While templates define the type of account (e.g., duration
and access level), the Administrative Profile defines the capabilities and limitations of the person creating those accounts. This
ensures that even if a guest template allows for unlimited registrations, the specific administrator is physically restricted by the system
from generating more than the allotted 30.

"Admmnistrative Profiles define what an administrator can see and do within the system. For delegated administration roles like the
Conference Manager, the 'Max Accounts' field in the Admmistrative Profile is used to specify the maximum number of accounts the
user is pernitted to create. Once this limit is reached, the user will be unable to generate additional accounts until existing ones expire
or are deleted."

NEW QUESTION # 38
Refer to the exhibit. What will happen to the host of a guest user created from this template if the time of connection is 8:00 PM?
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A. The host will be administratively disabled.

B. The host will be marked as a rogue device.

C. The host will be marked as at-risk.

D. The host will be marked as non-authenticated.

Answer: D

Explanation:
In FortiNAC-F, the Guest & Contractor Template is a configuration object that defines the parameters for accounts created by



sponsors or through self-registration. One of the critical security controls within this template is the Login Availability setting, This
setting restricts the specific days and times during which a guest or contractor is permitted to authenticate and access the network.
As shown in the exhibit, the "StandardGuest" template has Login Availability set to "Specify Time", with a schedule defined as Mon-
Fri, 6:00 AM to 7:00 PM. Ifa guest user attempts to connect or authenticate at 8:00 PM, which is outside of the permitted window,
FortiNAC-F's policy engine will automatically deny the authentication request. When an authentication attempt is denied due to
schedule restrictions, the system does not move the host into the "Authenticated" or "Registered" state required for production
access. Instead, the host is marked as non- authenticated in the adapter or host view.

NEW QUESTION # 39

An administrator wants to continually monitor endpoints for the existence of a specific registry key and the status of a required
security service.

Which two requirements must be in place for the administrator to use FortiNAC-F compliance monitors? (Choose two.)

A. Persistent agent

B. MDM integration

C. Remediation admin scan
D. Custom scan

Answer: A,D

Explanation:

Compliance monitors require the persistent agent to continuously evaluate endpoint conditions such as registry keys and service
status. A custom scan must be defined to specify the exact registry key and security service checks that the monitor will assess on
the endpoint.

NEW QUESTION # 40
An admmnistrator wants FortiNAC-F to return a group of user-defined RADIUS attributes in RADIUS responses.
Which condition must be true to achieve this?

A. RADIUS accounting nust be enabled on the FortiNAC-F RADIUS server configuration.
B. Inbound RADIUS requests must contain the Calling-Station-1D attribute.

C. The device models in the inventory view must be configured for proxy-based authentication.
D. The requesting device must support RFC 5176.

Answer: B

Explanation:

In FortiNAC-F, the RADIUS Attribute Groups feature allows administrators to return customized RADIUS attributes (such as
specific VLAN IDs, filter IDs, or vendor-specific attributes) in an Access- Accept packet sent back to a network device. This is
particularly useful for supporting

"Generic RADIUS" devices that are not natively supported but can be managed using standard AVPairs.

According to the FortiNAC-F Generic RADIUS Wired Cookbook and the RADIUS Attribute Groups section of the
Administration Guide, there is one critical prerequisite for this feature to finction: the inbound RADIUS request must contain the
Calling-Station-1D attribute. The Calling- Station-ID typically contains the MAC address of the connecting endpoint. Because
FortiNAC-F is a host-centric system, it uses the MAC address as the unique identifier to look up the host record, evaluate the
associated Network Access Policy, and determine which Logical Network (and thus which Attribute Group) should be applied. If
the incoming request lacks this attribute, FortiNAC-F cannot reliably identify the host and, as a safety mechanism, will not include
any user-defined RADIUS attributes in the response. This ensures that unauthorized or unidentifiable devices do not receive
privileged access through misapplied attributes.

"Configure a set of attributes that must be included in the RADIUS Access-Accept packet returned by FortiNAC... Requirement:
Inbound RADIUS request must contain Calling-Station-1d.

Otherwise, FortiNAC will not include the RADIUS attributes. This attribute is used to identify the host and its current state within the
FortiNAC database."

NEW QUESTION # 41
‘What must an administrator configure to allow FortiNAC-F to process incoming syslog messages that are not supported by default?



A. A Security Action

B. A Log Receiver

C. A Security Event Parser

D. A Syslog Service Connector

Answer: C

Explanation:

FortiNAC-F provides a robust engine for processing security notifications from third-party devices.

For standard integrations, such as FortiGate or Check Point, the system comes pre-loaded with templates to interpret incoming
data. However, when an administrator needs FortiNAC-F to process syslog messages from a vendor or device that is not
supported by default, they must configure a Security Event Parser.

The Security Event Parser acts as the translation layer. It uses regular expressions (Regex) or specific field mappings to identify key
data points within a raw syslog string, such as the source IP address, the threat type, and the severity. Without a parser, FortiNAC-
F may receive the syslog message but will be unable to "understand" its contents, meaning it cannot generate the necessary Security
Event required to trigger autormated responses. Once a parser is created, the system can extract the host's IP address from the
message, resolve it to a MAC address via L3 polling, and then apply the appropriate security rules. This allows for the integration of
any security appliance capable of sending RFC-compliant syslog messages.

"FortiNAC parses the information based on pre-defined security event parsers stored in FortiNAC's database... If the incoming
message format is not recognized, a new Security Event Parser must be created to define how the system should extract data fields
from the raw syslog message. This enables FortiNAC to generate a security event and take action based on the alarm configuration.”

NEW QUESTION # 42
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