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Cisco 300-740 Exam Syllabus Topics:

Topic Details

Topic 1

Industry Security Frameworks: This section of the exam measures the skills of Cybersecurity Governance
Professionals and introduces major industry frameworks such as NIST, CISA, and DISA. These
frameworks guide best practices and compliance in designing secure systems and managing cloud
environments responsibly.

Topic 2

User and Device Security: This section of the exam measures skills of Identity and Access Management
Engineers and deals with authentication and access control for users and devices. It covers how to use
identity certificates, enforce multifactor authentication, define endpoint posture policies, and configure single
sign-on (SSO) and OIDC protocols. The section also includes the use of SAML to establish trust between
devices and applications.

Topic 3

Application and Data Security This section of the exam measures skills of Cloud Security Analysts and
explores how to defend applications and data from cyber threats. It introduces the MITRE ATT&CK
framework, explains cloud attack patterns, and discusses mitigation strategies. Additionally, it covers web
application firewall functions, lateral movement prevention, microsegmentation, and creating policies for
secure application connectivity in multicloud environments.

Topic 4

SAFE Architectural Framework: This section of the exam measures skills of Security Architects and
explains the Cisco SAFE framework, a structured model for building secure networks. It emphasizes the
importance of aligning business goals with architectural decisions to enhance protection across the
enterprise.

Topic 5

Integrated Architecture Use Cases: This section of the exam measures the skills of Cloud Solution
Architects and covers key capabilities within an integrated cloud security architecture. It focuses on
ensuring common identity across platforms, setting multicloud policies, integrating secure access service
edge (SASE), and implementing zero-trust network access models for more resilient cloud environments.

Topic 6

Network and Cloud Security:This section of the exam measures skills of Network Security Engineers and
covers policy design for secure access to cloud and SaaS applications. It outlines techniques like URL
filtering, app control, blocking specific protocols, and using firewalls and reverse proxies. The section also
addresses security controls for remote users, including VPN-based and application-based access methods,
as well as policy enforcement at the network edge.

Topic 7

Cloud Security Architecture: This section of the exam measures the skills of Cloud Security Architects and
covers the fundamental components of the Cisco Security Reference Architecture. It introduces the role of
threat intelligence in identifying and mitigating risks, the use of security operations tools for monitoring and
response, and the mechanisms of user and device protection. It also includes strategies for securing cloud
and on-premise networks, as well as safeguarding applications, workloads, and data across environments.

Topic 8

SAFE Key Structure: This section of the exam measures skills of Network Security Designers and focuses
on the SAFE framework's key structural elements. It includes understanding ‘Places in the Network’—the
different network zones—and defining ‘Secure Domains’ to organize security policy implementation
effectively.

Topic 9

Visibility and Assurance: This section of the exam measures skills of Security Operations Center (SOC)
Analysts and focuses on monitoring, diagnostics, and compliance. It explains the Cisco XDR solution,
discusses visibility automation, and describes tools for traffic analysis and log management. The section also
involves diagnosing application access issues, validating telemetry for behavior analysis, and verifying user
access with tools like firewall logs, Duo, and Cisco Secure Workload.
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Endpoints Sample Questions (Q110-Q115):
NEW QUESTION # 110 
The importance of VPN policies for remote users is to ensure:

A. The use of public Wi-Fi networks for corporate access
B. Secure and encrypted access to corporate resources from any location
C. Remote users cannot access sensitive corporate resources
D. That remote users have a slower connection to prioritize office users

Answer: B

NEW QUESTION # 111 
Refer to the exhibit. An engineer must block internal users from accessing Facebook and Facebook Apps. All other access must be
allowed. The indicated policy was created in Cisco Secure Firewall Management Center and deployed to the internet edge firewall;
however, users still can access Facebook. Which two actions must be taken to meet the requirement? (Choose two.)

A. Set Destination Zones to outside for rule 2.
B. Set Applications to Facebook and Facebook Apps for rule 2.
C. Set Source Zones to inside for rule 1.
D. Set Source Zones to inside for rule 2.
E. Set Destination Zones to outside for rule 1.

Answer: C,E

Explanation:
In the provided screenshot of Cisco Secure Firewall Management Center (FMC), the rule labeled "Block Facebook" is intended to
block access to Facebook and Facebook Apps. However, the rule lacks correct zone configurations, which is why the block is
ineffective.
Per Cisco's best practices outlined in the Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT)
documentation and Cisco Secure Firewall documentation:
The source zone should reflect where the traffic is originating from-in this case, from internal users.
Therefore, Source Zone must be set to inside (Answer: E).
The destination zone should reflect where the traffic is headed-in this case, towards the internet. So, Destination Zone must be set to
outside (Answer: D).
Without properly defining source and destination zones, FMC rules may not match the traffic correctly, resulting in traffic being
incorrectly allowed.
Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 4:
Application and Data Security, Pages 85-89; Cisco Firepower Threat Defense Configuration Guide.

NEW QUESTION # 112 
Advanced app control policies are implemented to:

A. Allow all applications equally without any restrictions
B. Distinguish between and control individual application actions
C. Limit the bandwidth usage of applications
D. Increase the speed of cloud applications

Answer: B

NEW QUESTION # 113 
An engineer configures trusted endpoints with Active Directory with Device Health to determine if an endpoint complies with the
policy posture. After a week, an alert is received by one user, reporting problems accessing an application. When the engineer
verifies the authentication report, this error is found:
"Endpoint is not trusted because Cisco Secure Endpoint check failed, Check user's endpoint in Cisco Secure Endpoint." Which
action must the engineer take to permit access to the application again?



A. Verify the Cisco Secure Endpoint admin panel, check the Inbox tab, verify the status of the machine, and after a complete
process of analysis, mark the computer as Resolved to permit the user to authenticate again.
B. Verify the Cisco Secure Endpoint admin panel and approve the access to the user on the Management tab after a
complete virus check of the user's laptop.
C. Verify the Trusted Endpoints policy to verify the status of the machine, and after a complete process of analysis, permit the
machine to have access to the application.
D. Verify the Duo admin panel, check the EndPoints tab, verify the status of the machine, and after a complete process of
analysis, mark the computer as Resolved to permit the user to authenticate again.

Answer: A

Explanation:
Cisco Secure Endpoint (formerly AMP for Endpoints) includes an "Inbox" tab where detected threats and flagged endpoints are
listed. When Duo Trusted Endpoints integration is in place, an endpoint may be denied access if it fails posture checks. The correct
workflow includes reviewing the machine's status in Cisco Secure Endpoint and marking the incident as "Resolved" in the Inbox tab
to restore authentication.
This process is described in SCAZT Section 2 (User and Device Security, Pages 44-46) for enforcing endpoint trust with Secure
Endpoint and Duo Trusted Endpoints integration.
Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 2, Pages 44-46

NEW QUESTION # 114 
The term Security Services Edge (SSE) refers to:

A. Physical security measures at the perimeter of a network
B. A comprehensive security solution that combines multiple functions like SWG, CASB, and ZTNA
C. An outdated security model no longer used in modern networks
D. A decrease in security measures for edge devices

Answer: B

NEW QUESTION # 115
......
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