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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS)
Sample Questions (Q67-Q72):
NEW QUESTION # 67 
Task: Test core IPS protections using a Metasploit exploit (safe lab environment only).
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Explanation:
See the Explanation.Explanation:
1- Launch a harmless exploit from Metasploit.
2- Monitor SmartConsole > Logs & Monitor.
3- Confirm detection under blade: IPS.
4- Check that the protection's confidence level is high.
5- Validate that the profile has set action to "Prevent."

NEW QUESTION # 68 
Task: Validate Anti-Virus updates are recent.

Answer:

Explanation:
See the Explanation.Explanation:
1- Use SmartConsole > Gateways > Threat Prevention > Updates.
2- Confirm update timestamp is recent.
3- SSH into Gateway and run cpstat anti-virus.
4- Run: cat $FWDIR/tmp/antivirus_status.xml to verify signature version.
5- Confirm no update errors in $FWDIR/log/antivirus_update.elg.

NEW QUESTION # 69 
Task: Assign the custom profile to a Threat Prevention policy rule.

Answer:

Explanation:
See the Explanation.Explanation:
1- Open Threat Prevention > Policy.
2- Add a new rule or edit an existing one.
3- In the Profile column, select Corporate_TP_Strict.
4- Set Track to Log and Action to Accept.
5- Publish and install the Threat Prevention policy.

NEW QUESTION # 70 
Task: Create a custom Threat Prevention profile named Corporate_TP_Strict in SmartConsole.

Answer:

Explanation:
See the Explanation.Explanation:
1- Go to Threat Prevention > Profiles.
2- Click "New Profile", name it Corporate_TP_Strict.
3- In the base profile, select Optimized as a starting point.
4- Enable IPS, Anti-Bot, Anti-Virus, Threat Emulation, and Threat Extraction.
5- Save the profile for later assignment to a policy rule.

NEW QUESTION # 71 
Task: Revert a mistakenly modified IPS protection to its default state.

Answer:

Explanation:
See the Explanation.Explanation:
1- Go to IPS Protections > Locate modified entry.
2- Click "Revert to Check Point default."



3- Confirm action and apply changes.
4- Publish and install policy.
5- Log actions confirm protection now behaves as default.

NEW QUESTION # 72
......
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