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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q192-Q197):

NEW QUESTION # 192
Malone s finishing up his incident handling plan for IT before giving it to his boss for review. He is outlining the incident response
methodology and the steps that are nvolved. Which step should Malone list as the last step in the incident response methodology?

A. Recovery would be the correct choice for the last step in the incident response methodology
B. Containment should be listed on Malone's plan for incident response.

C. He should assign eradication to the last step.

D. Malone should list a follow-up as the last step in the methodology

Answer: D

Explanation:

In the context of incident response methodology, the last step is typically referred to as "Post-Incident Activity' or 'Lessons Learned'.
This step involves reviewing the incident to understand what happened, how it was handled, and how similar incidents can be
prevented or mitigated in the future. It's a critical phase where the organization can improve its security posture and response
strategies. The follow-up step ensures that any residual risk is addressed, and that all documentation is completed. It also provides
an opportunity for the incident response team to reflect on their actions and improve the incident handling plan for future responses.
References: The importance of the follow-up step as the last phase in the incident response methodology is supported by well-
respected frameworks developed by NIST and SANS, which outline 'Post-Incident Activity' or 'Lessons Learned' as the final
step123. These steps align with the objectives and documents of the EC-Council's Certified Network Defender (CND) program

NEW QUESTION # 193
George works as a Network Administrator for Blue Soft Inc. The company uses Windows Vista operating system. The network of
the company is continuously connected to the Internet. What will George use to protect the network of the company from intrusion?
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Firewall Windows Defender Router Switch

Answer:
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Explanation:

Firewall

Firawall Windows Defender Router Switch

NEW QUESTION # 194
Which of the following is a data destruction technique that protects the sensitivity of information against a laboratory attack where an
unauthorized individual uses signal processing recovery tools in a laboratory environment to recover the information?

A. Disposal
B. Purging

C. Clearing
D. Destroying

Answer: B

Explanation:

Purging is a data destruction technique designed to protect the sensitivity of information against laboratory attacks. In such attacks,
unauthorized individuals may use advanced signal processing recovery tools to recover previously stored nformation. Purging
nvolves removing the stored data in a way that it cannot be reconstructed by any means, including laboratory techniques. This
process often includes degaussing, which demagnetizes the magnetic field of storage media, thereby making data recovery virtually
impossible.

NEW QUESTION # 195

Adamworks as a Security Analyst for Umbrella Inc. The company has a Linux-based network comprising an Apache server for
Web applications. He received the following Apache Web server log, which is as follows:

[Sat Nov 16 14:32:52 2009] [error] [client 128.0.0.7] client denied by server configuration: /export/home/htdocs/ test The first
piece in the log entry is the date and time of the log message. The second entry determines the severity of the error being reported.
Now Adam wants to change the severity level to control the types of errors that are sent to the error log. Which of the following
directives will Adamuse to accomplish the task?

A. Loglevel
B. CustomlLog
C. LogFormat
D. ErrorLog

Answer: A

Explanation:

The Loglevel directive is used in server Error log of the Apache Web server log. This directive is used to control the types of errors
that are sent to the error log by constraining the severity level. Eight different levels are present in the LogLevel directive, which are
shown below in order of their descending significance:



emerg Emergencies - systemis unusable
alert Action must be taken immediately
crit  Critical Conditions

error Error conditions

warn ‘Warning canditions

notice Normalbut significant condition
info Informational

debug Debug-level messages

Note: When a certain level is specified, the messages from all other levels of higher significance will also be reported. For example,
when LogLevel crit is specified, then messages with log levels of alert and emerg will also be reported.

Answer option B is incorrect. The ErrorLog directive is used to set the name and location of the file to which the server will log any
errors it encounters. If the file-path does not begin with a slash sign (/), it is assumed to be relative to the ServerRoot. If the file-path
begins with a pipe sign (), then it is assumed to be a command that handles the error log,

Answer option A is incorrect. The CustomlLog directive is used to log requests to the server. The format of the log is specified and
the logging can be made conditional on request characteristics with the help of environment variables. Environment variables can be
adjusted on a per-request basis with the help of the mod_setenvif or mod_rewrite module.

Answer option C is incorrect. The LogFormat directive can exist in one of the two forms. In the first form, only one argument is
specified; and in the second form explicit format with a nickname is associated. This directive specifies the log format that is used by
logs specified in subsequent TransferLog directives.

NEW QUESTION # 196
The risk assessment team in Southern California has estimated that the probability of an incident that has potential to impact almost
80% of the bank's business is very high. How should this risk be categorized in the risk matrix?

A. Extreme
B. Medum
C. Low

D. High
Answer: A

Explanation:

In the context of risk assessment, an incident that has a very high probability of occurring and the potential to impact almost 80% of
a business is considered an extreme risk. This categorization is based on the severity of the impact and the likelihood of the event.
The risk matrix, a tool used in risk assessment, helps in the classification of risks by considering both the impact and the probability
of potential incidents. An event that affects such a significant portion of the business would typically necessitate immediate attention
and the implementation of mitigation strategies to prevent substantial loss or damage.

NEW QUESTION # 197
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