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H #18
You are packaging a complex application to deploy to multiple Kubernetes clusters using GitOps. Which of the following would be a

suitable solution for this process?

e A. Writing a Dockerfile to build a container image of the application and configuration.

e B. Creating a Helm chart to define the application's configuration and dependencies.

e C. Configuring a CI/CD pipeline to build and deploy the application to the Kubernetes cluster automatically.
e D. Creating a well-formatted script to deploy the application to the Kubernetes cluster.

EM: B
i

Helm s a Kubernetes package manager widely used in GitOps for packaging, configuring, and deploying complex applications.
Helm charts bundle configuration, dependencies, and Kubernetes manifests into reusable, declarative packages that can be applied


https://drive.google.com/open?id=1kwh-a5wIJmu1kYLNeuhrp6N5d_f2X6cm
https://www.mogiexam.com/CGOA-exam.html
https://www.japancert.com/CGOA.html
https://www.jpexam.com/CGOA_exam.html
https://www.goshiken.com/Linux-Foundation/CGOA-free-shiken.html

across multiple clusters.

"Helm charts provide a way to package Kubermetes applications, defining configuration and dependencies declaratively. This allows
consistent deployment across clusters in GitOps workflows." Thus, the correct answer isA.

References:GitOps Tooling (CNCF GitOps Working Group), Helm usage in GitOps.

HE#19
In the context of GitOps, what is the purpose of a State Store?

A. To provide a system for storing immutable versions of Desired State declarations.
B. To provide a system for storing the current state of an application.

C. To provide a system for storing mutable versions of Desired State declarations.
D. To provide a system for storing temporary state data during GitOps deployments.

Ef#: A

A :

AState Storein GitOps is the system of record whereDesired State declarationsare kept. It must be immutable and versioned to
ensure full auditability, traceability, and rollback capabilities. Git itself'is the most common State Store.

"The Desired State must be stored in a State Store that is versioned and immutable. This guarantees traceability and enables
recovery by reverting to previous commits." Thus, the correct answer isD.

References:GitOps Termmology (CNCF GitOps Working Group).

B #20
In GitOps, which option describesState Storemanagement?

A. Storing state information in a version control system.
B. Storing state information in a distributed file system.
C. Storing state imformation in a relational database.

D. Storing state information in a centralized database.

EfE: A

fi .-

TheState Storeis typically implemented using aversion control system (VCS)such as Git. This ensures that the systends state is
auditable, versioned, and immutable. Other systens like databases or distributed file systems do not meet the immutability and
versioning requirements of GitOps.

"In GitOps, the desired state must be stored in a version control system. This serves as the State Store, providing a complete,
immutable, and auditable history of changes." Thus, the correct answer isD: version control system.

References:GitOps Terminology (CNCF GitOps Working Group).

H #21
Would you implement DevSecOps culture in CI/CD pipelines?

A. No, DevSecOps focuses only on security outside of CI/CD pipelines.

B. No, because CI/CD systens are incompatible with the DevSecOps culture.

C. Yes, DevSecOps is essential for CI/CD pipelines. It helps build software without any security issues.
D. No, because CI/CD systemns are totally secure by design.

IEf: C

AR :

DevSecOpsintegrates security into the DevOps culture and CI/CD pipelines. Instead of treating security as an afterthought,
DevSecOps ensures security checks, policies, and automated validations are embedded throughout the CI/CD process.
"DevSecOps emphasizes shifting security left, integrating security testing, validation, and compliance into every stage of the CI/CD
pipeline. This ensures vulnerabilities are detected early and software is delivered securely." Thus,Dis correct: DevSecOps culture is
essential for CI/CD pipelines to ensure security is baked into software delivery.

References:GitOps Related Practices (CNCF GitOps Working Group), DevSecOps in CI/CD.



HF #22
How do you ensure that you are achieving thePulled AutomaticallyGitOps principle?

¢ A. By maintaining multiple Git reposttories for different aspects of your infrastructure and applications.

¢ B. By deploying changes from the version control repository by applying them through an automated pipeline when major
updates are needed.

¢ (. By having an operator continuously monitor and pull changes from the source of truth.

¢ D. By manually triggering deployments and configurations using scripts and commands.

Ef#: C

TR

ThePulled Automaticallyprinciple in GitOps means that agents inside the runtime environment (e.g,, controllers/operators)
continuously monitor Git (the source of truth) andautomatically pull changeswhen updates are detected.

"Software agents continuously pull changes from the version control system and reconcile them automatically. This pull-based
approach ensures automation, security, and self-healing." Thus, the correct answer isB.

References:GitOps Principles (CNCF GitOps Working Group),Principle 4: Continuously reconciled and pulled automatically.
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