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¢ InfinBand Configuration, Optimization, Security, and Troubleshooting: This section of the exam measures
the skills of Data Center Network Administrators and covers the configuration and operational
maintenance of NVIDIA InfiniBand switches. It includes setting up InfiniBand fabrics for multi-tenant

rEY 21
7 environments, managing subnet configurations, testing connectivity, and using UFM to troubleshoot and
analyze issues. It also focuses on validating rail-optimized topologies for optimal network performance.
¢ Spectrum-X Configuration, Optimization, Security, and Troubleshooting: This section of the exam
measures the skills of Network Performance Engineers and covers configuring, managing, and securing
FEwy 22 NVIDIA Spectrum-X switches. It includes setting performance baselines, resolving performance issues,

and using diagnostic tools such as CloudAl benchmark, NCCL, and NetQ. It also emphasizes leveraging
DPUs for network acceleration and using monitoring tools like Grafana and SNMP for telemetry analysis.

o Al Network Architecture: This section of the exammeasures the skills of Al Infrastructure Architects and
covers the ability to distinguish between Al factory and Al data center architectures. It includes

hEY 73 understanding how Ethernet and InfiniBand differ in performance and application, and identifying the right

storage options based on speed, scalability, and cost to fit Al networking needs.
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H #29

You are setting up PKey memberships for different tenants in an InfiniBand network. You want to ensure that some tenants have
limited commumication capabilities. Which PKey membership type allows members to communicate with full members but not with
other members of the same type?

A. Full membership

B. Restricted membership

C. Isolated membership

D. Limited/partial membership

Ef#: D
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In InfiniBand networks,P_Keys (Partition Keys)control communication boundaries. Each port can belong to one or more partitions
with eitherfulloriimitedmembership.

From NVIDIA InfiniBand Documentation (Partitioning and P_Keys):

"A limited (or partial) membership permits a port to communicate only with other ports in the same partition that have full
membership. It cannot communicate with other limited members, even if they are in the same P_Key partition." This makes
limited/partial membership ideal formulti-tenant security, where tenant ports can reach infrastructure ports (full members) butnotother
tenant ports (limited members).

Incorrect Options:

* A & Bare not valid InfiniBand P_Key types.

* C (Full membership)allows unrestricted communication within the same partition.

Reference: NVIDIA InfiniBand Guide - PKey Partitioning and Membership Types

HM #30
You are troubleshooting a Spectrum+ X network and need to ensure that the network remains operational in case of a link failure.
Which feature of Spectrum-X ensures that the fabric continues to deliver high performance even if there is a link failure?

A. RoCE Performance Isolation
B. RoCE Congestion Control
C. NVIDIA NetQ

D. RoCE Adaptive Routing

IEfE: D
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RoCE Adaptive Routing is a key feature of NVIDIA Spectrum-X that ensures high performance and resiliency in the network, even
in the event of a link failure. This technology dynamically reroutes traffic to the least congested and operational paths, effectively
mitigating the impact of link failures. By continuously evaluating the network's egress queue loads and receiving status notifications
from neighboring switches, Spectrum-X can adaptively select optimal paths for data transmission. This ensures that the network
maintains high throughput and low latency, crucial for Al workloads, even when certain links are down.

Reference Extracts from NVIDIA Documentation:

* "Spectrum+ X employs global adaptive routing to quickly reroute traffic during link failures, minimizing disruptions and preserving
optimal storage fabric utilization."

* "RoCE Adaptive Routing avoids congestion by dynamically routing large Al flows away from congestion points. This approach
improves network resource utilization, leafspine efficiency, and performance."

R #31

You have implemented adaptive routing in your Spectrum+X network to optimize Al workload performance.

You need to verify the effectiveness of this configuration and monitor its impact on network congestion.

‘Which tool would be most appropriate for monitoring and analyzing the adaptive routing performance in your Spectrum-X
environment?


https://www.mogiexam.com/NCP-AIN-exam.html

A. CloudAl Benchmark
B. NetQ

C. Ansible

D. MLNXOS

IEf%: B
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NVIDIA NetQ is a comprehensive network operations tool designed to provide real-time visibility into the health and performance
of NVIDIA networking environments, including Spectrum-X. It offers detailed telemetry and analytics, allowing administrators to
monitor adaptive routing behaviors, detect congestion, and analyze traffic patterns. By leveraging NetQ, you can ensure that
adaptive routing is functioning as intended and that the network is optimized for Al workloads.

Reference Extracts from NVIDIA Documentation:

* "The NVIDIA NetQ network validation and ASIC monitoring tool set provide visibility into the network health and behavior. The
NetQ flow telemetry analysis shows the paths that data flows take as they traverse the network, providing network latency and
performance insights."

* "By leveraging telemetry from Spectrum Ethernet switches and BlueField-3 SuperNICs, NVIDIA NetQ can detect network
issues proactively and troubleshoot network issues faster for optimal use of network capacity."

H #32

You are tasked with configuring multi-tenancy using partition key (PKey) for a high-performance storage fabric running on
InfiniBand. Each tenant's GPU server is allowed to access the shared storage system but cannot commumicate with another tenant's
GPU server.

Which of the following partition key membership configurations would you implement to set up multi- tenancy in this environment?

A. Assign limited membership to both GPU servers and storage system.

B. Assign full membership to both GPU servers and storage system.

C. Assign full membership PKey to the shared storage system and limited membership PKey to each tenant's GPU servers.
D. Assign limited membership PKey to the shared storage systemand full membership PKey to each tenant's GPU servers.

Ef#: C

L -

To enforce strictmulti-tenancy, where:

* Tenant A's GPUcannot talk toTenant B's GPU

* But both can accessshared storage

The correct solution is:

* Storage system# Full PKey membership

* Each tenant's GPU # Limited PKey membership

From theNVIDIA InfiniBand P_Key Partitioning Guide:

"A port with limited membership can only communicate with full members of the same PKey. It cannot communicate with other
limited members, even within the same partition." This isolates tenantsfrom each other, while allowingshared access to storage.
Incorrect Options:

* Apermits tenant-to-tenant communication.

* Bisolates everything, including access to storage.

* Cprevents GPU access to storage.

Reference: NVIDIA InfiniBand - Multi- Tenant PKey Partitioning Design

H #33
In Cumulus Linux, which technology enables the ability to provide active-active redundancy to servers, without the need for direct
nter-switch links?

e A MLAG
e B.VSS
e C. EVPN Multi-homing

IEfE: C
R -



EVPN Multi-homingenablesactive-active redundancy without inter-switch linksby usingoverlay routing over VXLAN and distributed
control plane using BGP EVPN.

From the officialN VIDIA Cumulus Linux EVPN Multhoming Documentation:

"EVPN multhoming allows multiple Top-of-Rack (ToR) switches to connect to the same server while maintaining full layer-2
redundancy without the need for inter-switch links or traditional MLAG configuration." Key benefits:

* Simplified topology (no ISL/peer-link needed)

* BGP-based control plane

* Fast convergence

* Active-active links per host NIC

Incorrect Options:

* MLAGrequires ISL between switches and peer-link configuration.

* VSS(Virtual Switching System) is a Cisco term, not supported in NVIDIA networking.

Reference: Cumulus Linux Docs - EVPN Multihoming
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