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Fortinet NSE 7 - Public Cloud Security 7.6 Architect Sample Questions (Q69-
Q74):

NEW QUESTION # 69

Refer to the exhibit.

You have deployed a Linux EC2 instance in Amazon Web Services (AWS) with the settings shown on the exhibit.
What next step must the administrator take to access this instance from the internet?

A. Enable SSH and allocate it to the device.

B. Create a VIP on FortiGate to allow access.

C. Allocate an Elastic IP address and assign it to the instance.
D. Configure the user name and password.
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Answer: C

NEW QUESTION # 70
In an SD-WAN TGW Connect topology, which three nitial steps are mandatory when routing traffic froma spoke VPC to a
security VPC through a Transit Gateway? (Choose three.)

A. Fromthe spoke VPC internal routing table, point 0.0.0.0/0 traffic to the TGW.

B. Fromboth spoke VPCs, and the security VPC, point 0.0.0.0/0 traffic to the Internet Gateway.

C. Fromthe security VPC FortiGate internal subnet routing table, point 0.0.0.0/0 traffic to the TGW.

D. From the security VPC TGW subnet routing table, point 0.0.0.0/0 traffic to the TGW.

E. Fromthe security VPC TGW subnet routing table, point 0.0.0.0/0 traffic to the FortiGate internal port.

Answer: A,CE

Explanation:

Comprehensive and Detailed Explanation From FortiOS 7.6, FortiWeb 7.4 Exact Extract study guide:

Inan AWS SD-WAN Transit Gateway (TGW) Connect topology, traffic flow must be meticulously orchestrated through VPC
route tables to ensure that the FortiGate- VM (Security VPC) can inspect traffic transitioning between spokes.

* Spoke to TGW Redirection (Option E):For traffic to leave a Spoke VPC and reach the inspection hub, theSpoke VPC mternal
routing tablemust be configured to send all non-local traffic (0.0.0.0/0) to theTransit Gateway (TGW). This is the first step in the
traffic chamn.

* TGW to FortiGate Redirection (Option A):Once the traffic arrives at the TGW and is forwarded to the Security VPC via a TGW
attachment, it lands in theTGW subnet(or attachment subnet). To ensure this traffic is inspected, theSecurity VPC TGW subnet
routing tablemust point the default route (

0.0.0.0/0) to theFortiGate's nternal network iterface (ENI).

* FortiGate Return/Egress Path (Option D):After the FortiGate processes the packet, it must be sent back to the TGW to reach its
final destination in a different spoke or to exit via a different gateway.

Therefore, theSecurity VPC FortiGate internal subnet routing table(the subnet where the FortiGate's internal leg resides) must have a
default route (0.0.0.0/0) pointing back to theTGW.

Why other options are incorrect:

* Option Bilf the Security VPC TGW subnet routing table points to the TGW as the next hop, it creates a routing loop where traffic
arrives from the TGW and is immediately sent back without being inspected by the FortiGate.

* Option C:Pointing all traffic to an Internet Gateway (IGW) would bypass the Transit Gateway entirely and send traffic to the public
mternet rather than through the internal security fabric.

NEW QUESTION # 71

Refer to the exhibit. You are managing an active-passive FortiGate HA cluster in AWS that was deployed using CloudFormation.
You have created a change set to examine the effects of some proposed changes to the current infrastructure. The exhibit shows
some sections of the change set.

‘What will happen if you apply these changes?



Change set configuration

"Changes": [
{

"Type": "Resource",

"ResourceChange": {
"ResourceType": "AWS::ECZ2::Instance”,
"LogicalResourceId" :"“"FGT A HA",
"PhysicalResourgéeld": "10cbl1020adrib308b",
"Action": {MOdNTY",
"Replacement": “True",

"ResouficeChange": {
"ResourceType": "AWS::EC2::Instance”,
"LogicalResourceld": “FGT B HA",
"PhysicalResourceId": "i0559e20adrlb3ba3",
"Action": "Modify",

A. Both FortiGate VMs will get a new PhysicalResourceld.

B. This deployment can be done without any traffic interruption.

C. The updated FortiGate VMs will not have the latest configuration changes.
D. CloudFormation checks if you will surpass your account quota.

Answer: A

NEW QUESTION # 72
An administrator is relying on an Azure Bicep linter to find possible issues in Bicep files.
‘Which problem can the administrator expect to find?

A. The resources to be deployed exceed the quota for a region.

B. One or more modules are not using runtime values as parameters.
C. There are output statements that contain passwords.

D. Some resources are missing dependsOn statements.

Answer: D

NEW QUESTION # 73

An AWS admmnistrator must ensure that each member of the cloud deployment team has the correct permissions to deploy and
manage resources using CloudFormation. The administrator is researching which tasks must be executed with CloudFormation and
therefore require CloudFormation permissions.

Which task is run using CloudFormation?

e A. Changing the number of nodes in an EKS cluster from AWS CloudShell

e B. Creating an EKS cluster with the eksctl create clustercommand

e (. Installing a Helm chart to deploy a FortiWeb ingress controller in an EKS cluster

¢ D. Deploying a new pod with a service in an Elastic Kubernetes Service (EKS) cluster using the kubectl command

Answer: C



Explanation:
Installing a Helm chart through CloudFormation can be done using the AWS CloudFormation Helm resource provider, which
requires CloudFormation permissions. The other tasks use direct CLI or Kubernetes tools and do not rely on CloudFormation.

NEW QUESTION # 74
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