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Microsoft Security Operations Analyst Sample Questions (Q239-Q244):

NEW QUESTION # 239

You have a Microsoft 365 subscription. The subscription uses Microsoft 365 Defender and has data loss prevention (DLP) policies
that have aggregated alerts configured.

You need to identify the impacted entities in an aggregated alert.

What should you review in the DIP alert management dashboard of the Microsoft Purview compliance portal?

A. Management log

B. the Events tab of the alert

C. the Sensitive Info Types tab of the alert
D. the Details tab of'the alert

Answer: A

NEW QUESTION # 240
You have a Microsoft Sentinel workspace.
You have a query named Queryl as shown in the following exhibit.
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You plan to create a custom parser named Parser 1. You need to use Queryl in Parserl. What should you do first?

A. Remove line 5.

B. In line 4. remove the TimeGenerated predicate.

C. Inline 3, replace the 'contains operator with the has operator.
D. Remove line 2.

Answer: D

Explanation:

Explanation

This can be confirmed by referring to the official Microsoft documentation on creating custom log queries in Azure Sentinel, which
states that the "has" operator should not be used in the query, and that it is unnecessary.

Reference: hitps://docs.microsoft.com/en-us/azure/sentinel/query-custom-logs

NEW QUESTION # 241
You manage the security posture of an Azure subscription that contains two virtual machines name vml and vi2.
The secure score in Azure Security Center is shown in the Security Center exhibit. (Click the Security Center tab.)
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For each of'the following statements, select Yes if the statement is true. Otherwise, select No.



NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
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Answer:

Explanation:
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Both virtual machines have management ports exposed
directly to the internet.

If you enable just-in-time network access controls on all virtual — -

machines, you will increase the secure score by four point. Q!
Explanation
Answer Area | Microsoft
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Both virtual machines have inbound rules\fhat allow access
from either Any or Internet ranges.

Both virtual machines have management ports exposed o o
directly to the internet.

If you enable just-in-time network access controls on all virtual
machines. vou will increase the secure score by four point.
Reference:

https/techcommumity. microsoft. com/tS/azure-security-center/security-control-restrict-unauthorized-network-acc
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NEW QUESTION # 242
You are nformed of a new common vulnerabilities and exposures (CVE) vulnerability that affects your environment.
You need to use the Microsoft Defender portal to request remediation from the team responsible for the affected systemns if there is a



documented active exploit available.
‘Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

* From Vulnerability Management, select Weaknesses, and search for and select the CVE.
* Select Go to related security recommendations.
* Create the remediation request.

NEW QUESTION # 243

You deploy Azure Sentinel.

Youneed to implement connectors in Azure Sentinel to monitor Microsoft Teams and Linux virtual machines in Azure. The solution
nust minimize administrative effort.

‘Which data connector type should you use for each workload? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Reference:
https:/docs.microsoft.com/en-us/azure/sentinel/ connect-office-365
https:/docs.microsoft.com/en-us/azure/sentinel/ connect-syslog

NEW QUESTION # 244
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