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CompTIA FC0-U71 A8 Z:

A 274

o Security: This section of the exam measures skills of Cybersecurity Support Interns and covers essential
cybersecurity principles, including confidentiality, data protection, user authentication, and malware threats.

FH1 It also includes awareness of social engineering, encryption, and common best practices for device and

network security.

¢ Software Development Concepts: This section of the exam measures the skills of Junior Software
Developers and introduces foundational knowledge of programming logic, data structures, and the

FA 2 software development life cycle. It includes awareness of coding concepts, algorithm basics, and scripting

used in automated and task-based environments.

¢ Infrastructure: This section of the exam measures skills of Network Support Trainees and covers essential

knowledge of device setup, networking concepts, and physical and wireless connectivity. It includes an
M3 understanding of IP addressing, cables, ports, and basic infrastructure components like routers and
switches necessary for setting up secure, functional networks.
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HE#75
Which of the following devices extends the range of a network?
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A. Access point
B. Server

C. Modem

D. Host firewall

HE: A

Y.

An access point is a networking hardware device that allows wireless devices to connect to a wired network using Wi-Fi or related
standards. It helps extend the range of a wireless network by creating additional coverage areas. This is directly outlined in
CompTIA ITF+ documentation:

"A wireless access point (AP) is a device that allows wireless clients to connect to a wired network. It serves to extend or broaden
the wireless coverage." In contrast:

A modem connects to the internet via an ISP.

A server provides network services, not range.

A host firewall protects a single device or network; it does not expand connectivity.

Thus, the most appropriate answer is D.

HE #76
Which of the following is used to securely transfer files over the internet?

A. Compression
B. Encryption
C. Permissions
D. Email

3

MH.

Encryption protects data by encoding it, so it can only be accessed or read by someone with the proper key or password. It ensures
confidentiality during file transfers over insecure networks like the internet.

"Encryption is used to protect data in transit, ensuring that only authorized parties can read the content during transmission." -
CompTIA ITF+ Security Essentials Correct answer: C

m

: B

BE#77
A user has concerns about device theft because they are working on a laptop at a local coffee shop. Which of the following physical
devices would be best to protect the laptop?

A. Firewall

B. Privacy shield
C. Cable lock
D. USB lock

He. C

dE:

A cable lock physically secures a laptop to a stationary object, helping to prevent theft in public spaces like coffee shops.
Other options:

*Firewall protects against network threats,

*Privacy shield prevents screen snooping,

*USB lock restricts port access but doesn't prevent theft.

HEE#78
Users are discussing the birthdays and home addresses of notable public figures in a public chat room. Which of the following
security concepts is being compromised?

e A Privacy
e B. Availability



o C. Integrity
¢ D. Confidentiality

HE: A

Y.

Discussing birthdays and home addresses of individuals - even public figures - violates privacy, which concerns the protection of
personal or sensitive information.

Other options:

*Confidentiality refers to restricting access to sensitive data,

*Integrity ensures data is not altered,

* Availability ensures data and systems are accessible when needed.

HE#79
A refiigerator sends an alert to user's phone when there is no more milk. Which of the following OS types is being used in the
refrigerator?

A. Embedded
B. Server

C. Workstation
D. Mobile

2
m

S8d: A

Y.

The refrigerator uses an embedded operating system, which is a specialized OS designed to run on dedicated devices like
appliances, allowing them to perform specific functions such as sending alerts.

Server, mobile, and workstation OS types are ntended for broader, more complex systerns.
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