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VMware Advanced VMware Cloud Foundation 9.0 Networking 52 € 3V0-
25.25 s B R B (Q49-Q54):

R #49
How should the Global Managers (GMs) and Local Managers (LMs) be distributed to ensure high availability and optimal
performance in a multi-sitt NSX Federation deployment comprised of three sites? (Choose two.)

e A. LMs should only be deployed as single nodes to reduce overhead.

e B. The GM should be a single appliance placed in a central cloud environment to simplify connectivity, relyng on vSphere HA
for availability.

e (. LMs are only needed on the primary site. Secondary sites can manage their local data plane directly via the GM.

e D. The GM cluster should be deployed across three sites.

e E. Each NSX site must have its own LM cluster that reports to the GM.

IE%: D\ E
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Comprehensive and Detailed 250 to 350 words of Explanation From VMware Cloud Foundation (VCF) documents:

InaVMware Cloud Foundation (VCF)Federation deployment across muiltiple sites, the management architecture is designed to
provide "Global Visibility" while maintaining "Local Autonomy." This is achieved through the coordinated distribution ofGlobal
Managers (GMs)andLocal Managers (LMs).

For a three-site deployment,NSX Federationbest practices mandate that each site maintains its ownLocal Manager (LM)
Cluster(Option A). The LM is responsible for the site-specific control plane, communicating with local Transport Nodes (ESXi and
Edges) to program the data plane. If the connection to the GM is lost, the LM ensures the local site continues to finction normally.
For production environments, these must be clusters (typically 3 nodes) rather than single nodes to ensure local management remains
available.

To protect theGlobal Manageritself-which is the source of truth for all global networking and security policies-the GM cluster should
bestretched across the three sites(Option D). In a standard 3-node GM cluster, placing one node at each site ensures that the
Federation management plane can survive the complete failure of an entire site. This "stretched" cluster configuration provides a high
level of resilience and ensures that an administrator can still manage global policies from any surviving location.

Option B is incorrect because the GM does not communicate directly with the data plane of a site; it must go through an LM. Option
C is arisk to availability. Option E is incorrect because vSphere HA cannot protect against a site-wide disaster, and a single
appliance represents a significant single point of failure for the entire global network configuration.

HM #50

An administrator has been tasked with enabling OSPF as the routing protocol for a Tier-0 Gateway. Which two iterms must be
configured to enable OSPF for a Tier-0 Gateway?

Mark two answers by clicking the two correct locations on the image. (Choose two.)
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Explanation:

To enable OSPF on a Tier-0 Gateway within a VMware Cloud Foundation (VCF) or NSX environment, an administrator must
define the areas where the gateway will participate and the specific interfaces it will use for peering,

Based on the NSX Manager configuration interface, the two required itens to be configured are:

* Area Definition: This is necessary to define the OSPF area (e.g,, Area 0) the Tier-0 gateway will participate in.

* OSPF Configured Interfaces: OSPF must be explicitly configured on the relevant uplink interfaces to establish neighbor
relationships and exchange routing information with physical routers.

R #51

An administrator is troubleshooting east-west network performance between several virtual machines connected to the same logical
segment. The administrator inspects the internal forwarding tables used by ESXi and notices that different tables exist for MAC and
IP mapping. Which table on an ESXi host is used to determine the location of a particular workload for frame forwarding?

A. ARP Table
B. TEP Table
C. MAC Table
D. FIP Table

IEf: C
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Comprehensive and Detailed 250 to 350 words of Explanation From VMware Cloud Foundation (VCF) documents:

In the context ofVMware Cloud Foundation (VCF)networking, understanding how an ESXi host (acting as a Transport Node)
handles East-West traffic is findamental. East-West traffic refers to commmunication between workloads within the same data center,
often on the same logical segment.

When a Virtual Machine sends a frame to another VM on the same logical segment, the ESXi host's virtual switch must determine
the "location" of the destination MAC address to performframe forwarding. The MAC Table(also known as the Forwarding Table
or L2 Table) is the primary structure used for this decision.

For each logical segment, the host maintains a MAC table that maps the MAC addresses of virtual machines to their specific
"locations." If the destination VM is residing on thesame host, the MAC table points the frame toward a specific internal port



(VUUID) associated with that VM's vINIC. Ifthe destination VM is on adifferent host(in an overlay environment), the MAC table
entry for that remote MAC address will point to theTunnel End Point (TEP)IP of the remote ESXi host. While the TEP table
(Option C) contains the list of known Tunnel Endpoints and the ARP table (Option A) maps IP addresses to MAC addresses,
neither is the primary table used for the final frame forwardingdecision.

TheMAC Tableis the authoritative source for Layer 2 forwarding. In an NSX-managed VCF environment, these tables are
dynamically populated and synchronized via theLocal Control Plane (LCP), which receives updates from the Central Control Plane.
This ensures that even as VMs move via vMotion, the MAC table remains updated across all transport nodes, allowing for seamless
East-West connectivity without the need for traditional MAC learning (flooding) in the physical fabric.

H #52

An admmistrator is troubleshooting why workloads in NSX cannot reach the external network 10.100.0.0/16.
The Tier-0 Gateway is in Active/Active mode and has the following configuration:

* Uplink-1 (VLAN 100): 192.168.100.0/24 -> router R1 at 192.168.100.1

* Uplink-2 (VLAN 101): 192.168.101.0/24 -> router R2 at 192.168.101.1

* A static route for 10.100.0.0/16 was added with both next-hops (192.168.100.1 and 192.168.101.1).

* The Scope of this route is set to Uplink-1.

Symptomns:

* Virtual Machines (VMs) cannot reach 10.100.0.0/16

* Traceroute from the VM stops at the Tier-0 gateway with "Destination Net Unreachable”

* Pings from the Edge nodes to both 192.168.100.1 and 192.168.101.1 are success What explains why workloads in NSX cannot
reach the external network?

e A Static routes do not support Equal Cost Multi-Pathing (ECMP) in NSX.

¢ B. The physical routers are missing return routes.

e (. The static route Scope is set to only one uplink interface, but the next-hops are on two different VLLANSs.
¢ D. The next-hops should have been configured as the Tier-0's own uplink IPs instead of the routers IPs.

Ef#: C
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Comprehensive and Detailed 250 to 350 words of Explanation From VMware Cloud Foundation (VCF) documents:
Troubleshooting routing in a VMware Cloud Foundation (VCF) environment requires a deep understanding of how theNSX Tier-0
Gatewayprocesses forwarding entries. In anActive/Activeconfiguration, the Tier-0 gateway is designed to utilize ECMP (Equal Cost
Multi-Pathing) to distribute traffic across multiple paths to the physical network.

The specific failure described-where a traceroute fails at the Tier-0 with "Destination Net Unreachable" despite the Edge nodes
having basic ping connectivity to the routers-points toward a routing table entry error rather than a physical connectivity issue. In
NSX, when a static route is created, an administrator has the option to set a"Scope.'The Scope explicitly tells the NSX routing
engine which interface should be used to reach the defined next-hops.

In this scenario, the administrator has defined two next-hops (R1 and R2) but has restricted the scope of the static route toUplink-1
only. Because R2 (192.168.101.1) is on a different subnet/VLLAN (VLAN 101) that is associated withUplink-2, the Tier-0 gateway
cannot resolve the next-hop for R2 via Uplink- 1. Furthermore, if the gateway detects an inconsistency between the defined next-hop
and the scoped interface, it may invalidate the route or fail to mnstall it correctly in the forwarding nformation base (FIB) for the
service router.

According to VMware documentation, theScopeshould typically be left as "All Uplinks" or carefully matched to the interfaces that
have Layer 2 reachability to the next-hop. By scoping it to only Uplink-1, the router R2 becomes unreachable for that specific route
entry. Even for R1, if the hashing mechanism of the Active

/Active Tier-0 attempts to use a component of the gateway not associated with that scope, the traffic will fail.

The error "Destination Net Unreachable" at the Tier-0 hop confirms that the Tier-0 has no valid, functional path in its routing table
for the 10.100.0.0/16 network due to this scoping conflict.

HH #53

An architect has just deployed a new NSX Edge cluster ina VMware Cloud Foundation (VCF) fleet. The BGP peer between the
NSX Tier-0 gateway and the top-of-rack routers is successfully up and stable.

* BGP Connection is established, but the NSX Tier-0 is not receiving a default route from the top-of-rack routers.

* Workloads inside NSX have no Internet access.

‘What could be the solution?

e A The top-of-rack router receives a default route from Tier-0 gateway.



¢ B. Tier-0 gateway community settings are missing on the top-of-rack router configuration.
e C. There is no default route configured on the top-of-rack router for the Tier-0 gateway.
¢ D. Tier-0 gateway has a limit set too low for how many routes it can accept.

IEf: C
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Comprehensive and Detailed 250 to 350 words of Explanation From VMware Cloud Foundation (VCF) documents:
InaVMware Cloud Foundation (VCF)deployment, establishing a stable BGP neighborship between the Tier-0 Gatewayand the
physicalTop-of-Rack (ToR)switches is only the first step in enabling North-South connectivity. While the BGP state may show as
"Established," this only confirms that the control plane handshake is complete and the peers are ready to exchange prefixes.

The primary reason for a lack of external connectivity in this scenario is that norouting informationis being shared. For workloads
within the SDDC to reach the internet, the Tier-0 Gateway must have a path to external networks. In most enterprise VCF designs,
the physical network (ToR) is expected to provide adefault route (0.0.0.0/0)to the Tier-0 Gateway.

Ifthe Tier-0 is not receiving this route, the issue typically lies in the physical router's configuration. BGP does not automatically
"originate" or "redistribute” a default route unless explicitly commanded to do so. On most physical network platforms (like Cisco,
Arista, or Juniper), the administrator must specifically configure a

"default-originate" command or ensure a static default route exists in the physical RIB and is allowed to be advertised into the BGP
session with the NSX Edge nodes.

Options A and C are unlikely to be the primary cause of a completely missing default route in a fresh deployment. Option B
describes the inverse-where the virtual network tells the physical network how to find the internet-which is incorrect for a standard
VCF consumer model. Therefore, verifying and enabling the default route advertiserment on the physical ToR switchesis the verified
solution to provide the Tier-0 with the necessary egress path for internet-bound workload traffic.
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