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HR #305

Drag and Drop Question

Refer to the exhibit. A Cisco ACI fabric is newly deployed, and the security team requires more visibility of all inter-EPG traffic
flows. All traffic ina VRF must be forwarded to an existing firewall pair. During fallover, the standby firewall must continue to use
the same IP and MAC as the primary firewall. Drag and drop the steps from the left Into the Implementation order on the right to
configure the service graph that meets the requirements. (Not all steps are used.)
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Apply a service graph template and select vzAny

EPG as the consumer and provider. Sep
Select a redirect policy with the Layer 3 Step 2
destination.
Create a Layer 4 to Layer 7 service graph Step 3
template.

Select a redirect policy with enabled anycast and e
the Layer 3 destination. R

Select the same cluster interface under Consumer Step 5
Connector and Provider Connector. ep

Create a service bridge domain and a Layer 4 Ste 6
Layer 7 device with one cluster i I - D [] & £
L L L w w Ll [

Select the existing contract with custom IP,
EtherType filter. r

Answer Area

Create a service bridge domain and a Layer 4 to
Layer 7 device with one cluster interface.

Create a Layer 4 to Layer 7 service graph
template. o

Apply a servic te and select vzAny
BG a r and provider.
Select a redirect policy with enabled.any the existing contract with custom IP
the Layer 3 destmm_é EtherType filter.
ket |
Select the same clust ‘
Connector and i

Explanation:
httpsy//www.cisco.comy/c/en/us/td/docs/switches/datacenter/aci/apic/sw/ 1 -x/L4-

L7 Services Deployment/guide/b 14L7 Deploy ver201/b TAL7 Deploy ver201 chapter 01010
0.htmi#id 27316
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The company's Cisco ACI fabric hosts multiple customer tenants. To meet a service level agreement, the company is constantly
monitoring the Cisco ACI environment. Syslog is one of the methods used for monitoring, Only events related to leaf and spine
environmental information without specific customer data should be logged. To which ACI object must the configuration be applied
to meet these requirements?

e A ifra tenant

¢ B. switch profile
¢ (. access policy
e D. fabric policy

IEf#: D

fiE L.

To ensure that only events related to leafand spine environmental information are logged without including specific customer data,
the configuration should be applied to the fabric policy. The fabric policy in Cisco ACI is used to define global settings that apply to
the entire fabric, such as syslog settings, which can be configured to filter and forward only the desired types of system messages12.

H #307
The unicast routing feature is enabled on the bridge domain. Which two conditions enable the Cisco ACI leafto learn a source IP as
a local endpoint? (Choose two.)

A. Through ARP received on an SVL

B. Through VXLAN traffic received on the uplink.

C. Through Ethernet traffic received in a bridge domain.
D. IP traffic routed through a Layer 3 Out.

E. IP traffic routed through an SVL.

Ef#: A\ E

fE L
httpsy/www.cisco.comy/c/en/us/solutions/collateral/data- center-virtualization/application- centric- infrastructure/white-paper-c11-
739989 .html

A Cisco ACI leaf switch follows these steps to learn a local endpoint MAC address and IP aéidress:
1. The Cisco ACI leaf receives a packet with a source MAC Addréss (MAC AYahd Seurce IP Address (IP A).
2. The Cisco ACI leaf learns MAC A as'a lacal.eéndpaint.
3. The Cisco ACI leaf learns IP A tied to MAC A if the packet is an ARP packet.
4. The Cisco ACI leaf learns IP A tied to MAC A if the packet is routed.

In Figure 5, the packet is Layer 3 traffic with the Cisco ACI bridge domain Switch Virtual Interface (SVI) as its default gateway. Therefore,
both the MAC address and IP address (Src MAC S and Src IP 192.168.1.1 in the figure) are learned as a single local endpoint on LEAF1,
and only IP address 192.168.1.1 is learned as a remote endpoint pri LEAR 2.

H A #308
A situation causes a fault to be raised on the APIC. The ACI administrator does not want that fault to be raised because it is not
directly relevant to the environment. Which action should the administrator take to prevent the fault from appearing?

e A Create a stats threshold policy with both rising and falling thresholds defined so that the critical severity threshold matches
the squelched threshold.

¢ B. Create a new global health score policy that ignores specific faults as identified by their unique fault code.

e C. Under System -> Fauilts, right-click on the fault and select Ignore Fault to create a fault severity assignment policy that
hides the fault.

¢ D. Under System-> Faults, right-click on the fault and select Acknowledge Fault so that acknowledged faults will
immediately disappear.

EM: C
s




To prevent a fault from appearing that is not directly relevant to the environment, the ACI administrator should create a fault severity
assignment policy that hides the fault. This can be done by selecting "[gnore Fault" under System -> Faults in the APIC UI2

HH #309
An engineer must allow multiple external networks to communicate with internal ACI subnets. Which action should the engineer take
to assign the prefix to the class ID of'the external Endpoint Group?

¢ A. Configure subnets with the Import Route Control Subnet flag enabled.

¢ B. Enable the Export Route Control Subnet for the External Endpoint Group flag.
e C. Enable an L30ut with Shared Route Control Subnet.

¢ D. Configure subnets with the External Subnets for External EPG flag enabled.

Ef#: D

A -
httpsy//www.cisco.comy/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-
x/ACI_Best Practices/b ACI Best Practices/b ACI Best Practices chapter 01001.html

The external subnets for an external EPG are used to define the subnets thiat/Should be classified to the external EPG. This policy does not affect
routing. It is similar to an Access Control List (ACL) that assigns a prefix{fo the class id (pcTag) of the external EPG
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